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Diversion Control Division

To prevent, detect, and
investigate the diversion of 
controlled substances &
listed chemicals from 
legitimate sources

Ensuring an 
adequate and 
uninterrupted supply 
for legitimate 
medical and 
scientific purposes.

OUTREACH
REGISTRANT
COMMUNITY

COMPLAINTS ON 
REGISTRANTS

CRIMINAL 
DIVERSION

REGULATORY



Closed System of
Distribution

DEA is responsible for:

Manufacturer

Importer

Patients

Practitioner 
Pharmacy 
Hospital

Distributors

Foreign 
Mfr. • oversight of the 

system
• integrity of the system
• protection of the 

public health and 
safety



Oversight of Closed System of
Distribution

Cyclic 
Investigations

Established
Schedules

Record 
Keeping 
Require-
ments

Registration

Security 
Requirements

Establish
Quotas



Inspections

(1) Regulatory
(2) Complaint
(3) Criminal

Notice

On-Site 
Review

Closing 
Discussion



Primary purpose of the inspection is to ensure compliance 
with Controlled Substances Act

Reporting

Drug Disposal/ 
Destruction

Licensing

Records & Inventories

Medical 
Records

Security

Elements 
Inspections

§1316.03 Authority to conduct inspections.



Inspections are unannounced

Diversion Investigators with 
credentials

Will present “Notice of Inspection”

Ask responsible employee for 
consent

Inspection Procedures



Steps of an On-Site Inspection

 Meet with Registrant and controlled substance handler(s)
 Tour of Facility: Specifically, where controlled substances 

are stored
 Discussions of Standard Operation Procedures (SOPs)
 Review Records
 Physical count of Controlled Substances on hand
 Closing Meeting with management



Readily retrievable.
21 CFR1304.04(f)(2) Separate for each 

independent activity and 
collection activity.

21 CFR1304.21(c)

Separate and stored at 
the registered location.

21 CFR1304.21(b)

Complete and 
accurate.

21 CFR1304.21(a)

General Requirements
CONTINUING RECORDS

Kept for two years.
21 CFR.1304.04(a)

Schedule I & II controlled 
substances must be 

maintained separately from 
all other records of the 

registrant.
21 CFR1304.04(h)(1)



DEA Required 
Record 
Keeping

CSA created a closed system of distribution.
Must keep records for at least two years.

Record all administrations/dispensations.

If recorded in patient files, those files must be made 
available for DEA inspection.

All inventories and records of Scheduled II 
controlled substances must be kept separate from 
all other records at registered location.



Inventory

Taken at least every two years “21 CFR 
1304.04(a)”
All stocks of controlled substances on hand 
(including samples)
Physical inventory must include:

 Schedule II on a separate inventory from 
Schedule III-V  “21 CFR 1304.04(g)”

 The date/time the inventory is taken 
(BOB/COB)

 Kept for at least 2 years at the registered 
location  “21 CFR 1304.11”



Items 
Requested 

During 
Inspection

• List of Employees with Access to Controlled Substances 

(Name, Title, Address, DOB)

• Copies of Licenses and Certificates (other federal/state)

• Facility Floor Plan
• Receiving Records (222s, Invoices/purchase orders/ 

packing slips, CSOS)

• Power of Attorney to order CIIs

• Dispensing/Distribution Records

• Records of Returns (Schedules II-V)
• Records of Destruction (DEA Form-41s, Waste Records, 

Reverse Distributor)

• Theft/loss reports (DEA Form-106)

• Copy of most recent biennial inventory (or initial inventory)

• Copy of alarm company contract

• List of Suppliers (Name, address, DEA #)



Controlled Substances 
Accountability Audit

Includes all
locations:
• Automated

Dispensing 
Machines

• Med Carts
• Safes/Vaults
• Disposal/Expired



Controlled Substance Audit Procedures

If the audit 
reveals 

discrepancies, 
this could be an 

indication of 
incomplete and 

inaccurate 
recordkeeping 

practices and/or 
diversion  

Investigators 
witness a 

physical count 
conducted by 

you, the 
registrant, using 

your records

Investigators will 
ask for and 
review all 
controlled 
substance 
records to 

perform an audit

Investigators 
will audit 
several 

controlled 
substances, 
from different 
Schedules, 

over a 
predetermined 
period of time

The audit indicates whether controlled substance records were complete, thus 
“maintained effective controls against diversion.”



Theft and Loss Reporting

Must report a theft or significant 
loss to DEA in writing within one 
business day

Must complete a DEA Form 106 
within 45 days, online

Registrants also encouraged to 
report theft and losses to local law 
enforcement and state regulatory 
agencies

21 CFR 1301.76(b)



Reporting a 
Theft or 

Significant 
Loss

21 CFR 1301.76
Other security 

controls for 
practitioners

When determining whether a loss is significant, a registrant 
should consider, among others, the following factors:

(1) The actual quantity of controlled substances lost in relation to the type 
of business;
(2) The specific controlled substances lost;
(3) Whether the loss of the controlled substances can be associated with 
access to those controlled substances by specific individuals, or whether 
the loss can be attributed to unique activities that may take place involving 
the controlled substances;
(4) A pattern of losses over a specific time period, whether the losses 
appear to be random, and the results of efforts taken to resolve the losses; 
and, if known,
(5) Whether the specific controlled substances are likely candidates for 
diversion;
(6) Local trends and other indicators of the diversion potential of the 
missing controlled substance.



Theft of Controlled Substances Form 106



Investigators will inspect 
overall security procedures 
and components to ensure 
that “effective controls to 
guard against theft and 
diversion” are met.

Security Procedures

Investigators will inspect 
overall security procedures 
and components to ensure 
that “effective controls to 
guard against theft and 
diversion” are met.



Security
REQUIREMENTS

• Provide effective controls and 
procedures to guard against theft and 
diversion of controlled substances.

21 CFR 1301.71(a)
• Cannot employ anyone who has a 

felony drug conviction who will have 
access to controlled substances, 
without a DEA approved employment 
waiver.

21 CFR 1301.76(a)
• Store stocks of CII-CV controlled

substances in a securely locked,
substantially constructed cabinet.

21 CFR 1301.75(b)

BEST PRACTICES
• Safe
• Alarm System
• Camera System
• Limit Access to Controlled 

Substances (including waste)



Disposal of Controlled Substance Inventory

RETURNED OR RECALLED
• Prompt delivery by common or contract carrier or pick-up at the 

registered location by:
• Registrant from whom it was obtained.
• Registered manufacturer of the substance.
• Another registrant authorized by the manufacturer to accept returns 

or recalls on the manufacturer's behalf.

REQUEST ASSISTANCE- SPECIAL AGENT IN CHARGE

21 CFR 1317.05(a) and (b)
Title 21 Code of Federal Regulations- PART 1317 — DISPOSAL

OPTIONS TO DISPOSE OF
• Prompt on-site destruction if proper method.
• Prompt delivery to a DEA registered reverse distributor by common carrier 

or reverse distributor pick-up.

21 CFR 1317.05(a) (4)

21 CFR 1317.05(a) and (b)

https://www.deadiversion.usdoj.gov/21cfr/cfr/1317/subpart_a.htm#5
https://www.deadiversion.usdoj.gov/21cfr/cfr/1317/subpart_a.htm#5
https://www.deadiversion.usdoj.gov/21cfr/cfr/1317/subpart_a.htm#5


Disposal of Controlled Substance Waste

DEA allows disposal of Controlled Substance waste if:

 It is authorized under your state's laws… and
 It is the remaining portion of used needles, syringes, 

or other injectable products in a practitioner 
environment (hospital or clinic)

21 CFR 1304.21(e)

https://www.deadiversion.usdoj.gov/21cfr/cfr/1304/1304_21.htm


Disposal of 
Controlled 
Substances
Registrants 
authorized to collect 
and authorized 
collection activities 
21 CFR 1317.40

Collection by registrants shall occur only at the 
following locations:
(1) Those registered locations of manufacturers, 
distributors, reverse distributors, narcotic 
treatment programs, hospitals/clinics with an on-
site pharmacy, and retail pharmacies that are 
authorized for collection; and
(2) Long-term care facilities at which registered 
hospitals/clinics or retail pharmacies are 
authorized to maintain collection receptacles.

Individual practitioners, such as medical doctors, dentists, 
or veterinarians are not authorized to be collectors.

Authorized Collectors



Post-Inspection

Investigators will meet with 
the registrant to explain the 
results of the inspection. 

Investigators will advise the 
registrant what must be 
done to comply with the 
CSA and its regulations. 

Investigators will meet with 
the registrant to explain the 
results of the inspection. 

Investigators will advise the 
registrant what must be 
done to comply with the 
CSA and its regulations. 



Potential Adverse Actions

Letter of Admonition

Memorandum of Agreement

Civil Fines

Order to Show Cause

Immediate Suspension Order

Criminal Prosecution



Registrant Inspections - Common Findings

 Controlled substance accountability
 Not counting everything on hand
 Take back of controlled substances
 Not notifying DEA of Drug Theft or Loss
 Ordering controlled substances from 

other entities outside of the closed system
of distribution

 CSOS login and CSOS 
recordkeeping

 Lack of complete and accurate 
records

 Lack of knowledge of software
 Dispensing logs not maintained
 Execution of DEA Form 222
 Lack of required physical inventories 

such as initial and biennial inventories
 No spill log (manual)
 Spill log (electronic) not accurate
 No checks and balances regarding 

spills
 Not properly reconciling
 Alarm systems not checked
 Power of Attorney and lack of 

revocations



Inspections - Best Practices

Designate a primary employee 
(and a back-up) to be 
responsible for controlled 
substance management

Draft detailed policies and 
procedures for responding to 
DEA audits

Conduct periodic internal 
inspections to stay fresh, 
identify weaknesses in the 
processes, and identify any 
compliance issues

Keep all controlled substance 
records in a single, easily-
accessible location

Ensure that all controlled substances are 
maintained in secure areas



DEA Form-222- Official Order Forms - 21 CFR 1305

 The DEA Form -222 is used for the distribution of 
Schedule I and II controlled substances 21 CFR 
1305.03

The DEA Form-222 must be filled out completely 
and accurately 21 CFR 1305.13

Power of Attorney authorizing who may execute a 
DEA Form-222 21 CFR 1305.05

U.S. Drug Enforcement Administration
Diversion Control Division



DEA Form 222 
Official 
Order Form



Ordering Schedules III-V 
Controlled Substances

Keep a receipt 
(invoice or 

packing slip) on 
which it records 

the date the 
drugs were 

received and 
confirm that the 

order is accurate. 
21 CFR 1304.21(a) & (d)

Name of the substance

Receipts must also contain the following information:
21 CFR 1304.22(c), 1304.22(a)(2)

Must also contain the name of each controlled substance, 
the finished form, the number of dosage units of finished 
form in each commercial container, and the number of 
commercial containers ordered and received.

Must contain details of each registrant’s DEA #, name, 
address.



Controlled Substance Ordering System 
(CSOS) Electronic Order Forms

• Only allowance for the electronic transmission 
of Schedule II Controlled Substance orders 
between controlled substance manufacturers, 
distributors, pharmacies, and other DEA 
authorized entities. 

• Users must obtain a CSOS digital certificate for 
electronic ordering. 

• Electronic orders must be signed using a 
digital signature issued by a Certification 
Authority (CA) run by the DEA.



Transfer of Controlled Substances

What if I need to transfer controlled substances to another DEA registrant?

Use a sales invoice for Schedules III-V - 21 CFR 1307.11 (a)(1)(ii)

Use a DEA Form-222 (C I & II) - 21 CFR 1307.11(a)(1)(iii)

Only allowed 5% of your yearly total - 21 CFR 1307.11(a)(1)(iv)

 If you do more than 5%, you must register with DEA as a distributor - 21 
CFR 1307.11(b)

U.S. Drug Enforcement Administration
Diversion Control Division



Dispensing

• Dispenser:  An individual practitioner, institutional 
practitioner, pharmacy or pharmacist who dispenses 
a controlled substance:  “21 CFR 1300.01 (b)”

• DEA number for each location if 
dispensing/administering:  “21 CFR 1301.12 (a)”

• Only one DEA number needed per state if only 
prescribing:  “21 CFR 1301.12 (b)(3)” (Some COVID 
flexibilities, please see www.deadiversion.usdoj.gov
for latest COVID policies)

http://www.deadiversion@usdoj.gov


Dispensing / 
Administration

Administer / Dispensing Records  “21 CFR 1304.22 (c)” 

Recommend a log is kept, but can be in a patient chart

Required: 

1) Name of Substance

2) Strength

3) Quantity

4) Patient name

5) Patient address

6) Date

7) Written or typed name or initials of the individual who 
dispensed or administered the substance on behalf of the 
dispenser



Trends to 
Watch For



Diversion Affects All 

Patients may receive 
inadequate pain relief, 
exposure to infectious 
diseases, substandard care

Hospitals bear the cost of 
diverted drugs, internal 
investigations, civil fines and 
negative reputation 

Health Care professionals 
risk overdose and possible 
death, face criminal 
prosecution, and malpractice 
suits

Community suffers though 
contributory drug misuse and 
mistrust in healthcare  



Misused Controlled Prescription Drugs 

DEA 2025 National Drug Assessment 



Warning Signs: Health Care Professionals 

Practitioners who:
• Prescribe or dispense controlled substances that 

are not medically justified
• Perform minimal and/or no medical evaluations
• Do not follow standard medical guidelines
• Share a token and/or credentials 



Warning Signs: Patients 

• Doctor shoppers (Use the PDMP)
• Early refill request at hospital pharmacy
• Specific type of medication request
• Frequently reports loss of medication at hospital 

pharmacy
• Drastic increase in pain level



Fraudulent electronic prescribing increasing 

DEA observed an increase in fraudulent electronic 
prescriptions (e-scripts) between 2021 and 2023. 

DEA registrants are reporting fraudulent use of their 
registration numbers and identities on prescriptions 
submitted via e-script in locations across the 
country. 

The further expansion of online telehealth services 
and e-script portals during the COVID-19 pandemic 
presented increased opportunities for e-script abuse 
by patients or office staff, and through identity theft.



Telemedicine 

DEA, SAMHSA Extend COVID-19 Telemedicine Flexibilities for Prescribing 
Controlled Medications for Six Months While Considering Comments from 
the Public

• The temporary rule took effect on May 11, 2023, and extends the full set of 
telemedicine flexibilities adopted during the COVID-19 public health emergency 
through December 31, 2026

• For any practitioner-patient telemedicine relationships that have been or will be 
established up to December 31, 2026, the full set of telemedicine flexibilities regarding 
prescribing of controlled medications established during the COVID-19 PHE will be 
extended for one year – through December 31, 2026



Best Practices to prevent Drug Diversion 

Strong 
Medication 

Management

Staff 
Education and 

Training

Audits and 
Inventory 
Controls 

• Well-defined policies & procedures at pharmacy
• Secure storage, controlled access, complete records 

• Diversion awareness training 
• Culture of accountability and vigilance
• Investigating and reporting practices

• Regular audits of controlled substance records 
• Utilizing technology to monitor and detect diversion

• Implementing physical security measures
• Proper disposal methods 

Secure 
Medication 

Storage and 
Disposal 



What Can You Do?

Report suspicious behavior 
from:

 Practitioners
 Employees
 Peers/Co-workers
 Patients/Pet Owners

If you SEE Something…
SAY Something



Anyone with information about suspected 
controlled substance diversion should report that 
to the Drug Enforcement Administration via our 
website DEAdeadiversion.usdoj.gov, or contact 
the DEA hotline at 1-877-792-2873 or your local 
DEA field office.

Help STOP Diversion of Prescription Medications



SCAM ALERT

• DEA Imposter?    
ReportFraud.ftc.gov

• Internet Crime Complaint?     
ic3.gov

• Call local DEA Diversion Group

SCAM 
ALERT



DEA Resources 



Pharmacist’s Manual

WWW.DEADIVERSION.USDOJ.GOV
(go to Resources – Publications & Manuals)

http://www.deadiversion.usdoj.gov/


DEA Registration Resources

Diversion Control Division | Welcome (usdoj.gov)
eCFR :: Home

https://deadiversion.usdoj.gov/index.html
https://www.ecfr.gov/


RESOURCES:  DEADiversion.usdoj.gov



RESOURCES:  DEADiversion.usdoj.gov



RESOURCES:  DEADiversion.usdoj.gov



DRUG ENFORCEMENT ADMINISTRATION

Update Date

Questions?
Policy related inquiries: 
DPY@dea.gov

General inquiries: 
DiversionHQ.Outreach@dea.gov

THANK YOU!!!!

mailto:DPY@dea.gov
mailto:ODLL@dea.gov
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