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Introduction

This Certificate Support Guide has been developed and is maintained by the Drug
Enforcement Administration’s CSOS Certification Authority. This Guide is intended to
assist organizations implementing electronic controlled substance ordering. Specifically,
the procedures in this guide should be used by chain pharmacy and wholesaler customer
support when assisting CSOS Subscribers.

Organizations are not required to use this document, however variance from these
documented procedures, especially those marked with an 2, may render certificates
invalid and/or result in certificate revocation due to policy violations.

This Guide was developed using Windows XP Professional SP2, Microsoft Internet
Explorer version 6.0, Netscape Browser 7.2 and 8.1, and Mozilla Firefox versions 1.0 and
1.5.

Comments, suggestions, and corrections are welcome and should be sent to DEA
Diversion E-Commerce Support:

E-mail: CSOSsupport@DEAecom.gov
Phone: 877-332-3266

DEA Diversion E-Commerce Support is available to provide further explanation on
issues discussed in this guide as well as any issues not covered.

Updates to this guide: DEA’s CSOS Certification Authority will continue to update this
Support Guide to ensure that the documentation provided is as thorough as possible.
Feedback is welcome and appreciated. The most current version will be made available
at the address below. Please check for periodic updates or E-mail
CSOSsupport@DEAecom.gov to be notified when a new version of this Guide is
released:

e http://www.deaecom.gov/wholesaler support.html

Policy note: DEA’s support staff will revoke subscriber certificates due to policy
violations. Support representatives from wholesalers and chain pharmacies must be
cognizant of proper certificate/private key handling procedures and should pay close
attention to all notes in this document marked with the £ icon.

Disclaimer: The procedures documented in this Certificate Support Guide are the DEA
CSOS CA’s recommendations for proper handling of CSOS Certificates. The policies
discussed in this document abide by, but are not a replacement for, the Code of Federal
Regulations, which governs electronic ordering of controlled substances. Please refer to
www.DEAecom.gov/policies.html or contact DEA Diversion E-Commerce Support for
all policy related questions.
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Important Support Guidelines

Following the procedures of this Guide will help to ensure that customers are provided a
high level of quality customer support. The following is a list of common policy
violations and misperceptions addressed by this Guide.

Never retrieve a certificate without the owner present.
Each certificate may only be retrieved one time.

Many CSOS subscribers are issued multiple certificates. While CSOS
Administrative certificates are not used for ordering, they must be retrieved.

The certificate’s security level must always be set to high when using Internet
Explorer.

The certificate’s password, entered during retrieval, is created by the
certificate owner only and not provided by DEA. Do not use any DEA
provided information, specifically the retrieval Access Code and Access Code
Password, for the certificate’s password.

Only the owner of the certificate may set and have knowledge of the
certificate’s password. Neither DEA nor the certificate owner’s co-workers,
company, or wholesaler, may have knowledge of the certificate’s password.

CSOS Certificates are wholesaler independent, and therefore may be used to
order from multiple wholesalers.

CSOS Certificates may be installed on multiple computers.

CSOS Certificates may be backed up onto CD or floppy disk, as long as each
certificate is protected by a backup password and the media is securely stored
(i.e. in a safe).

Certificates should not be deleted from the browser’s certificate store during
export or after installation into the certificate store of the ordering software.

Per Federal Regulations, please delete any unused PFX or P12 exported
certificate files that have been installed into ordering software or a browser’s
certificate store.

When exporting, backing up, and/or transferring certificates where a name
must be given to the PFX or P12 certificate file, please use a meaningful
naming convention as discussed in the Export and Backup sections of this
Guide.

Please contact DEA E-Commerce Support when unsure of a procedure or
when having difficulty with any CSOS Certificate.

When contacting DEA E-Commerce Support, please be ready to provide the
customer’s DEA Number(s), and if possible the customer’s name and
certificate serial number(s).
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1. Certification Authority (CA) Certificates

The DEA E-Commerce Root CA and CSOS Sub CA certificates must be installed on any
computer used for electronic ordering of controlled substances. These CA certificates are found
on the DEA E-Commerce Web site and may be installed at any time, on any computer system,
by anyone.

Introduction to the DEA E-Commerce Root CA Certificate

What is the Root CA certificate?

The DEA E-Commerce Root CA Certificate is a self-signed certificate, meaning it was created
by itself and must be explicitly trusted by each CSOS subscriber and relying party. Subscribers
and relying parties must trust the Root CA in order to begin the trust relationship that is
fundamental to the E-Commerce PKI system. To create the trust relationship, the Root CA
Certificate must be installed in order to give validity to the CSOS Sub CA and any CSOS
subscriber certificate(s).

What is the Root CA used for?
e Signing the CSOS Sub CA certificate

e Signing the Authority Revocation List (i.e. where revoked sub-CA certificates would
be published)

How does the Root CA impact certificate support?

CSOS certificates will not be recognized as valid and trusted if the Root CA Certificate is not
installed on the same system as the subscriber’s certificate. For relying parties, the digital
signature on the Authority Revocation List (ARL) cannot be authenticated unless the Root CA
Certificate is installed on the same system where validation occurs.

Introduction to the CSOS Sub CA Certificate

What is the CSOS Sub CA certificate?

The CSOS Sub CA certificate is the certificate representing DEA’s CSOS Subordinate CA that
issues CSOS subscriber certificates. The Sub CA is issued by DEA’s E-Commerce Root CA and
inherits its trust from the Root CA. A Sub CA certificate is valid for six years, but is used for
signing CSOS Subscriber certificates for a three (3) year period before a new Sub CA is issued
by DEA.

What is the CSOS Sub CA certificate used for?
e Signing all CSOS subscriber certificates

e Signing the Certificate Revocation List (i.e. where revoked subscriber certificates are
published)

How does the CSOS Sub CA certificate impact certificate support?
CSOS certificates will not be recognized as valid and trusted if the CSOS Sub CA certificate is
not installed on the same system as the subscriber’s certificate. Supplier systems will not be able
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to verify the validity of the purchaser’s CSOS Certificate if the certificate’s issuing Sub CA
certificate is not installed on the validation system.

CA Certificate Management

Internet Explorer
The following instructions are specific to Microsoft Internet Explorer version 6.0. Instructions

for the Netscape Browser are available in the following section.
Root CA Certificate — Where is it published?

The Root CA certificate may be found on the DEA E-Commerce Web site in one of two
locations:

e Inthe Certificate Management section of the site
o www.deaecom.gov/certmanage.html

¢ Inthe Certificate Retrieval section of the site
o0 Private link provided to subscribers

Root CA Certificate — Installation

The following steps are used to install the E-Commerce Root CA Certificate into the Internet
Explorer Certificate Store.

1. Access the Root CA Certificate link on the DEA E-Commerce Web site.
2. Click the link to “Install the DEA E-Commerce Root CA Certificate”.
3. At the prompt, click Open.

File Download - Security Warning

Do you want to open or save this hle?

Mame: roakcert,cer

Tupe: Security Certificate, 1.61 KB
From: i, deascom.goy

| Open | [ Save ] [ Cancel

7 While files from the Internet can be uzeful, this file type can
@ potentially harm pour computer, If wou do not trust the source, do not
open of zave thiz zoftware, wWhat's the nzk?
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4. At the Certificate screen, click Install Certificate.

General | Details | Certification Path

.
Certificate Information

This certificate is intended for the following purpose{s):

*4ll issuance policies
+ 4l application policies

Issued to: E-Commerce Root CA

Issued by: E-Commerce Root CA

¥alid from 5/30/2004 to &/30/2014

5. At the Certificate Import Wizard screen, click Next.

Version 1.1

Certificate Import Wizard

Welcome to the Certificate Import

- Wizard
This wizard helps you copy certificates, certificate brust

certificate store,

certificates are kept.

To continue, click Next,

lists, and certificate revocation lists from your disk to a

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used o protect data or ko establish secure network,
connections. & certificate stare is the system area where

Mexk =

| [ Cancel




CSOS Certificate Support Guide

6. Verify that “Automatically select the certificate store based on the type of certificate” is
selected and click Next.

Certificate Import Wizard g|

Certificate Store
Certificate stores are system areas where certificates are kept,

‘Windows can automatically select a certificate store, or you can specify a location for

(O Place all certificates in the Following store

[ < Back ” Mest = ][ Cancel ]

7. At the Completing the Certificate Import Wizard screen, click Einish.

Certificate Import Wizard g|

Completing the Certificate Import
Wizard

ou have successfully completed the Certificate Import
wizard,
ou have specified the following settings:

Certificake Store Selected  Automatically determingd by t
Content Certificate

[ < Back “ Firish l[ Zancel

8. At the The import was successful screen, click OK.

Certificate Import Wizard E|

L.
H]:) The impart was successful,
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9. The import wizard returns to the Certificate screen. The certificate has been installed, so
click OK to close the screen.

General | Details | Certification Path

®.
Cettificate Information

This certificate is intended for the following purpose{s):

+Allissuance policies
» Al application policies

Issued to: E-Commerce Rook Ci

Issued by: E-Commerce Root C4

¥alid from 5/30/2004 ko &/30/2014

Install Certificate. ..

Root CA Certificate — Install Verification

All certificates installed using Internet Explorer are accessible through the Internet Explorer
certificate store. The following steps are used to locate the Root CA Certificate in the certificate
store. Once the Root CA Certificate is located, the installation of the Sub CA Certificate should
be verified using the steps provided in the following section “CSOS Sub CA Certificate — Install
Verification.”

1. Open Internet Explorer.
At the top of the screen, select the Tools menu and click Internet Options.

2

3. Inthe Internet Options screen, switch to the Content tab.
4. On the Content tab, click the Certificates button.
5

The Root CA certificate is listed on the Trusted Root Certificate Authorities tab and is
identified as being issued to “E-Commerce Root CA” and issued by “E-Commerce Root
CA.”
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CSOS Sub CA Certificate — Where is it published?

The Sub CA certificate may be found on the DEA E-Commerce Web site in one of two
locations:

¢ Inthe Certificate Management section of the site
o www.deaecom.gov/certmanage.html

e In the Certificate Retrieval section of the site
o0 Private link provided to subscribers

CSOS Sub CA Certificate — Installation

The following steps are used to install the CSOS Sub CA Certificate into the Internet Explorer
Certificate Store.

1. Access the Sub CA Certificate link on the DEA E-Commerce Web site.
2. Click the link to “Install the CSOS Sub CA Certificate”.
3. At the prompt, click Open.

File Download - Security Warning

Do you want to open or save this file?

Mame: subca.cer
Type: Security Certificate, 1,69 KB

From: v, deaecom.gov

[ Open J [ Save ] [ Cancel

] While filez from the Internet can be uzeful, this file tppe can
@ patentially harm your computer. If you do nat trust the source, do not

open of save this software, 'wWhat
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4. At the Certificate screen, click Install Certificate.

Certificate

General | Details | Certification Path

i
Certificate Information

This certificate is intended for the following purpose(s):

+2,16.840,1.101.3.2.1.9.1
« Al application policies

* Refer to the certification authority's statement For details.

Issued bo: CSO5CA

Issued by: E-Commerce Rook CA

valid from &/15{2005 ko 6/15/2011

|§I_nsta|| CertiFicate...§| [ Issuer Statement ]

5. At the Certificate Import Wizard screen, click Next.

Certificate Import Wizard

Welcome to the Certificate Import

' Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lists From your disk to a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, & certificate store is the svstem area where
certificates are kept.

To continue, click Mext.

Mewt = |’ Cancel
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6. Verify that “Automatically select the certificate store based on the type of certificate” is
selected and click Next.

Certificate Import Wizard @l

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location for

(®inutomatically seleck the certificate skore based on the bype of certificate!

(") Place all certificates in the following store

[ < Back ” Mext = l[ Cancel ]

7. At the Completing the Certificate Import Wizard screen, click Einish.

X

Certificate Import Wizard

Completing the Certificate Import
Wizard

¥ou have successfully completed the Certificate Import
wizard,
ou have specified the Following settings:

Certificabe Store Selected  Automatically determined bey ¢
Content Zertificate

[ < Back “ Finish l[ Cancel

8. At the The import was successful screen, click OK.

Certificate Import Wizard E|

L3
\]}) The impart was successful,
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9. The import wizard returns to the Certificate screen. The certificate has been installed, so
click OK to close the screen.

General | Details | Certification Path

®,
Cetrtificate Information

This certificate is intended for the following purpose{s):

+2,16.540,1.101.3.2.1.9.1
» 4l application policies

* Refer to the certification authority's statement For details,

Issued bo: CSOSCA

Issued by: E-Commerce Root CA

valid from 6/15/2005 bo &{15/2011

Install CertiFicate...] [ Issuer Statement

CSOS Sub CA Certificate — Install Verification

All certificates installed using Internet Explorer are accessible through the Internet Explorer
certificate store. The following steps are used to locate the Sub CA certificate in the certificate
store.

1. Open Internet Explorer.
At the top of the screen, select the Tools menu and click Internet Options.

2

3. Inthe Internet Options screen, switch to the Content tab.
4. On the Content tab, click the Certificates button.
5

The CSOS Sub CA certificate is listed on the Intermediate Certificate Authorities tab
and is identified as being issued to “CSOS CA” and issued by “E-Commerce Root CA.”
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Netscape
The following instructions are specific to Netscape Browser version 8.1. Instructions for Internet

Explorer are located in the previous section of this Guide.
Root CA Certificate — Where is it published?

The Root CA certificate may be found on the DEA E-Commerce Web site in one of two
locations:

e In the Certificate Management section of the site
o www.deaecom.gov/certmanage.html

e In the Certificate Retrieval section of the site
o0 Private link provided to subscribers

Root CA Certificate — Installation

The following steps are used to install the E-Commerce Root CA Certificate into the Netscape
Certificate Manager.

1. Access the Root CA Certificate link on the DEA E-Commerce Web site.
2. Click the link to “Install the DEA E-Commerce Root CA Certificate”.
3. At the Downloading Certificate screen, select all three check boxes and click OK.

Downloading Certificate "

ou have been asked to trust a new Certificate Authority (CA),

Do wou wank to brusk “Certificabe Authority {unnamed)” for the Following purposes?
Trust this CA to identify web sites,

Trust this CA to identify email users,

Trust this CA to identify software developers,

Before trusting this CA For any purpose, you should examine its certificate and its policy and
procedures (if availabla),

Examine C#4 certificate

Lok | [ cancel || Hew |

e The following prompt will be displayed if the DEA E-Commerce Root CA Certificate
is already installed in the Netscape Certificate Manager:

Certificate Exists

The Certificate already exists,

4. Netscape returns to the DEA E-Commerce Web site without confirmation of the
certificate’s installation.
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Root CA Certificate — Install Verification

All certificates installed using Netscape Browser are accessible through the Netscape Certificate
Manager. The following steps are used to locate the Root CA Certificate in the certificate store.
Once the Root CA Certificate is located, the installation of the Sub CA Certificate should be
verified using the steps provided in the following section “CSOS Sub CA Certificate — Install
Verification.”

1. At the top of the Netscape Browser, select Tools | Options.

2. Click on the Advanced button.
3. Scroll down the list and click on the Manage Certificates button.
4. Select the Authorities tab.
5. Scroll down to the “U.S. Government” section.
6. The CA certificates are listed in this section of the Certificate Manager.
@ Certificate Manager g@
‘Your Certificates COther People's Wehb Sites Authorities
‘fou have certificakes on file that identify these certificate authorities:
Certificate Mame Security Device [s:]
UTN-USERFirst-Object Euiltin Object Token -
- .5, Government
Department of Justice - U.5, Government #2 Software Security Device
Department of Justice - U5, Government Software Security Device
= Unizeto Sp. z 0.0,
Certum CA Builtin Object Token
= WISA
GP Root 2 Builtin Object Token
Visa eCommerce Root Builtin Object Token ~
Wigw ] [ Edit ] ’ Impork ] ’ Delete ]
[ ok | [ Heb

CSOS Sub CA Certificate — Where is it published?

The Sub CA certificate may be found on the DEA E-Commerce Web site in one of two
locations:

e In the Certificate Management section of the site
0 www.deaecom.gov/certmanage.html

e Inthe Certificate Retrieval section of the site
o0 Private link provided to subscribers

CSOS Sub CA Certificate — Installation

The following steps are used to install the CSOS Sub CA Certificate into the Netscape
Certificate Manager.

1. Access the Sub CA Certificate link on the DEA E-Commerce Web site.
2. Click the link to “Install the CSOS Sub CA Certificate”.
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3. At the Downloading Certificate screen, select all three check boxes and click OK.

Downloading Certificate "

‘fou have been asked to trust a new Certificate Authority (CA).

Do you want to ktrust "Certificate Authority {unnamed)” For the Following purposes?
Trusk this CA to identify web sites.,

Trusk this CA to identify email users,

Trusk this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

Exarnine CA certificate

E (o] 4 i ’ Cancel ] [ Help ]

e The following prompt will be displayed if the Sub CA Certificate is already installed
in the Netscape Certificate Manager:

Certificate Exists

The Certificate already exists,

4. Netscape returns to the DEA E-Commerce Web site without confirmation of the
certificate’s installation.
CSOS Sub CA Certificate — Install Verification
1. At the top of the Netscape Browser, select the Tools menu and click Options.
Click on the Advanced button.
Scroll down the list and click on the Manage Certificates button.
Select the Authorities tab.
Scroll down to the “U.S. Government” section.

o gk~ WD

The CA certificates are listed in this section of the Certificate Manager.
@ Certificate Manager g@

Your Certificates Cther People's ‘web Sites Authorities

‘fou have certificates on file that identify these certificate authorities:

Certificate Name Security Device [
UTN-USERFirst-Object Builtin Object Token ~
=/ LL5, Government
Department of Justice - U.5. Government #2 Software Security Device
Department of Justice - U5, Government Software Security Device
= Unizeto Sp. z 0.0,
Certum CA Builtin Object Token
= VISA
GP Root 2 Builtin Object Token
Visa eCommerce Roat Builtin Object Token ~
Wiew ] [ Edit ] [ Impart ] [ Delete ]
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2. Subscriber Certificate Retrieval

Each CSOS certificate issued by DEA must be retrieved via the DEA E-Commerce Web site.
Retrieval, which is synonymous with “activation” and “downloading”, is the process that creates
the certificate and corresponding private key, and installs it in the Web browser’s certificate
store.

' Each certificate may be retrieved only once and should be retrieved on the computer that
the subscriber plans on using for placing controlled substance orders.

! Each CSOS certificate is issued to one individual subscriber. This subscriber is the
certificate “owner” and is the only person authorized to retrieve and use his/her
certificate. Assistance with retrieval is allowed as long as the certificate owner is the only
person who knows the certificate’s password. The certificate’s password is created
during retrieval and is not known or provided by DEA.

! Certificates must never be retrieved without the certificate owner being present.
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What information is needed for certificate retrieval?

Each certificate has a unique Access Code and Access Code Password pair that is required for
retrieval. The Access Code is issued to the subscriber via E-mail. For security reasons, the
Access Code Password is sent via U.S. Postal Mail to the subscriber’s CSOS Coordinator for
certificate’s associated DEA Registration number and is then forwarded to the subscriber.

Access Codes (Via E-mail)

When a subscriber enrolls in the CSOS program, he/she is required to provide an E-mail address.
This E-mail address is used by DEA to send each certificate’s Access Code to the subscriber.
Multiple E-mails/Access Codes will be issued for subscribers with more than one certificate.
Each E-mail indicates:

e That the certificate is a CSOS Signing certificate. The E-mail will identify the DEA
Registration number that the certificate is associated with (only for CSOS Signing
certificates)

o0 Each Certificate is specific to one individual and one DEA Registration
_Or_

e That the certificate is a CSOS Administrative certificate

E-mail from regauth@deaecom.gov

Craca OO0/ 2008
Dsar C303 Subscribar,

This email cEviaine che scoess oole Dor renrieving your CH3
Carti ficsts aavarting DIL Pespistration AALTIMLLY Tha sccssn oods i

Forumrd 13 Lo pes, Dmee peu heve peceived booh (tess, g To the CEEE
Carci ficaea reerieal wbaive IRRtpe Shne desscon. gorsreciave hesll
TECTLE POE SETELTLOE

Use the Access Code
L T S I R S L, from your E-maif.

IF you sarve e rede of CB0E Copr@isator vou will reoeive an
additiomal retrisval netificetion mand pootal madling €0 retrisve your
CHE Admimiracive Certificate. Your CH0E Adeiniscracive Carcilficecs
rhouid ke used Ro SiFEtaliy sign sisctronic comnnications with tha
EEGE Pegltrati
O30 Admamirrad
ookl el P

T Name: C805 SUBSCRIBER
T e CS08 Account #: 1234
DEA Registration #: AR1Z2345/7

T Accaess Code:

12345678

[E T R XTI [

Pair this Access Code with the Access Code Password located in the
postal mailed document from DEA. The DEA Registration # in the E-
mail and postal mail must match for each certificate.

Sample E-mail activation notice with Access Code
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Access Code Passwords (Via Postal Mail)

Each certificate’s Access Code Password is indicated on its associated postal mailed activation
notice from DEA. This notice is mailed to the Coordinator for the DEA Registration number at
the mailing address provided on the Coordinator’s enrollment application. Once the Coordinator
verifies that he/she has authorized the individual for electronic ordering, the activation notice
should be forwarded to the subscriber.

Each postal mail activation notice will indicate:
e That the certificate is a Signing certificate

o0 Signing Certificate activation notices include the DEA Registration number
associated with the certificate.

_Or_
e That the certificate is an Administrative certificate

o Administrative certificate activation notices contain an Admin Cert ID number
rather than a DEA Registration number.

Siep 3 — Use this Access Code Password, along with the Access Code from your E-Mail o activate your certificaie
Hecess Code Password: =Access Code Password-

Sample postal mail activation notice with Access Code Password

System and Browser Requirements

Certificates must be retrieved using either Internet Explorer or Netscape Browser on a Windows
Operating System. The Windows version must be Windows 98 or higher, but Windows 2000 or
XP are strongly recommended.

Supported Browsers:
e Internet Explorer must be version 5 or higher
0 Use of the latest version (version 6) is strongly encouraged.
e Netscape Browser must be version 4.51 or higher

0 Use of the latest version (version 7 or 8) is strongly encouraged.
Non-Supported Browsers:
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AOL’s browser, even when integrated with IE or Netscape, does not support
certificate retrieval. AOL may be used to provide an Internet connection, however

Internet Explorer or Netscape should be opened separately from AOL for certificate
retrieval.

MSN Browser does not support certificate retrieval.

Mozilla Firefox is not currently supported by DEA for certificate retrieval.
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Certificate Retrieval Instructions

Subscriber Certificate Retrieval — Internet Explorer

Access the CSOS Certificate Retrieval site. The address for this page is listed on both the
certificate owner’s E-mail and postal mailed activation notices.

Policy Agreement:
The owner of the certificate is required to review the following policy information and click 1
Accept to indicate that he/she understands and agrees to comply with the stated policy.

“ CSOS Certificate Retrieval

Puolicy Agreement Welcome to the C505 Certificate
Retrieval Web site

Yins e about s edsierve your persirsl drgitel certifcats, whish altws you 1o ditolly
iGN (approve) ekectronic ordens for controlied SUBSLANCOR.

Plaase noe Mw:mmr.mn i a personal on-line identity ana nerstors

it st e protecied, ms requined by the CS0S Subscriber Agroement that you Bccepsed
when envolling in the C5S05 Program

To probect your digital consficate and your idontity, federal law requires mee

* ¥ 18, oo, whis i ssnd
0n his BElivalon Natices sem by DEA;

@ the certilicaio’s password, which i Cf
be et oniy by ihe Conificte’s owner

Failure 10 obide by the CSOS Subscriber Agreement and the Code of Federal Reguiasons:
will result in DEA revoking (derying) your abisty to place ohoconic ordors.

Trust Setup:

Install both the DEA E-Commerce Root CA and CSOS Sub CA certificates as documented on
the side panel of the Web page and in the section of this Support Guide on CA certificates.
These CA certificate installations are required once per ordering computer. If you are unsure
whether the certificates have been installed, you may do so again since there is no harm in
installing the CA certificates multiple times.

When finished, click the Click to continue after installing both DEA CA Certificate button at
the bottom of the screen.

& CSOS Certificate Retrieval '

Retrieval Assistance
?uﬂ:\y 5%““ Perform these steps for both
Trust Selup Before using your personal CSOS Certificate(s), both of DEA’s CA Certificates must be CA Certificates.
installed. Installing DEA's CA Certificates allows your computer to trust your personal Internet Explorer steps:
CSOS Certificate(s). Instructions may be found on the right side of the screen 1. Select the CA certificate to

install.
2. Click the Open button.
3. Click the Install Certificate
ge button.
@ Root CA Certificate: [nstall the DEA E-Commerce Root CA Certificate 4}15\?& tha Next button.

Hash Value: 2580 818D B7C6 1F61 97 1E 5807 A73C 3 Clck the Next button again.
300F DA3C DF40 - -

7. (If prompted) Click the Yes

button.
@ Sub CA Certificate: Install the €505 Sub CA Certificate 8. Click the OK button.

Netscape steps:

1. Select the CA certificate to
install.

[ Click to continue after installing both DEA CA Certificates ] 2. Salact all threa check boxes
and dlick the OK button.
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Web Site Login:

Step 1. Locate the Access Code and Access Code Password for the certificate. These codes will

be entered on Step 3.

Hallloy Aprsanizng
JUSTSETID
Web Site Login

‘What computer are you using?
Since each CSOS Certificate may only be retrieved once...
save lime by retrieving your CSOS Centificate(s) on the computer that you will be using
for electronic ordering.

First time retrieving?

A retrieval demonstration and instructions are located by the on the right side of

this screen. Please review either the demonstration or the instructions before proceeding.

@ Certificate Activation Information:

You will need to locate the following items before continuing:

» Access Code - located in the E-mail from regauth@DEAEcom.gov
» Access Code Password - indicated on the mailed document from DEA

@ Secure Log in Information:

After clicking the "Retrieve a CSOS Certificate” button you will be prompted for 3
Username and Password. Please use the Website Username and Website
Password on Step 2 (in blue text) of the mailed document from DEA.

[ Retrieve a CSOS Certificate ]

N8 C50S Certificate Retrieval 1

Retrieval Assistance
Internet Explorer
Retrieval Demonstration
Internet Explorer
Retrieval Instructions

o Netscape Retrieval

* Demonstration

Netscape Retrieval
Instructions

i)

.

CS0S Subscriber Manual

Retrieval Q&A's
Contact DEA E-Commerce
Support

-

.

Note for multiple activation
notices: Multiple activation
notices indicate that multiple
certificates have been issued.
Match each Certificate’s Access
Code with its corresponding
Access Code Password using
either the DEA Registration
number or the Admin Cert ID
number located in both the E-
mail and postal mail activation
notice.

Version 1.1
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Step 2. Web site login:
a) Click the Retrieve a CSOS Certificate button.

@ Secure Log in Information:

Hullsp Aajasusilsind L X X N
Tl Satey [After clicking the "Retrieve a CSOS Certificate” button you will be prompted for a
Wby e Logia Username and Password. Please use the Website Username and Website

imPassword on Step 2 (in blue text) of the mailed document from DEA.

[ Retieve aCSOS Certificate |

3 Lo Passward - mdhcated on the masked decumert from DEL

b) Enter the Web site User Name and Password located in Step 2 of the postal mailed
document from DEA and click OK.

Siep 2 - Use this information to login to the DEA E-Commerce Certificate Reirieval Weh page
Web site Address: =Weh site Address=

Web site Usemame: =Web site Username:=

Web site Password: =Webh site Password=

\w?> Please type your user name and password.

Sie! www.deaccom.gov
Fealm wWww.deaecom.gov

User Name Il

Password |
I Save this password in your password list

QK I Cancel

Tips:
e The Web Site Password is case sensitive.

e This requested password is not the Access Code Password from Step 3 of the mailed
document from DEA.

e If you are positive that the username and password are being entered correctly, it is
possible that the account has been locked out due to failed login attempts. Please call
DEA Diversion E-Commerce Support (1-877-332-3266) if you suspect that the
account has been locked out.
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Step 3. Enter the certificate activation information:

2| (3) Enter Certificate Activation Information

that you recerved from DEA.

Please enter the Actess Code (from E-mail) and Acgess Code Passiord (from the postal mailed docurpént)

a. The Access Code is a
number found in the E-mail
activation notice from DEA
(regauth@deaecom.gov).

Access Code: [s2asez7a
@ Access Code Password: [HaJ4P3VE-J9Ts -
@ CSP: AL Micrasoft Enhanced Cryptographic Provider w1.0" must be

selactad in balow,

|Mluosm’: Enhanced Cryptographss Provider v1.0 ;l

Gomphat GemSAFE Card CSPv1.0

Msirosoft Enhanced Cryptoaraphic Pravider ¥ 1
Before dicking the “Submit Request” RSchlumberger Cryptographic Servics Provider

right, of the soran nest to the
and protachng your cartificate and identty,

Submit Request I

Niote: If using a smart card device, you may select your smart card’s CSP

Stort Over |

Etruhons O 4

. Perfarming the upcoming steps corractly i# essental for adhenng to policy

b. The Access Code
Password is found on Step
Three of the postal mailed
activation notice from DEA.
It is a combination of
numbers and capital
letters.

c. Open the CSP drop-
down list and select
*Microsoft Enhanced
Cryptographic Provider
v1.0".

a) Enter the Access Code for this certificate. The Access Code may be found in the E-
mail from DEA (regauth@deaecom.gov) and is specific to this certificate only.

b) Enter the Access Code Password for this certificate. The Access Code Password may
be found in Step 3 of the postal mailed document from DEA and is specific to this
certificate only. The Access Code Password is a combination of numbers and letters

separated by dashes (the dashes are optional).

Step 3 - Use this Access Code Password, along with the Access Code from your E-Mail to activate your certificaie

Mocess Code Password <Access Code Password=

c) Select “Microsoft Enhanced Cryptographic Provider v1.0” as the CSP.

If not

selected, the Web site will most likely indicate that an error has occurred.

e If Microsoft Enhanced Cryptographic Provider v1.0 is not selected as the CSP, the
error 8010001D or 8010002E will occur as documented in the “Certificate
Retrieval Error Codes” section of this Guide.

d) Click the Submit Request button.
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Step 4. Click Yes to request the certificate.
This prompt will not appear when using the latest version of Windows XP and

Internet Explorer.

Potential Scripting Yiolation |

This Weh site is requesting a new certificate on wour behalf, You should allow only trusted Web sikes ko request a
certificate for you,
Do wou wank ko request a cerkificate now?

Yes Mo

Step 5. The default security level is set to Medium. Click Set Security Level to change this
level to High.

2 This is a required step for setting a private key password on the certificate. If this step is
not performed, the certificate is vulnerable to being used by anyone who can acquire access
to it. Itis possible to set a password after a certificate has been retrieved (see the “Private

Key Password Reset” section of this Guide).

Creating a new RSA exchange key! El
An apphcation iz creating a Protected tem.
Securty level set to Medium | Set Security Level.. I
k. | Cancel | Detailz... |
21
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Step 6. Select High and click Next >.

Creating a new RSA exchange key!

Choose a securnity level appropriate for thiz ikem,

v

Fequest my permizzion with a pazzword when this
iterm iz to be uzed.

I\_  Medium
ol Request my permizsion when thiz item is o be uzed.
=

) Low
Autormatically grant permizzion to uze thiz ikem
without nokification.

¢ Back I Hewt > I Cancel
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Step 7. Create a password for the certificate’s private key and click Einish.

2 This information is to be entered and known by the owner of the certificate only!
The owner of the certificate is the individual whose name appears on the inside of the
postal mailed activation notice for this certificate. Knowledge of this password by any
party other than the certificate owner, including a co-worker, spouse, or support
representative, constitutes a private key compromise and the certificate is subject to
revocation by DEA.

e Enter the name of the certificate owner in the Password for field.

0 The name does not need to be entered in any specific format.

o This field is often grayed out and no information may be entered. This is OK.
e Create a password in the Password and Confirm fields.

0 The certificate owner must remember this password and may not share it with
anyone.

0 A new certificate must be issued if this password is forgotten, lost, or
compromised. Please stress this issue if working with a customer.

0 This password is CaSe SeNsltIVE, therefore the customer must be aware of any
capitalization used when creating the password.

e When all fields are complete, click Einish.

Creating a new RSA exchange key! ﬂ

Create a pazswaord to pratect this item.

I\@ Create a nevs pazsword for thiz item.
Pazzword for: I‘J o
~ [example: Tom)
Pazsword: I xxxxxxxxxx

Canfirm: Ixxxxxxxxxx

< Back I Finizh I Cancel
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Step 8. At the An application is creating a Protected item screen, click OK. Note that the screen
now states, “Security level set to High.”

Creating a new RSA exchange key! El

An application iz creating a Protected item.

John

Security level zet ta High | Set Security Level.. I

Cancel | Details... |

Step 9. Click Yes at the Potential Scripting Violation prompt.
e This prompt may appear several times. You may click Yes to all prompts.

e This prompt may not appear when using the latest version of Windows XP and
Internet Explorer.

Potential Scripting Yiolation l il

This Web site is adding one or more certificates to this computer. Allowing an untrusted Web site to update vour
certificates is a security risk. The Web site could install certificates you do not trust, which could allow programs that
wou do not brust to run on this computer and gain access to your data,

Do you want this program to add the certificates now? Click Yes if you trust this Web site. Otherwise, dick Mo.

roan | LreSuccessful 505 Certificate
== =retrieval

You have swotistully retrgved your C506 Certficate, This certfcate can be wied b

Tmasd securely identify yoursel within the CS20S program, Please note that this dgial

=} partificate has been installed on this computer and may not be retrieved/activated
=] agan.

2l Thls Certificate is for use anly by the indfvidesl subsoriber who Is encolled Im the
EE 5 program and mamed in the certificate. Ary other indedual requinng the abity
to sign electronic orders for controlled substances must ervoll in the CS0S5 program b
request his/her gwn CS05 Certificate(s)

Faaslum %0 mnain page | | Fretsrve anothar G505 Carilcata |
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Where is the certificate installed?

The retrieved certificate is installed in the Internet Explorer certificate store. The certificate may
be accessed using the following steps:

1. At the top of the Internet Explorer screen, select the Tools menu and click Internet
Options.

2. Inthe Internet Options screen, switch to the Content tab.
On the Content tab, click the Certificates button.

CSOS certificates are listed on the Personal tab and are identified as being issued by
“CSOS CA.”
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Subscriber Certificate Retrieval — Netscape

The following documentation was tested using Netscape Browser 8.1. Different versions of
Netscape may behave differently from this documentation. Please contact DEA’s E-Commerce
Support Desk with any questions.

Access the CSOS Certificate Retrieval site. The address for this page is listed on both the
certificate owner’s E-mail and postal mailed activation notices.

Policy Agreement:
The owner of the certificate is required to review the following policy information and click 1
Accept to indicate that he/she understands and agrees to comply with the stated policy.

aﬁ CSOS Certificate Retrieval

Policy Agreement Welcome to the CS05 Certificate
L Relrieval Web site

Vil 8¢ BOLE 15 FEAD JOUF DAFEGNA OIS CONMLCaLN, which Mows you 10 giaty
857" (0grerve) BlDCITONE DXTrS ko Contialod SubsEnces.

Piasn nose mat this certificain i PETsonal on-line identity ssd iesion
it st b proticted, 85 roquired by The CSCS Sutmoriber Agrosment Nl Yot accopted
whan prrmling in the CS0G Progrm

T protect your digial cortificate and your idemsty, Tederal law requires ma:

@ tha cerificate be retrieved and used only by its owner, wha ia the individusl lisied
0 she acthation notces sent by BEA;

@ the corficats’s passwond, which is ereated :
o 36 0riy by e cetcale's WAROUL DY Gihor
o this paesswerd

N ona, inchuding your whckesséer, co-workers, dumily, cos
L Tl e -t
provided by DEA

Failura 0 atida by s CS0S Subscriber Agreement end iha Code of Federal Regulsions
A veviking [smnying) o i

| IAccup | | Dacine

Trust Setup:

Install both the DEA E-Commerce Root CA and CSOS Sub CA certificates as documented on
the side panel of the Web page and in the section of this Support Guide on CA certificates.
These CA certificate installations are required once per ordering computer. If you are unsure
whether the certificates have been installed, you may do so again since there is no harm in
installing the CA certificates multiple times.

When finished, click the Click to continue after installing both DEA CA Certificate button at
the bottom of the screen.

ﬂ CSOS Certificate Retrieval

Retrieval Assistance

Falley Agcizncing Parform these steps for both
Trust Setup Before using your personal CSOS Certificate(s), both of DEA's CA Certificates must be CA Certificates.
installed. Installing DEA's CA Certificates allows your computer to trust your personal Internet Explorer steps:
CSO0S Certificate(s). Instructions may be found on the right side of the screen. 1. Select the CA certificate to

install.

2. Click the Open button.

3. Click the Install Certificate
@ Root CA Certificate: Install the DEA E-Commerce Root CA Certificate 'jf‘g?&the Next button.
5. Click the Next button again.
6. Click the Finish button.
7. (If prompted) Click the Yes

Hash Value: 2580 81BD B7C6 1F61 971E 5807 A73C
309F DA3C DF40

; button.
@ Sub CA Certificate: Install the CS0S Sub CA Certificate 8. Click the OK button.
MNetscape steps:

1. Select the CA certificate to
install.
[ Click to continue after installing both DEA CA Certificates ] 2. Select all three check boxes

and click the OK button.
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Web Site Login:

Step 1. Locate the Access Code and Access Code Password for the certificate. These codes will

be entered on Step 3.

Hallloy Aprsanizng
JUSTSETID
Web Site Login

‘What computer are you using?
Since each CSOS Certificate may only be retrieved once...
save lime by retrieving your CSOS Centificate(s) on the computer that you will be using
for electronic ordering.

First time retrieving?

A retrieval demonstration and instructions are located by the on the right side of

this screen. Please review either the demonstration or the instructions before proceeding.

@ Certificate Activation Information:

You will need to locate the following items before continuing:

» Access Code - located in the E-mail from regauth@DEAEcom.gov
» Access Code Password - indicated on the mailed document from DEA

@ Secure Log in Information:

After clicking the "Retrieve a CSOS Certificate” button you will be prompted for 3
Username and Password. Please use the Website Username and Website
Password on Step 2 (in blue text) of the mailed document from DEA.

[ Retrieve a CSOS Certificate ]

N8 C50S Certificate Retrieval 1

Retrieval Assistance
Internet Explorer
Retrieval Demonstration
Internet Explorer
Retrieval Instructions

o Netscape Retrieval

* Demonstration

Netscape Retrieval
Instructions

i)

.

CS0S Subscriber Manual

Retrieval Q&A's
Contact DEA E-Commerce
Support

-

.

Note for multiple activation
notices: Multiple activation
notices indicate that multiple
certificates have been issued.
Match each Certificate’s Access
Code with its corresponding
Access Code Password using
either the DEA Registration
number or the Admin Cert ID
number located in both the E-
mail and postal mail activation
notice.

Version 1.1
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Step 2. Web site login:
a) Click the Retrieve a CSOS Certificate button.

@ Secure Log in Information:

- .
Fullzy fapssusn o Lo . X ) . .
Fhusal Sty After clicking the "Retrieve a CS0OS Certificate” button you will be prompted for a
it S Logio ={Username and Password. Please use the Website Username and Website

rduifPassword on Step 2 (in blue text) of the mailed document from DEA.

" | Retrieve a CSOS Certificate |

= hcghas Code Passweand - ndcated on the masked document from DEL activaiion
wa: Multiche Bctivaton

@s-nuu Losg in indormation:

A" DRARE wias well B romgted fos 3
o Weknits

4 the Wikails Uisraams &
= the masled docurmert from DA

s and peakal mad ad
nation

Flstnares & LS008 Casiicas

b) Enter the Web site User Name and Password located in Step 2 of the postal mailed
document from DEA and click OK.

Step 2 - Use this information to login to the DEA E-Commerce Certificate Reirieval Weh page
Web site Address: =Weh site Address=

Web site Usemame: =Web site Username:=

Web gite Password: =Webh site Password=

\';?} Please type your user name and password.
s .

ite: www.deaecom.gov
Realm www.deaecom.gov

User Name Il

Password |
I Save this password in your password list

QK I Cancel

Tips:
e The Web Site Password is case sensitive.

e This requested password is not the Access Code Password from Step 3 of the mailed
document from DEA.

e If you are positive that the username and password are being entered correctly, it is
possible that the account has been locked out due to failed login attempts. Please call
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DEA Diversion E-Commerce Support (1-877-332-3266) if you suspect that the
account has been locked out.

The following message will be displayed if the Web Certificate for the DEA E-Commerce Web
site has not been installed on this system. Select the “Accept this certificate permanently” option
and click OK.

=

Web Site Certified by an Unknown Autherity

f LInable to werify the identity of wesy. deaecom.goy as a trusted site,

Possible reasons For this error:

- Your browser does not recognize the Certificate futhority that issued the site's certificate.
- The site's certificate is incomplete due bo a server misconfiguratian.

- You are connected bo a site pretending to be www . deascom.gov, possibly ta obtain your
confidential information.

Flease notify the site's webmaster about this problem.

Before accepting this certificate, you should examine this site's certificate carefully, Are you
willing ko to accept this certificate for the purpose of identifying the web site
wiww, deseconm. gov?

| @ Accept this certificate permanently |
() Accept this certificate temporarily For this session
() Do not accept this certificate and do not connect to this web site

I Ok, [ Cancel ][ Help ]
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Step 3. Enter the certificate’s activation information.

document) that you received from DEA,

@ Access Code:
@ Access Code Password:

@ Enter Certificate Activation Information

Please enter the access code (from E-mail) and access code password (from the postal mailed

-~
]

1
-

a. The Access Code is a
number found in the E-
mail activation notice
from DEA
(regauth@deaecom.gov).

[ Submit Request

|[ stetover |

b. The Access Code
Passwaord is found on
Step Three of the postal
mailed activation notice
from DEA. ltisa
combination of numbers
and capital letters.

Locate the Access Code in the E-mail sent by the DEA (regauth@DEAecom.gov).
Locate the CSOS user Access Code Password on the postal mailed document (shown below)
from the DEA. Once entered, click the Submit Request button.

a) Enter the Access Code for the certificate. The Access Code may be found in the E-
mail from DEA (regauth@deaecom.gov) and is specific to this certificate only.

b) Enter the Access Code Password for this certificate. The Access Code Password may
be found in Step 3 of the postal mailed document from DEA and is specific to this

certificate only.

Step 3 — Use this Access Code Password, along with the Access Code from your E-Mail to activate your certificaie

Aceess Code Password: <Access Code Password-

Version 1.1
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Step 4. Select the certificate’s key length. Set the key length drop-down list to 1024 (Medium
Grade). Certificates activated at 2048 (High Grade) may be revoked due to incompatibility with
some ordering systems. Once set to 1024 (Medium Grade), click the Submit Request button.

m > CSOS Certificate Retrieval
Fwtrienal Asicince

Fulig fpsanant (@) 8ot the Hey Langth

I
‘wmm Pieace sobec 1OT4 [Miediem Crade) ¢ Tha ke Wngih Trae pour beowier will wia ©
Tisy QEnatatE yOAR
Aniiuilon Suflug - - : .
oy Longh = (3595 [vogh Grade) [ el =
Sat Kagleagth T8 (g e =——
AT Mg el L T —

@ Set the Key Length

Please select 1024 (Medium Grade) as the key length that your browser will use to
generate your key,

Key Length : (2048 (High Grade) v/
2048 (High Grade)
(54024 (Medium Grade)
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Step 5. Certificates retrieved using Netscape will be stored in the Netscape Software Security
Device. Access to this Device is protected by a master password, which is specific to a Netscape
user profile. One of the following two screens will appear. Please read the following
instructions and click the OK button once finished.

a) If the Software Security Device has never been used, there will be no current password.
The following screen appears, allowing the certificate owner to create a new password.

-

Change Master Password
Security Device:  Software Security Device

Current password:
Mew password: T
Mew password (again):  sseserrrrns

~ Password quality meter

Lok J [ concel J [ tep ]

e The certificate owner must remember this password and may not share it with
anyone.

e A new certificate must be issued if this password is forgotten, lost, or compromised.
Please stress this issue if working with a customer.

e This password is CaSe SeNslItIVE, therefore the customer must be aware of any
capitalization used when creating the password.

b) If the Software Security Device has been used before, the existing master password must
be entered, or access will not be permitted.

Prompt ‘

j | Please enter the master password for the Software Security Device,

-

o] [t ]
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Step 6. Please wait while the Certificate’s private key is created.

Generating A Private Key E

Key Generation in progress... This may bake a Few minutes.. ..

Please wait...

The following screen indicates that the certificate has been successfully retrieved.

8 e o 1 i s

i '.ﬂ.‘ﬂuc;essfu C505 Certificate
T pretrigval
: You have Swotedstully retrved your 0506 Carhcate. This certdhcate can be wied b

securely identify yourself within the CS0S program. Please nobe that this dgital
™| certificate has been installed on this computer and may not be retrieved/acivated

| agan.
% This Certificate is for use only by the indivigeal subsoriber vha |s encolled | the
€505 pragram and named in the certificate. 2ny cther indivdwal regquinng the abity
o 5ign electronic orders for controlled substances must encoll in the CS0S5 program b
request hisher gwn CS05 Cartificateds)

| Fialum o main page | || Rt anothar C505 Cartibcats |

Where is the certificate installed?

The retrieved certificate is installed in the Netscape Certificate Manager. The certificate may be
accessed using the steps documented in the “Finding Certificates” section of this Guide.
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Certificate Retrieval Error Codes

Error —-1666

Cause #1: The Certificate has already been retrieved. Each certificate may only be retrieved
once.

Resolution #1:

e Check for the certificate in the certificate store on all computers that the user may
have attempted activation.

o Verify which browsers may have been used (i.e. Internet Explorer, Netscape,
Mozilla Firefox).

o Verify whether multiple Windows accounts are used to log in to the computer.

e If the certificate cannot be found, contact DEA Diversion E-Commerce Support
immediately:

o DEA will be able to determine if the certificate was activated and can provide the
date and time it was activated.

Cause #2: The Access Code and/or Access Code Password have been entered incorrectly.
Typically, an incorrect Access Code or Access Code Password will result in error 3274 or 3290.
However, this error (-1666) may be the result of an incorrect access code and/or password.

Resolution #2: In this case, have the subscriber re-enter his/her access code and password (see
resolution for 3274 and 3290). Additionally, the CSOS CA can assist the customer with retrieval
and verify whether the Access Code and/or Access Code Password are correct.

Cause #3: The certificate’s activation information has expired. Activation information (i.e. the
Access Code and Access Code Password) is valid for 60 days from the date indicated on the top
right corner of the postal mailed document.

Resolution #3: Contact DEA Diversion E-Commerce Support to have the codes reissued.

Cause #4: Transmission error/unsuccessful certificate creation. The CSOS CA recognizes the
certificate as being retrieved, but the subscriber’s system did not successfully create the
certificate. Since the CSOS CA has the certificate as being retrieved, the customer will not be
able to retrieve this certificate again.

Resolution #4: Contact DEA Diversion E-Commerce Support to troubleshoot the issue. If all
other causes are ruled out by DEA, the certificate will need to be revoked and reissued.
Revocation is a last resort and requires the owner of the certificate to contact DEA Diversion E-
Commerce Support. No other party is authorized to request that a certificate be revoked.
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Error 2278

Cause: The certificate is expired (not the activation codes, but the actual certificate). CSOS
Signing certificates are set to expire when their associated DEA Registration number expires.
The expiration date of the certificate is acquired from DEA records at the time the certificate is
issued, which may be up to two months before the certificate is actually activated. Also, if a
DEA Registration is renewed, it is possible that the CSOS CA records were not updated
immediately.

Resolution: This certificate will not retrievable until the CSOS CA has updated the expiration
date. Call DEA Diversion E-Commerce Support at 1-877-332-3266. If the DEA Registration
has been renewed, the certificate expiration date will be updated. Only after the expiration date
is updated will the certificate be retrievable.

Error 2731

Cause: There is a space at the end of an otherwise correct Access Code or Access Code
Password. This would typically occur if the Access Code is copied from the activation E-mail
and pasted into the Access Code box on the Web site rather than being typed.

Resolution: Click the Back button on the browser and remove any extra spaces at the end of both
the Access Code and/or Access Code Password.
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Error 3274

Cause: The Access Code and Access Code Password are probably valid, but are not a correct
pair. Each certificate has a unique Access Code and Access Code Password. If a customer has
received multiple certificates (indicated by multiple mailed documents), then the codes being
entered are not for the same certificate.

Resolution: The Access Code from the activation E-mail corresponds to only one postal mailed
Access Code Password. These codes may be matched correctly by determining which activation
notices are for the Administrative certificate or by matching DEA Registration numbers from
both notices for the signing certificate.

Related cause: All activation notices may not be present. It is possible for only one E-mail to
arrive while any other required E-mails are automatically deleted by the E-mail software.
Additionally, postal mailed activation notices are always mailed on the same day, but may be
separated in the mail and arrive on separate days.

Related resolution:

e Missing postal mail activation notice
0 Mailed notices may arrive up to several days apart, please wait for the next notice.

o If the subscriber has received activation E-mails, please wait at least 7 days for
the postal mailed notice to arrive.

0 After waiting a sufficient amount of time, contact DEA Diversion E-Commerce
Support to have the notice(s) re-sent.

e Missing E-mail

0 Check the E-mail client’s SPAM or Junk Mail folder. The E-mail is originally
sent on the same date as is indicated on the top right corner of the postal mailed
document.

0 Guess the Access Code based on an E-mail that did arrive; Access Codes are
sequential with the signing certificate usually being first. Typically, but not
always, the Administrative certificate Access Code will be one digit higher than
the Access Code for the Signing certificate.

o Contact DEA Diversion E-Commerce Support to have the E-mail(s) re-sent.

Error 3290

Cause: Either the Access Code or Access Code Password has been incorrectly entered.
Typically this is due to a simple typo.

Resolution: Click the Back button on the browser and review the Access Code and Access Code
Password for typos. If there is a zero in the Access Code Password, change the zero to a capital
letter “‘O’. Also, verify that the Access Code and Access Code Password have been entered into
the correct fields and are not swapped (i.e. the Access Code should be all numbers, the Access
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Code Password should be the long string of numbers and letters with dashes). Also verify that
the Web site password is not being entered as the Access Code Password.
Error 8010001D or 8010002E
Cause: Microsoft Enhanced Cryptographic Provider v1.0 was not selected as the CSP
(Cryptographic Service Provider). A variety of similar error numbers may occur.
Resolution:

1. Click OK to the error message.

2. Click the browser’s Back button to return to the screen where the with the Access Code
and Access Code Password.

3. Change the CSP and click Submit Request.

e If no CSP options are available, see section “No providers are listed in the CSP
dropdown list.”

4. Proceed with the standard steps for retrieving the certificate.

No key pair has been generated (no error number)
Cause #1: The subscriber may be using AOL or MSN Browser.

Resolution #1: Have the subscriber open and use Internet Explorer or Netscape.

Cause #2: There may be an issue with the Access Code, Access Code Password, or CSP
selection.
Resolution #2:

1. Click the browser’s Back button.

2. Have the subscriber attempt to activate again, this time verifying that the Access Code
and Access Code Password are correct, and that the CSP field is set to Microsoft
Enhanced Cryptographic Provider v1.0.

Cause #3: Unknown technical issues with the subscriber’s computer.

Resolution #3: Attempt to activate on a different computer, export the certificate, and transfer it
to the ordering computer.
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No providers are listed in the CSP dropdown list

The CSP dropdown list should include all available CSPs on the current computer. However,
due to security restrictions or corrupt/missing CSP files, no CSPs are available for certificate
retrieval. Two workarounds are available:

1. Retrieve the certificate(s) on a different computer. The retrieved certificate(s) may then
be transferred to any computer (including the original computer with the CSP issue)
using the procedures outlined in the “Certificate Transfer” section of this Guide.

2. If no other computer is available, Netscape Browser may be installed for free from
www.netscape.com. Netscape Browser has a build in CSP and will be able to
successfully retrieve the certificate(s).
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3. Certificate Management

Where are certificates installed?

Certificates are installed, by default, in the certificate store of the Web browser being used for
retrieval. This means that certificates retrieved using Internet Explorer can be found:

e On the computer used to retrieve the certificate
e On the Windows system account (i.e. Windows log-in user name) used for retrieval

o This bullet is not applicable if only one system account is used or if accounts are
not used.

e In Internet Explorer

The same holds true for subscribers who use Netscape or Mozilla Firefox. Certificates retrieved
using Netscape or Firefox will not be found in the Internet Explorer certificate store unless they
are transferred to it.

Finding certificates

Certificates may be found in a number of locations. Certificates will typically be found in the
certificate store as described in the previous section. If the certificate is not found in the
certificate store, some troubleshooting may be required.

Locating certificates in Internet Explorer
1. Open Internet Explorer.
2. At the top of the screen, select the Tools menu and click Internet Options.

e If Tools | Internet Options does not exist in Internet Explorer or is not accessible due
to security restrictions, then Internet Options may be accessible through the Windows
Control Panel in the Start Menu.

In the Internet Options screen, switch to the Content tab.
4. On the Content tab, click the Certificates button.

CSOS certificates are listed on the Personal tab and are identified as being issued by
“CSOS CA.”
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Locating certificates in Netscape 7.2

The version of Netscape Browser may be determined by selecting the Help menu and clicking
the About option.

1. Open the Edit menu and select Preferences...

&0 Controlled Substance Ordering System Hol

. File |Edit ] View Go Bookmarks Tools ‘Window
Urida Chrl+2 —
c Reda Chrl+Y IW'F'
- T
it Chrl
“!_,r'l i oY Ll R %
4@' Pasts Chrl+ :
Defete Del =
\1}_'] Mey e
Select Al Chri+a |
Eind in This Page... Ctrl+F
Find Again Chrl+G
Find Previous Ctrl+Shift+G

Find Text As You Type |

Preferences...

P — i

2. Inthe Preferences screen, select and expand the Privacy & Security category on the left
of the screen (1). In the Privacy & Security category, select Certificates (2). Click the
Manage Certificates... button (3).

Preferences

Cateqory
[» Appearance
P> Mavigator - Client Certificate Selection
[» Compaser
) Decide how Metscape selects a security certificate to present to web sites
P Mail & Newsgroups that require one:
b Instant Messenger (®) Select Automatically () Ask Every Time
[P (al]
= Privacy & Security @ ~ Manage Certificates
- Cookies
I Use the Certificate Manager to manage your personal certificates, as well as
-images those of other people and certificate autharities,
~Popup ‘Windows @
oms [T
~Passwords
~Master Passwords - Manage Security Devices
-S5L Use this button to manage your security devices, such as smart cards,
~Walidation Securty
[» Advanced

[ ok ) [ cancel | [ Hep |
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3. The Certificate Manager screen opens. All CSOS subscriber certificates (Administrative
and Signing) are located on the Personal tab in the U.S. Government section.

e The certificate owner’s name appears as the Certificate Name.

e Administrative certificates expire three years from the date issued.

e Signing certificates expire when the associated DEA Registration expires.
o This date will typically be earlier than the date for the Administrative certificate.
o0 This date will always be at the end of the month.

Certificate Manager

Your Certificates ||Other People's | ieb Sites | Authorities |
You have certificates From these organizations that identify vou:
| Certificate Mame I Security Device I Purposes I Serial Murnber I Expires On ]E%
LS, Gaoverniment
i John Smith Software Sacur...  Client, Sign 40:76:0E:A2 5031200
. John Smith Software Secur...  Cient, Sign < 7B:0E:A3 32
John Smith's CSOS Signing CS0S
Certificates Certificate Administrative
Certificate
(o) (o) (i) () (oo )
ok J[ teb |
=

Version 1.1 41



CSOS Certificate Support Guide

Locating certificates in Netscape 8.1

The version of Netscape Browser may be determined by selecting the Help menu and clicking

the About option.

1. Open the Tools menu and select Options...

File  Edit View Go ﬂnnl-:marks.
¢ -0 -2 &

Personal = & -~ 40°0

:r] + [r| Controlled Substanc

Site Navigation

2. Inthe Options menu click Advanced.

Options

Shaw Al

Tools

& Controlled Substance Ordering System Homepage - Netscape |

Help
Web Search Chrl+K,
Deskhop Search  Chrl+Shift+k

Rownloads Chrl+] Eca

Extensions
Themes

JavaScript Consale

DOM Inspeckar  Chrl+Shift+T A
Page Infao 1
Tab Histary 3 l..u
Unda Tab Close  Ckrl+2
Security Center

— . = c

Browser Options

Security and Privacy

General
Y Custornize basic browser settings

? ,_{ : Profiles
S Give users thair own controlled space

@-— Screen Name
Stay logged in to Metscape sites

Downloads
Set up how downloads are handled

Tweak the way tabs open and cloze

G
-
@ Tabbed Browsing

i L-‘i., Advanced
b et under the broweser's hood

@)

-

&
VY
i)
4

Site Controls
Manage wour site security settings

ID Theft Protection

Suspicious site notification settings

Spyware Protection
Keep your system free of spyware

Browser Update
Adjust vour software update settings

Privacy
View and clear stored browser infa

AutoFill

Manage and protect your sawed data

(0] 4 ] [ Cancel
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3. On the Options-Advanced screen scroll down to the section on Certificates. This section
may need to be expanded by clicking the +. In the Certificates section click the Manage
Certificates button.

@ 1] show an

Use 33L2.0
Use 3L 3.0
Use TLS 1.0

- Certificates

Client Certificate Selection

Decide how Metscape selects a security certificate to present to web sites that
require one:

@ Select sutomatically (O Ask Every Time

Manage Certficates

Use the Certificate Manager to manage your personal certificates, as well as
those of other people and certificate authorities,

Manage Certificates...
Manage Security Devices

Use this butkon to manage your security devices, such as smart cards.

Manage Security Devices...

+ Yalidation

v

4. The Certificate Manager screen opens. All CSOS Subscriber Certificates
(Administrative and Signing) are located on the Personal tab in the U.S. Government
section.

e The certificate owner’s name appears as the Certificate Name.

e Administrative certificates expire three years from the date issued.

e Signing certificates expire when the associated DEA Registration expires.
o0 This date will typically be earlier than the date for the Administrative certificate.
o0 This date will always be at the end of the month.

& Certificate Manager

Other People’s | Web Skes| Authorities|
‘You have certificates from these organizations that identify you:
[ Certificate Name Security Device Purposes  Serial Number Expires On E".:
.- JohnSmith  Software Security Device Client, Sign  40:7B:0E:A2 5/31/2007
Software Security Device  Client, Sign  40:7B:0E:x (C5/3/2008
John Smith’s CS0S Signing CS0S
Certificates Certificate Administrative
Certificate

Version 1.1 43



CSOS Certificate Support Guide

Locating certificates in Mozilla Firefox 1.5

The version of Mozilla Firefox may be determined by selecting the Help menu and clicking the
About option.

1. Open the Tools menu and select Options...

t Controlled Substance Ordering System Homepage - Mozilla Firefox
File Edit  Wiew Go Bookmarks BEESM Help

. @ @ | Web Search Chrl+E

Fead Maill (0 new)

@ Getting Started Loy Latest Headline

New Message, CErlM
Downloads Chrl+3 mini
Extensions

Themes u‘

JavaScript Console

Page Info
Site Navigation Clear Private Data, ., Ctrl+Shift+Del IIDE t
O tone | E—
O About CS08 I'Tar Purnhacarc I L

2. Inthe Options menu click Advanced (1). On the Security tab (2), click the View
Certificates... button (3).

Options

e @ MO 8 8|

General  Privacy  Conkent Tabs Downloads | Advanced

zeneral | Update @

~ Praokocols -

Use 550 3.0

[#] use TLS 1.0

LE -

r Certificates - ~
when a web site requires a certificate;

(#) Select one automatically () Ask me every time

l'-.-'iew Certificates I [Eew:u:atiu:un Lisks ] [Eerifiu:atiu:-n ] [Securitg Devices

©

QI ] [ Cancel ] [ Help
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3. The Certificate Manager screen opens. All CSOS Subscriber Certificates
(Administrative and Signing) are located on the Personal tab in the U.S. Government
section.

The certificate owner’s name appears as the Certificate Name.

Administrative certificates expire three years from the date issued.

Signing certificates expire when the associated DEA Registration expires.
o0 This date will typically be earlier than the date for the Administrative certificate.
o0 This date will always be at the end of the month.

©J Certificate Manager

Your Certificates | Other People's | Web Sites | Authorities

¥ou have certificates from these organizations that identify wou;

Certificate Mame Security Device Purposes Serial Mumber Expires On ®|

= 1.5, Government
.. John Smith

ot smith_/

Software Security Device 40:78:0E:A2

client, Sign 5/31/2007

Software Security Device Client, Sign  40:78:0E:

John Smith’s CSOS Signing CS0S
Certificates Certificate Administrative
Certificate
Wiz ] [ Backup Import ] [ Delete ]
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Locating certificates in Mozilla Firefox 1.0
1. Open the Tools menu and select Options...

XD Controlled Substance Ordering System Homepage - Mozilla Firefox
File Edit “iew Go Bookmarks BGESS Help

¢ . 'L - @ @ | Web Search Chri+K

Read Mail (0 new)

@ Getting Started L) Latest Headline

Mew Message, ., Chrl4M
Downloads Chrl+3 mini
Extensions

Thermes E.-"

JavaSeripk Consale

Page Info
Site Navigation Clear Private Daka,,, Cerl+Shift-+Del IIIE t
©_Home |
O About CSOS 1 T Tar Daranhacare I | A

2. Inthe Options menu click Advanced (1). Expand the Certificates category (2), and then
click the Manage Certificates... button (3).

Options

L' - .
IIH Advanced
General r |
se : 3
- Use TLS 1.0 |
\ﬁ [=| Certificates
Privacy
Client Certificate Selection
@ Decide how Firefox selects a security certificate to present bo web sites that
Web Features require one:
g (%) Select Automatically () Ask Every Time
Downloads Manage Certificates
lUse the Certificate Manager to manage your personal certificates, as well as
those of other people and certificate authorities,
Advanced iManage Certificates, .. @
Manage Security Devices
IUse this button to manage vour security devices, such as smart cards.,
[Manage Security Devices, .. J
ol
< | & |
[ 0K J [ Cancel J
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3. The Certificate Manager screen opens. All CSOS subscriber certificates (Administrative
and Signing) are located on the Personal tab in the U.S. Government section.

The certificate owner’s name appears as the Certificate Name.

Administrative certificates expire three years from the date issued.

Signing certificates expire when the associated DEA Registration expires.
o0 This date will typically be earlier than the date for the Administrative certificate.
0 This date will always be at the end of the month.

©J Certificate Manager

Your Certificates | Other People's | Web Sites | Authorities

¥ou have certificates from these organizations that identify wou;

Certificate Mame Security Device Purposes Serial Mumber Expires On ®|
= U.5, Governmenk
.. John Smith

ot smith_/

Software Security Device Client, Sign  40:7B:0E:A2 5/31f2007

Software Security Device  Client, Sign  40:78:0E:

John Smith’s CSOS Signing CS0S
Certificates Certificate Administrative
Certificate
Wiz ] [ Backup Import ] [ Delete ]
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What to do if the certificate is not found in a browser
e The certificate may have been installed using a different browser
0 Ask the customer whether it is possible that Netscape or Firefox were used
e The certificate may have been installed using a different computer

0 Ask the customer whether anyone has attempted to enter the Access Code and
Access Code Password on the DEA E-Commerce Web site using a different
computer

o If this is the case, then the certificate will need to be transferred. Certificates may
only be activated once, but may be transferred from one computer to another.
Certificate transfer steps are contained in this Guide (see table of contents)

e The certificate may have been installed using a different Windows account

0 Ask the customer if there are multiple Windows accounts that log into the
computer

o If this is the case, log in using the other account and export the certificate to the
C:\ drive where it may be accessed by all users.

e The certificate may have been removed from the certificate store
o Search the computer for PFX files — see section “Locating certificate files”

0 Check the Microsoft Management Console (MMC) — see section “Locating
certificates in the Microsoft Management Console (MMC)”
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Locating certificates in the Microsoft Management Console (MMC)

Certificates may be accessed in the MMC in addition to the Internet Explorer certificate store.
On rare occasions (typically due to IE permission/security issues) a certificate may be found in
the MMC and not IE. Certificates that are not installed in a certificates store (i.e. only existing as
*.pfx or *.p12 certificate files) or are installed only in a Netscape or Firefox browser will not
appear in the MMC.

Note: Windows 98 may not have the MMC installed. The MMC application may be
downloaded from Microsoft’s Web site.

1. Open the Windows Start menu and select Run.
2. Type ‘MMC’ (without quotes) and click OK.

Run EJ El

= Type the name of a program, Folder, document, or
5 Inkernet resource, and Windows will open it Far you,

Qpen: rplyy i W

(] 4 l [ Cancel ] [ Browse, .,
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3. The MMC will open in a window titled Console 1.

4. Hold down the Control button and hit the M key (CTRL+M) on your keyboard. This
typing will not display on the screen, but should open a new window.

o Alternatively, you may select the Console menu and choose Add/Remove Snap-in.

|.ﬁ.|:ti|:|n Wiew  Favorikes  Window  Help

Mew CErlH-M
Qpen. .. Chrl+0
Save Chrl+5
Save As,..

Add/Remove Snap-in. .. kel
Opkions. ..

1 CHMWINDOWSY, . \devmgmt. msc
2 CAWINDOWSY,, Ycomprgmt, msc
3 CAWINDOWSY,  eventviar  msc

Exik
I T

5. The Add/Remove Snap-in screen opens. Click the Add button.

Add/Remowe Snap-in

Standalone | E stensions

|Jge thiz page to add or remove a standalone Snap-in from the conzole.

Snap-ins added to: |a Conszole Root i

Diezcription

Bemave Abaut..

)8 ] [ Cancel
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6. A new screen opens that lists Available Standalone Snap-ins. Select Certificates and
click the Add button.

e The Certificates snap-in is an alternate way to view the user’s certificate store rather
than using Internet Explorer.

Add Standalone Snap-in

Awailable Standalone Snap-inz:

Snhap-in Wendor -
g:fEl.-'l'-.c:tiveX Control Microzoft Corporation
@ Certificates Microzoft Corporation
@ Component Services Microzoft Corporation
Q Computer b anagement Microzoft Corporation
Device Manager Microzoft Corporation
@ Digk Defragmenter Microzoft Corp, Executi...
% Digk Management Microzoft and VERITAS...
Event Yiewer Microzaft Corparation
[CdFalder Microzoft Corporation
Group Policy Object Editor Microzoft Corporation w
Drescription

The Certificates shap-in allows vou to browse the contents of the
certificate stores for pourself, a service, or a computer.

[ Add I uluse {

7. A Certificates snap-in screen opens. Select My user account and click the Finish
button.

Certificates snap-in

Thiz znap-in will always manage certificates far;

() Service account

(") Computer account

Finizh ] [ Cancel
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8. At the Add Standalone Snap-in / Available Standalone Snap-ins screen, click Close.

Add Standalone Snap-in

Available Standalone Snap-ins:

Snap-in Yendor L
g:]fl.-‘-‘-.ctivex Control Microzoft Corporation
@ Certificates Microzoft Corporation
@ Component Services Microzoft Corporation
Q Caomputer Management Microsaft Carparation 3
Device kanager Microzoft Corporation
n@_ Digk Defragmenter Microsoft Corp, Executi...
gDisk M anagement Microzaft and WVERITAS. .
Event Viewer Microgoft Corparation
[CAFalder Microzoft Corporation
Group Policy Object E ditar Microzoft Corporation b
D'ezcription

The Certificates shap-in allows you to browse the contents of the
certificate stares for yourzelf, a zervice. or a computer.

[ Add l [ Close |

9. At the Add/Remove Snap-in screen click OK.

e Note: Certificates — Current User will be displayed on this screen.

Add/Remowve Snap-in

Standalone | Extensions

se thiz page to add or remove a standalone Snap-in fram the console.

Snhap-ing added to: |a Conzale Baoot w

@ Certificates - Current Uger

Dezcription

| OF. i [ Cancel
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10. In the Console Root screen, the Certificates — Current user snap-in is displayed. Open
this snap-in, double click on the Personal folder, and then open the Certificates folder.

e CSOS certificates will be listed as being issued by “CSOS CA”

‘i Consolel - [Console Root\Certificates - Current User\Personal\Certificates]

n%] File  Action Yiew Favorites  Window  Help |_|= i]
5 @@E " 2
[ Console Root Issued To / ] Issued By ] Expiration Date ] Intended Pur
=) Certificates - Current Lser John Smith CSOS SubCA 12/1/2008 <l
= [0 Personal ] John Smith CSOS SubCA 572008 <Al

= Certificates
+-[ Trusted Roat Certification Author
+-[_1 Erterprise Trust
+-[ Intermediate Certification Authar
+ [:I Active Directory User Object
+-[_1 Trusted Putlishers
+-[_] Untrusted Certificates
+-[_] Third-Party Rook Certification Au
+-[_] Trusted People
+1-[_]] Certificate Enrollment Requests

< il | > i >

|~

Personal store contains 1 certificate.

11. To export a certificate found in the MMC, right click on the certificate and selected All
Tasks > Export.... Certificate export instructions are included in this Guide (see table of

contents).
‘i Console1 - [Console Root\Certificates - Current User\Personal\Certificates] |._||E|[X|
% File  Action  Wiew Favorikes  Window  Help - |F 1]
== £
[ Console Root Issued To J Issued By I Expiration Date J Intended Pur
= D Certificates - Current User John Smith CSOS SubCA 121142008 <all»
= Personal (=1 John Smith open 5/7/2008 <All>
i Certificates
+- (L] Trusted Roat Certification Author all Tasks  » Open

+ D Enkerprise Trusk

+-(_] Intermediate Certification Authat Cut Request Certificate with Mew Key...

+1-(_1] Active Directory User Object Copy Request Certificate with Same Key. ..

+- (] Trusted Publishers Delete Renew Certificate with Mew Key..,

+- L] Untrusted Certificates i Renew Certificate with Same Key...
Properties

Export...

+-[_] Third-Party Root Certification Au

+-[_]] Trusted People Help [

+- (] Certificate Enrallment Requests

< 11} | > i i | l

|Export a certificate

12. When closing the MMC, you will be prompted to “Save console settings to Consolel1?”
Saving the settings is not necessary unless you plan on accessing certificates via the
MMC at a future time.

Microsoft Management Console E

L] E Save console settings to Consolel ?
L

Yes | Mo | Cancel |
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Locating certificate files

A certificate may not be found in the Web browser (Internet Explorer, Netscape, Firefox) for the
following reasons:

e The certificate has been removed from the certificate store.

e The certificate has been transferred from another computer and was never installed
into the certificate store on the current computer.

e The certificate is installed on a token device (such as a smart card) that is not
currently installed on the computer — this topic is not covered in this Guide.

e The certificate did not install successfully during the retrieval, despite a successful
confirmation from the retrieval Web page.

If the certificate is not in a browser’s certificate store, it may be on the hard drive in the form of a
PFX or P12 file, which can be found by performing a search of the hard drive.

Searching for a file will vary depending on the version of the operating system being used.

Search using Windows XP:

1.
2.
3.

Select the Windows Start button and click Search.
Select All files and folders if given the option of “What do you want to search for?”

In the All or part of the file name: field type “*.pfx” and click Search.
e Verify that the C drive is selected in the Look in: field.

The search will locate any certificates on the computer that have been exported from the
certificate store or have been transferred in from another computer.

Certificate files found on the computer will be displayed. These pfx certificate files may
potentially be installed in the browser or ordering software certificates store. Information
contained in the certificate that may be used to identify it will not be accessible until the
certificate has been imported into a certificate store.

Search using Windows 2000:

1.
2.

Select the Windows Start button and select Search —> For Files or Folders...

In the Search for files or folders named: field type “*.pfx” and click Search Now.
e Verify that the C drive is selected in the Look in: field.

The search will locate any certificates on the computer that have been exported from the
certificate store or have been transferred in from another computer.

Certificate files found on the computer will be displayed. These PFX certificate files
may potentially be installed in the browser or ordering software certificate store.
Information contained in the certificate that may be used to identify it will not be
accessible until the certificate has been imported into a certificate store.
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Identifying CSOS Certificates

Two types of certificates are issued to CSOS subscribers. When configuring CSOS ordering
software, it is important to locate the correct certificate to be used for electronic ordering.

a) CSOS Signing Certificates are used for digitally signing electronic orders of controlled
substances. Signing Certificates are issued to Registrants, Power of Attorneys, and (if
requested) to Coordinators. Each Signing Certificate is issued to an individual and is
specific to one DEA Registration. Subscribers who order for more than one location
require a Signing Certificate for each location. Information regarding the DEA
Registration is contained in each signing certificate. This information includes:

Registrant name

Registrant address

DEA Number (hashed with the Certificate Serial Number)

Authorized Drug Schedules

Signing Certificates are valid until the subscribers DEA Registration expires.

b) CSOS Administrative Certificates are used for digitally signing communications and
may not be used for controlled substance ordering. A typical use of an Administrative
Certificate is for digitally signing an E-mail Certificate revocation or renewal request.
Administrative Certificates are issued to CSOS Coordinators and Registrants serving as
Coordinator. Administrative Certificates do not contain authorized drug schedules and
are not specific to a DEA Registration. Administrative Certificates are valid for three (3)
years from the date of issuance.

Issuance of these certificates will vary depending on the subscriber type.

a) Registrants are issued one CSOS Signing Certificate for each approved DEA
Registration number. Registrants serving as Coordinator will also be issued a CSOS
Administrative Certificate.

b) CSOS Coordinators are issued one CSOS Administrative Certificate, regardless of the
number of DEA Registrations for which he/she is a Coordinator. Additionally,
Coordinators requesting signing authority are issued one CSOS Signing Certificate for
each approved DEA Registration number.

c) CSOS Power of Attorneys are issued one CSOS Signing Certificate for each approved
DEA Registration number.
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Identify certificates using the expiration date (easiest method)

% Use the following identification method if only one DEA Registration number is
involved or if multiple DEA Registration numbers have unique expiration dates. If using this
method does not provide an obvious identification, do not guess; the certificate will need to
be identified using a more precise method.

e CSOS Signing Certificates: expire when the associated DEA Registration expires.
DEA Registrations are valid for either one (1) or three (3) years depending on the
registration’s business activity. If the registration expiration date is known, then the
Signing Certificate is typically easy to identify. Please note, the certificate expiration
date may be indicated as one day before the DEA Registration states.

e CSOS Administrative Certificates: expire three (3) years from the date it was
issued.

In the example below, for a customer activating certificates in February of 2006:
e The certificate expiring 1/31/2009 would be the Administrative Certificate
e The certificate expiring 5/31/2007 would be the Signing Certificate

o This is easily determined since the certificate is valid for less than three years
(ruling out the possibility that it is an Administrative Certificate)

Cerlificates @!
Intended P |
fended purpos= - g & Certificate Manager [Z]@
Personal ‘Other People 1 Intermediate Certification Autharities | Trusted Root Certificatior ¢ * .
Your Certificates | Other People's | Weh Sites | Authorities
IssuedTo Issied By Expiatio I BEreody Name You have certificates From these organizations that identify you:
John Smith C50S CA 5/31/2007  <None>
John Smith €505 CA 1/31/2008  <Nonex Certificate Name Securicy Device Furposes Serial Number Expires On iz}
=l U5, Gavernment
John Smith Software Security D... Client.Sign 40:7B:0E:AS 50312007
John Smith Software Security D... Client.Sign 40:7B8:0E:A3 1/31/2009
< >
Certificate intended purposes
Internet Explorer Certificate Store Mozilla Firefox Certificate Manager

Identify using the Certificate Serial Number (more accurate method)

Each CSOS certificate has a unique serial number, which may be used to identify the certificate.
The serial number is indicated on the certificate owner’s postal mailed activation notice as well
as in the certificate on the details tab. ldentifying certificates base on the serial number may be
necessary if the subscriber has certificates for multiple DEA Registration numbers or if
certificates have been revoked and/or renewed.
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1. With the certificate store open (see “Finding Certificates”), double click on a certificate
issued by CSOS CA.

2. The Certificate screen opens. Select the Details tab and highlight the Subject field.
Certificate

General | Details | Certification Path Certificate Viewer:"1b1d26890ba4f2bf811969816d909198_85cd6549-T1fc...

. coreaFED

Show | <all= w

Certificate Hierarchy
= Department of Justice - 1.5, Government #2

Field Walue .A. = Department of Justice - LIS, Government
E Version V3 CertTwelve PostKCO
ESeriaI number 44 18 7bea
ESignature algorithm shalR5a Certificate Fields
Issuer 505 CA, C505, E-Commerce. .. [ Certificate Signature Algorithm T
EVaIid from Wednesday, April 05, 2006 11.., Tssuer
Valid to Thursday, April 05, 2007 11:3... T oatars
—|Subject R1Z0060405957654, admin C... | Hok after
Public key RS54 (1024 Bits) v (-

=I-Subject Public Key Info

Serial Number = R120060405957654 | A Subject Public Key Algorithm ]
= Tl = | Subject's Public Key [
Field Yalue
CHN = CertTwelve PostKCO A
0l = E-Commerce Object Identifier (2 5 4 5 ) = @ 1
0L = Diversion Control oU = Ci
Ol =DEA OU = C305 Pilot
0L = Department of Justice ou = E-Commerce
0= 11,5, Government w QU = Diwversion Control
OU = DEL
) R y QU = Department of Justice
{ Edit Properties. .. ] [ Copy ko File... ] 0 = U.3. Govermment >
Internet Explorer Firefox and Netscape
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3. The Serial Number listed in the certificate’s Subject field matches the serial number
indicated on the postal mailed activation notice from DEA

[ Certificate Senal Nurmber: RO0002005001

e |f this notice is not available and the certificate cannot be identified, then call DEA
Diversion E-Commerce Support (1-877-332-3266) who will be able to identify the
certificate.
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Identify certificates using valid ordering schedules (last resort method)

One last method that will only distinguish between one subscriber’s administrative certificate
and signing certificate (he/she must only have one signing certificate for this method) is to view
what controlled substance schedules the certificate is valid for.

A CSOS Signing certificate contains an OID (Object Identifier) that indicates the controlled
substance schedules (classes) the certificate is valid for. A Signing certificate valid for all
schedules 11-V (2, 2n, 3, 3n, 4, and 5) will include ‘7E’ in the OID field ending in 4 as the
example on the left indicates. This value will vary depending on the authorized schedules,
however the majority of certificates are valid for all schedules I1-V. The Administrative
certificate on the right contains the value ‘00’ in the OID field since Administrative certificates
are not valid for ordering any schedules.

Certificate Certificate rg|

General| Details |Certiﬂcatign Path General | Details |CertiFication Path

Show: |<.D.II> v Shiow: |<.q||> vl
Field Value ~ Field Walue o
2.16.840.1.101.3.5.1 0z 0100 2-16-840-1-101-3-5-1 nzoLon
2.16.840.1.101.3.5.2 1311 52 65 76 6f 6b 65 4b 65.., 2-15-340-1-101-3-5-2 1300
3} 840.1,101.3.5.4 030201 7e 2.16.840.1.101.3.5.3 1300
2.16.840.1.101.3.5.5 3003130143 540.1.101.3.5.4 0301 00
2.16.840.1.101.3.5.6 Oc2e 31 3630 30 205065 62,., — - 2-15-840-1-101-3-5-5 3003130145
2.16.840.1.101.3.5,? 0414920625201 c2f7F4d ae ... 2.16.840.1.101.3.5.6 0c 26 3931 31 38 20 4d 61 69..,
CertiFicate Palicies [1]Certificate Palicy:Palicy Ide. .. 2-16-840-1-101.3.5.? 0414 a3 36 49Fadi Sl ec 1a ...
[THcRL Distribution Paints [1]CRL Diskribution Paint: Diskr,,, ﬁCertiFicate Palicies [1]Certificate Policy:Policy Ide... ™
03 02 01 7e Lo 03 01 00

Edit Properties. .. ] [ Copy to File... ] ’ Edit Propetties... ] [ Copy ko File... ]

CSOS Signing Certificate CSOS Administrative Certificate
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Certificate Export

Introduction on Certificate Export

Certificates may only be activated once. During activation, the certificate is placed in the
certificate store of the Web browser. To copy the certificate from the certificate store, the
certificate must be exported. Reasons for exporting a certificate include:

1. Transferring the certificate to another computer
2. Backing up the certificate
3. Copying from the certificate store for installation in CSOS ordering software

Certificate export creates a file with a .pfx extension (.p12 for Firefox and Netscape activated
certificates). If exported correctly, this exported certificate file will be a copy of the subscriber’s
certificate containing the associated private key (used for digital signatures). The original copy
of the certificate (with private key) will remain in the browser’s certificate store unless it is
actively removed.

Export procedures will vary depending on the type of browser being used. Once the certificate
has been located (see “Locating Certificate Files™), the following export procedures may be used
to create a PFX or P12 file capable of being installed into the ordering software.

Important notes:

! These procedures must be followed exactly. Variance from these procedures may render
the certificate invalid or require revocation by DEA due to policy violation.

! The owner of the certificate is required to be present for certificate export and is the only
person authorized to enter the certificate’s password.

! The CSOS CA encourages support representatives to not remove certificates from the
certificate store following export. Certificates should be stored permanently in the Web
browser in addition to being exported and installed into ordering software.
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Certificate Export - Internet Explorer

Purpose: These certificate export instructions may be used to copy a certificate from the Internet
Explorer certificate store. Once the certificate has been exported it may be backed up,
transferred to another computer, or imported into the certificate store of the ordering software.

2 The owner of the certificate is required to be present for certificate export and is the
only person authorized to enter the certificate’s password. Certificates exported without
the owner present are subject to certificate revocation by DEA.

1. Open Internet Explorer.
2. Open the Tools menu and select Internet Options.

; Controlled Substance Ordering System Homepage - Microsof!

| File Edt View Favorkes | Tacls Help
J qmBack -~ = - @ ﬁ Mail and Mews L3 @ME

Synchronize. ..

J Google - I windows Update €] hetpi)

Showe Related Links

Internekt Cplions...

3

3. Switch to the Content tab and click the Certificates... button.

Generall Seculityl Privacy Content | Eonnectionsl F'ruglamsl .t'-\clvancedl

— Content Advizor

Fiatings help pou contral the Internet content that can be
m wigwed an thiz computer,

Enable... | Settings... |

r Certificates

% Usze cerificates to positively identify yourself, certification
@l authonbies, and publizhers,

LCerificates. . I Publizhers... |

— Perzonal information
r SutoComplete stores previous entries AutoComplete.. |
and suggests matches for pou, =
Microzoft Profile Assistant stores paur My Profile... |
perzonal information. =

0 | Cancel | Apply I
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4. Select the CSOS Certificate to export and click the Export button.
e (CSOS Certificates are issued by “CSOS CA.”
e CSOS Administrative Certificates expire three (3) years from the date of issuance.
e CSOS Signing Certificates expire when the associated DEA Registration expires.

e For a more detailed explanation of identifying certificates, see “Identifying CSOS
Certificates.”

Intended purpose: I«::.ﬁ.ll:b j

Personal |Other People I Inktermediate Certification Authorities I Trusted Rook Certificatior_4 I ’I

Issued To | Issued By | Expirakia. .. | Friendly Marme |
EladminCoord PostkCo €503 Pilot SubCa 5/5/z006  <Mones
== administratar fdministratar gl20/2102  <Mone=

5l 2006

iCertThirkeen PostKCO  CSOS Pilot SubCA =<hNone

Impart. .. Excpart, .. Remove fdvanced. ..

Certificate intended purposes

<Al

|atvarei.. |
Wiew |

Close

Please note: The certificate names used in this example will vary from what appears on your computer.
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5. At the Certificate Export Wizard screen, click Next.

Certificate Export Wizard @

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate trusk
lisks and certificate revocation lisks From a certificate
stare to wour disk,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains inFormation
used ko prokect data or ko establish secure network,
connections, & certificate store is the swstem area where
certificates are kept.

To conkinue, click Mext,

uext:b | [ Cancel ]

6. Verify that “Yes, export the private key” is selected and click Next.

Certificate Export Wizard @

Export Private Key
‘ou can choose ko export the private key with the certificate.

Private keys are password protected. IF vou want ko export the private key with the
certificate, wou musk tvpe a password on a later page.

Do wou wank bo export the private key with the certificate?

(#)¥es, export the private kevi

()Mo, do not export the private key

[ < Back ” Mext = ][ Cancel ]

2 If the “Yes, export the private key” option is not available, please contact DEA
E-Commerce Support.
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7. Select "Include all certificates in the certificate path if possible” and “Enable strong
protection (requires IE 5.0, NT 4.0 SP4 or above)” (if not selected already) and only
“Enable strong protection...” the click the Next button.

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of File Formats,

Select the Format wou wank bo use:

{#) Personal Information Exchange - PKCS #12 { PFX)
Include all certificates in the certification path if possible

Enable strong protection (requires IE 5.0, MT 4.0 5P4 or above)

[ ]Delete the private keyv if the expaort is successful

[ < Back ]uext:b i[ Cancel ]

! Do not select “Delete the private key if the export is successful”

Notes:

e Including all certificates in the certificate path will store the E-Commerce Root and
CSOS Sub CA certificates (if found in this certificate store) with the exported PFX
certificate file.

e Deleting the private key will render useless the certificate in the certificate store. If
the PFX is lost, corrupted, or incorrectly exported, there will be not original
certificate (with private key) to work off of.
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8. Type and confirm a backup password for the certificate.

This step allows for a backup password to be created for protection of the exported
certificate file (PFX file). The owner of the certificate must enter this password and be
the only person to know it. The password created may be the same as the certificate’s
private key password, which was created during retrieval.

Certificate Export Wizard f'5__<|

Password
To mainkain security, wou musk protect the private key by using a password.

Tvpe and confirm a passward,

Passward:
|********

Confirm password:
|********

[ < Back ” ek = ][ Cancel ]

2 Only the owner of the certificate may enter and have knowledge of this
password.

The following error will be received if the typed Confirm password text does not match the
password.

Certificate Export Wizard

! E The passwords do not makch, Make sure the passwords are the same,
L
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9. At the File to Export screen, click Browse.

Certificate Export Wizard

File to Export
Specify the name aof the File you wank to expart

File name:

| [ Browse. .,

[ < Back ” Mext = l[ Cancel

10. Select a location to export the file to.
e To save the file to the desktop, switch the 'Save in' drop down list to Desktop.

e The certificate may be exported to a different location, but if transferring the
certificate to another computer, exporting to the Desktop first is recommended.

Save in: E‘I by Documents hd <) ? = '
=) Recent

o) e
My Documents

Recent j My Compuiter
“ee Local Digk [C:]
= e FAT3Z2 (D)

[ L, DVD-RW Drive [E1)
e Femaovable Disk [F:]
[5) Shared Documents
- (5 John Smith's Dacuments
‘j (5 My Documents

&) My Metwark Places

My Dacumerts [5) Desktop Files

=

My Computer

Dezktop

— |

File nane: A | [ Save l

by Metwork, Save a3 bype: | Personal Information Exchange [*.pfs) - | [ Cancel ]

Version 1.1 66



CSOS Certificate Support Guide

11. Enter a name for the Certificate file in the 'File name:' field and click Save. Naming the
certificate is very important for identification purposes since the data in the certificate
will not be visible when the certificate is in the form of a PFX file. For this reason,
certificates with vague names are difficult to manage.

e Signing Certificates should be named using one of the following naming conventions:
0 CSOSOrdering or JohnOrdering
0 CSOSSigning or JohnSigning

0 John_AB1234567 (please use when the subscriber has multiple certificates for
multiple DEA Registration numbers)

e Administrative Certificates should be named using one of the following naming
conventions:

o CSOSAdmin or JohnAdmin

Save As @

Sawe in: | @ Desktop " | o * -9 El"
" BMy Documents
_,JI -_-é My Compuker
Fecent ‘:JM':.-' Metwark Places
|iDeskiop Files
=
[
Dezktop

9

My Documents

ky Computer

File name: |J|:uhn5igning w | [ Save l

My Metwork, Save as lupe: | Ferzonal Information Exchange [7.pfx] w | [ Cancel ]

12. Verify that the 'Save as type' option is set to "Personal Information Exchange (*.pfx)".
Click Save.
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13. Back at the File to Export screen, click Next.

Certificate Export Wizard E

File to Export
specify the name of the File wou want to export

File name:

C\Documents and Settings)Jahn SmikhiDeskiapy JabnSigning. pFx

Erowse. ..

[ < Back ” Mext = ][ Cancel

]

14. At the Completing the Certificate Export Wizard screen, click Finish.

Certificate Export Wizard

)

Wizard

wizard.

Completing the Certificate Export

fou have successfully completed the Certificate Export

‘ou have specified the Fallowing settings:

Version 1.1

File Marne Ci\Doc
Export Keys Yes
Include all certificates in the cerkification path  Yes
File Format Person
L4
< Back, " Finish I [ Zancel
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15. The Exporting your private exchange key! screen will vary depending on whether the
certificate has a private key password or not. If there is no private key password on the

certificate, simply click OK. If there is a password, the certificate owner will be required
to enter it here before clicking OK.

2 Do not select the Remember password option check box.

2 Only the owner of the certificate is authorized to enter and have knowledge of
this password.

Exporting your private exchange key rb_(|

An application is requesting access to a Protected item.

Cruptad Pl Private Key |
[ ] Bemember paszword

[ k. H Cancel ][ Details...

16. At the The export was successful screen, click OK.

Certificate Export Wizard E'

The export was successful,

If the following error (or a similar one) is received, then the private key password was not

entered correctly. Remember, this password is case sensitive and was set during initial
retrieval.

Decryption error! [5_<|

L] "_.,‘ IUnable to access the Protected item. Please verify that the password wou just entered is the correct one.
[
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Certificate Export — Netscape
Platform: The following documentation was tested on Netscape versions 7.2 and 8.0.

Purpose: These certificate export instructions may be used to copy a certificate from the
Netscape Certificate Manager. Once the certificate has been exported it may be backed up,
transferred to another computer, or imported into the certificate store of the ordering software.

2 The owner of the certificate is required to be present for certificate export and is the
only person authorized to enter the certificate’s password. Certificates exported without
the owner present are subject to certificate revocation by DEA.

1. Locate the CSOS Certificate to be exported (see section “Finding Certificates”). The
steps for accessing the Certificate Manager vary by Netscape version.

2. Select the CSOS Certificate (1) to export and click the Backup button (2).
e CSOS Certificates are issued by “CSOS CA.”
e CSOS Administrative Certificates expire three (3) years from the date of issuance.
e CSOS Signing Certificates expire when the associated DEA Registration expires.

e For a more detailed explanation of identifying certificates, see “Identifying CSOS
Certificates.”

&) Certificate Manager

Your Certificates | Other People’s| Web Sites | Authorities

‘You have certficates from these organizations that identify you:

| Certificate Name Security Device Purposes  Serial Number Expires On E':j
= U.5. Government
|- John Smith Software Security Device  Client, Sign  40:7B:0E:A2 5/31/2007

John Smith Software Security Device  Client, Sign  40:7B:0E:A3 5732008

o) oo ] oo ) (oo )
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3. Set the backup location by changing the Save in dropdown list to Desktop. Enter a name
for the Certificate file in the 'File name:' field and click Save. Naming the certificate is
very important because the data in the certificate will not be visible when the certificate is
in the form of a PFX file. For this reason, certificates with vague names are difficult to
manage.

e Signing Certificates should be named using one of the following naming conventions:
0 CSOSOrdering or JohnOrdering
0 CSOSSigning or JohnSigning

0 John_AB1234567 (please use when the subscriber has multiple certificates for

multiple DEA Registration numbers)

e Administrative Certificates should be named using one of the following naming
conventions:

o CSOSAdmin or JohnAdmin

Version 1.1

File Name to Backup

Save in: [;-H' Desktop

\ LMy Documents
"} j My Computer

My Recent ‘jMy Metwork Places

Documents

Desktop

2

My Documents

ty Computer
‘;} File namme: JoknSmith_AB1234567
—
hy Metwark, Save as type; PK.C512 Files

Save
Cancel
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4. Type and confirm a backup password for the certificate.

This step allows for a backup password to be created for protection of the exported

certificate file (P12 file). The owner

of the certificate must enter this password and be

the only person to know it. The backup password created may be the same as the
certificate’s private key password, which was created during retrieval.

-

Choose a Certificate Backup Password

-,

Certificate backup password:

Certificate backup password (again):

later, Please record it in a safe location,

Password quality meter

The certificate backup password wou set here protects the backop File that wou are about to create. ou
musk set this passwaord ko proceed with the backup.

dokikdokdikk

*********l

Impartant: IF wou forget wour certificate backup passwiord, you will nok be able to restore this backup

[

Ok ] [ Cancel ]

5. Netscape has a master password used to protect each security device, including access to

certificates. This password is typical

ly set during certificate retrieval by the customer and

is not supplied or known by DEA. If this password cannot be determined, the certificate
will not be accessible and a new one will need to be issued.

T

Prompt

N

| l |

Please enter the master password For the Software Security Device,

Ik

l

] [ Cancel ]

6. The following screen will be displayed to indicate that the certificate has been

successfully backed up to a P12 file.

Alert
; Successfully backed up wour security certificateds) and private kew(s).

Version 1.1
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Certificate Export — Mozilla Firefox
Platform: The following documentation was tested on Firefox versions 1.0 and 1.5.

Purpose: These certificate export instructions may be used to copy a certificate from the Firefox
Certificate Manager. Once the certificate has been exported it may be backed up, transferred to
another computer, or imported into the certificate store of the ordering software.

2 The owner of the certificate is required to be present for certificate export and is the
only person authorized to enter the certificate’s password. Certificates exported without
the owner present are subject to certificate revocation by DEA.

1. Locate the CSOS Certificate to be exported (see section “Finding Certificates”). The
steps for accessing the Certificate Manager vary by Firefox version.

2. Select the CSOS Certificate (1) to export and click the Backup button (2).
CSOS Certificates are issued by “CSOS CA.”
CSOS Administrative Certificates expire three (3) years from the date of issuance.
CSOS Signing Certificates expire when the associated DEA Registration expires.

For a more detailed explanation of identifying certificates, see “Identifying CSOS
Certificates.”

D Certificate Manager E|@|El
four Certificates | Other People's | web Sites| Autharities

ou have certificates From these organizations that identify vou:

[ Certificate Mame Security Device Purposes | Serial Mumber Expires On E:'.!

=1 U.5, Government
i John Smith Software Security Device Client, Sign = 40:7B:0E:A2 5312007

John Smith Software Security Device  Client, Sign  40:7B:0E:A3 532008

[ Wigw ] I Backup I [ Import, l [ Delete

Version 1.1 73



CSOS Certificate Support Guide

3. Set the backup location by changing the Save in dropdown list to Desktop (1). Enter a
name for the Certificate file in the 'File name:’ field (2) and click Save (3).

Naming the certificate is very important for identification purposes since the data in the
certificate will not be visible when the certificate is in the form of a P12 file. For this

reason, certificates with vague names are difficult to manage.

e Signing Certificates should be named using one of the following naming conventions:

0 CSOSOrdering or JohnOrdering
0 CSOSSigning or JohnSigning

0 John_AB1234567 (please use when the subscriber has multiple certificates for

multiple DEA Registration numbers)

e Administrative Certificates should be named using one of the following naming

conventions:

o CSOSAdmin or JohnAdmin

File Hame to Backup

@ Save n [ﬁ'Desktnp

Documents

Deszktop

=7

My Documents

Py Iil:umputer

“_j @File name;

My Metwark, Save az type:

Y DM';.-' Docurnents

) ’_‘B _-j‘ My Computer

My Recent "-_&My Metwork Places

C505_Signing_Jlohn

A k :: ! Save !

FELCS12 Files

w Cancel
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4. Type and confirm a backup password for the certificate.

This step allows for a backup password to be created for protection of the exported
certificate file (P12 file). The owner of the certificate must enter this password and be
the only person to know it. The password created may be the same as the certificate’s
private key password, which was created during retrieval.

Choose a Certificate Backup Password

The certificate backup password wou set here protects the backup File that wou are about to create. You
musk set this password to proceed with the backup.

Certificate backup password: sekspokshak ko

Certificate backup password (30aiN): | sk

Impartant: IF wou forget wour certificate backup password, you will nok be able to restore this backup
laker. Please record it in a safe location,

Password quality meter

(ERRNANNNANRARRRRRRRRR])

[ K ] [ Cancel ]

5. Firefox may have a master password used to protect each security device, including
access to certificates. This password is typically set during certificate retrieval by the
customer and is not supplied or known by DEA. If this password cannot be determined,
the certificate will not be accessible and a new one will need to be issued.

Prompt F(_|

3 | Please enter the master password for the Software Security Device,

Aeskeshkek kb

[ Ok ] [ Cancel ]

6. The following screen will be displayed to indicate that the certificate has been
successfully backed up to a P12 file.

successfully backed up wour security certificateds) and private kew(s).
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Certificate Import

Certificate Import — Internet Explorer

Exporting a certificate from Internet Explorer creates a PFX file of the certificate. This file may
be transferred or backed up just like any other file. These certificate import procedures should
be used to install a PFX file into an Internet Explorer certificate store.

Use these certificate import procedures to:

e Install a previously exported CSOS Certificate on a new computer.

e Install a CSOS Certificate that has been backed up (i.e. restore from floppy disk

backup after a hard drive crash).

e Install a previously exported CSOS Certificate for the purpose of setting a new

private key password (see “Certificate
1. Locate the PFX file and double click on it.

Transfer”).

File and Folder Tasks S

o Make a new folder

&3 Publish this folder to the
‘Wehb

»

Other Places

1) test_suite

5} My Documents

l_t MMy Camputer

W_’ Iy Metwork Places

<%

Details

JohnSmith_AB1234567  pFx
Personal Information Exchange
d - KB

I_JH:Mest_s uite\test_suite\import g@
File Edit ‘iew Favorites Tools Help ","
@ Back ~ () .j 7 Search || Folders El'

Address | ANCSOS Certificates v| B se
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2. The Certificate Import Wizard opens. Click Next.

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lisks From wour disk to a
certificate skore,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko prokect data or to establish secure network,
connections, & certificate stare is the syskem area where
certificates are kept,

To conkinue, click Mext,

Mexk = i[ Cancel

3. At the File to Import screen, click Next.

Certificate Import Wizard

File to Import
Specify the Ffile wou wank to import,

File name:

A:\CSOS Certificates\JohnSmith_AB1234567.pfx

Moke: More than one certificate can be skored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12)
Cryptographic Message Svnkax Standard- PKCS #7 Certificates { P7E)

Microsaft Serialized Certificate Store (.35T)

< Back, ][ Mexk = ][ Zancel
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4. Enter the certificate’s backup password. This is the password created when the PFX
certificate file was exported. If no backup password was set, leave this password field
blank.

Select both checkboxes to “Enable strong private key protection...” and “Mark this key
as exportable...”

2 Not selecting both checkboxes will result in an unsecured and typically unusable (for
ordering purposes) certificate.

Certificate Import Wizard "

Password
To mainkain security, the private key was protected with a password,

Type the password for the private key,

Passwiord:
|************

Enable strong private key prokection, You will be prompted every time the
private kev is used byw an application if vou enable this option,

Mark. this key as exportable, This will allow you to back up or transport swour
kews at a laker time,

[ < Back ]m.gxt:b i[ Cancel ]

If the backup password was not entered correctly, the following prompt is displayed. Click OK
and attempt to enter the correct backup password again. Remember that a backup password may
not have been set, in which case the Password field should be left blank.

L =

Certificate Import Wizard

@ The password vou entered is incorreck,
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5. Verify that Automatically select the certificate store... is selected and click the Next
button.

-

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

‘indows can automatically select a certificate store, or vou can specify a location for

(#)iautomatically select the certificate store based on the tvpe of certificate!

(CJPlace &l certificates in the Following stare

< Back ][ Mext = ][ Cancel

6. Click the Finish button.

Certificate Import Wizard "

Completing the Certificate Import

Wizard

¥ou have successfully completed the Certificate Impork
wizard,

You have specified the Following settings:
Certificate Store Selected  Automatically determined by t

Zonkent PR

File Mame ANCS0S Certificates)]..

£ >
< Back. “ Firish ] [ Cancel
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7. The next steps allow for a private key password to be set. A private key password is a
policy requirement and is essential in protecting the digital certificate. Click the Set

Security Level button.

-

'[rnpnrting a new private exchange key

-,

CryptodFl Private Key

Secunty level zet to Medium

An application iz creating a Protected ikem.

E Set Secunty Level ..

[ k. ][ Cancel ][ Details...

8. Set the security level to High and click the Next button.

-~

Importing a new private exchange key

item iz to be used.

() Medium

Choose a secunty level appropnate for thiz ikem.

Request my permizsion with a pazzword when this

Request my permizzsion when thiz item iz to be uzed.

Mewt > ][ Cancel
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9. Create the private key password.

2 This information is to be entered and known by the owner of the certificate only!
The owner of the certificate is the individual whose name appears on the inside of the
postal mailed activation notice for this certificate. Knowledge of this password by any
party other than the certificate owner, including a co-worker, spouse, or support
representative, constitutes a private key compromise and the certificate is subject to

revocation by DEA.

e Enter the name of the certificate owner in the Password for field.

0 The name does not need to be entered in any specific format

o This field is often grayed out and no information may be entered. This is OK.

e Enter a password in the Password and Confirm fields.

0 The customer must remember this password and do not share it with anyone

o If this password is forgotten, lost, or compromised a new certificate must be
issued. Please stress this issue if working with a customer

o0 This password is CaSe SeNsltIVE, therefore the customer must be aware of any
capitalization used when creating the password.

e When all fields are complete, click Einish.

-

Importing a new private exchange key

-,

Create a pazsword to protect this item.

I\_ Create a new paszward for thiz item.
- Pazsword for:
e,
Pazzward: T
Canfirm: ' TTTTTITT)
< Back ][ Finizh ] [ Cancel
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10. Click the OK button to continue. Note that the security level is now set to “High”.

-

Importing a new private exchange key

.

Crypto&Fl Private Key

Secunty level zet ta High

An application iz creating a Protected ikem.

[ Set Securnty Level... ]

0K J[ Cancel H Details... ]

11. The following prompt indicates successful certificate import. Click the OK button. The
certificate is now installed in the Internet Explorer certificate store for this computer.
The private key password will be required any time this certificate is used.

-

Certificate Import Wizard

-,

\ 1 ) The impart was successful,
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Certificate Transfer

Once exported/backed-up, certificates may be transferred just like any other file on a computer.
Certificate transfer is useful when a certificate needs to be installed for ordering on a different
computer than the computer used for retrieval.

! During transfer, the certificate’s password will be required when accessing the certificate and
a new password will be created when installing the certificate, so it is very important that the
owner of the certificate is present for the transfer and is the only person controlling those
passwords.

1. Export (from Internet Explorer) or Backup (from Netscape or Firefox) the certificate(s) to
be transferred (see “Certificate Export”). The certificate should be exported to the
Desktop of the computer unless otherwise instructed.

2. The exported/backed-up certificate file (either PFX or P12) should then be moved to the
transfer media. Methods for certificate transfer include:

e Floppy disk
e CD/DVD
e USB memory stick (a.k.a. “thumb drive” or “key drive”)

e Network — via a shared network drive (permissible only if the certificate’s private key
is protected by a password (i.e. a backup password is set).

e E-mail - least preferable and only permissible if the certificate’s private key is
protected by a password (i.e. a backup password is set). 4 Always delete the E-mail
once the certificate has been transferred.

3. Install the certificate on the new system in the browser’s certificate store and/or the
controlled substance ordering software’s store (see “Certificate Import”).

4. Once installed, all extra copies of the certificate file (PFX or P12) should be destroyed or
secured.

Certificates transferred via writable media (i.e. floppy disk, CD/DVD, memory stick)
should be deleted, destroyed, or stored as backup in a secure location (i.e. safe).

Certificates transferred via shared network drive or E-mail should be deleted once
installed in a certificate store. Organizations may store password-protected
certificates on shared network drives only if the computer/server is owned and
managed by the registrant location or registrant’s organization and proper access
controls are implemented on the shared drive.
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Private Key Password Reset

These instructions pertain only to certificates being managed by Internet Explorer, as Netscape
and Firefox do not use certificate-specific private key passwords.

A private key password may only be set when installing a certificate into a certificate store. This
password is initially set during retrieval. The following procedures may be used to set or re-set a
private key password after the certificate has been retrieved.

The following steps may be used to:
e Create a private key password for a certificate that does not currently have one.
e Change an existing private key password for a given certificate.

The following steps cannot resolve forgotten passwords:

e Forgotten passwords may not be recovered. Should a password be forgotten, the
certificate will require revocation by the CSOS CA and a new certificate may be
issued to the subscriber.

' To ensure the integrity of the DEA E-Commerce PKI system, private key passwords must not
be shared. Should a party other than the subscriber acquire access to the private key password,
or to a certificate that is not private key password protected, the certificate must be revoked by
the CSOS CA due to key compromise.

Instructions:

1. Export the certificate from the Internet Explorer certificate store (see “Certificate Export
— Internet Explorer”).

a. Create a backup password for the certificate during these certificate export steps.

b. If the certificate does not have a private key password, there will not be a prompt
to enter one on the last step.

c. If the certificate has a private key password, the certificate owner is required to
enter it on the last step.

2. Locate the exported PFX file and import it back into the Internet Explorer certificate store
(see “Certificate Import — Internet Explorer”).

a. When importing the certificate, the backup password created during the export
must be entered by the certificate owner.

b. The Import instructions explain how to set the certificate’s security level to high.
Doing so allows for a new private key password to be created for the certificate.

3. Delete the exported PFX file and empty the Windows Recycle Bin after the certificate
has been successfully imported.
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4. The certificate in the Internet Explorer certificate store will be protected by the new
private key password. This password will be required whenever this certificate is
accessed.

Version 1.1 85



CSOS Certificate Support Guide

4. Terminology

Activation

Applicant
Approved Schedules

ARL

Authority Revocation
List

Backup

Backup Password

CA

Certificate
Certificate Manager

Certificate Revocation
List

Certificate Store

Controlled Substance
Ordering System

CRL

CSOs

CSOS Subordinate
CA

CSOS Transaction

Version 1.1

Synonymous with Retrieval; The process downloading a CSOS Certificate
from the DEA E-Commerce Web site. Technically, this process creates a

digital certificate's public and private key pairs, notifies the CA of the public
key, and installs the certificate in the client's Web browser.

An individual applying for, but not yet issued, a CSOS digital certificate.
Each DEA Registration is approved for ordering a specific set of controlled
substance schedules. CSOS certificates include these approved schedules
in an OID field.

See Authority Revocation List.

A listing of revoked (invalidated) Certification Authority certificates. In the
CSOS framework, the E-Commerce Root CA publishes and signs this public
list, which would indicate whether any CSOS Sub CA certificate has been
revoked.

The process of creating a P12 Certificate file from a certificate in a Netscape
or Firefox Certificate Manager.

A password created during export/backup to protect the PFX/P12 certificate
file. Any access to this certificate file will require knowledge of the backup
password.

Certification Authority; A trusted third-party that issues digital certificates and
attests for the validity of each certificate issued.

See Digital Certificate.

The utility within Netscape and Firefox that allows access to certificates
retrieved and/or installed using that browser. Within the certificate manager,
certificates may be viewed, backed up, or imported.

A listing of revoked (invalidated) certificates. The CSOS CA publishes
multiple CRL(s) of all revoked CSOS certificates, which suppliers must verify
before authorizing each CSOS transaction.

The certificate storage location on a computer. Internet Explorer, Netscape,
and Firefox provide access to certificates that have been retrieved and/or
installed using that browser. This logical access location is referred to as the
browser's certificate store throughout this Guide. Specifically to Windows
and Internet Explorer, there are several certificate stores. CSOS subscriber
certificates (both Signing and Administrative) are held in the Personal store.
The CSOS Sub CA certificate is held in the Intermediate Certification
Authorities store. The DEA E-Commerce Root CA certificate is held in the
Trusted Root Certificate Authorities store.

DEA's framework allowing for electronic ordering of Schedule | and Il
controlled substances without the requirement for a paper form DEA-222.
For more information, please reference www.DEAecom.gov/about.html

See Certificate Revocation List.

See Controlled Substance Ordering System.

DEA's certification authority (CA) for signing CSOS Subscriber Certificates
and the Certificate Revocation Lists (CRLS).

An electronic controlled substance ordering that has been digitally signed

with the purchaser's CSOS certificate and placed using CSOS enabled
ordering software.
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Digital Certificate

E-Commerce Root
CA

Enrollment
Export
Import

Internet Explorer

Master Password

Microsoft

Management Console

(MMC)

MMC
Mozilla Firefox

Netscape Browser

OID

Ordering Schedules
P12 File

PFEX File

Private Key
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A digital identity used to "sign" electronic communications including E-mails
and controlled substance orders. CSOS Subscriber certificates bind publicly
known information with a secret key to prove that a communication came
from an authorized individual and to prevent that individual from being able
to deny having digitally signed that communication.

The certificate authority at the top of the certificate chain or PKI hierarchy.
DEA's E-Commerce Root CA has a "self-signed", or self issued, certificate
that is used to sign CSOS Sub CA certificates and the Authority Revocation
List (ARL).

The process of requesting and being approved for a CSOS digital certificate.

The process of creating a PFX Certificate file from a certificate in an Internet
Explorer certificate store.

The process of installing a PFX or P12 Certificate file into a Web browser
certificate store.

A Web browser developed by Microsoft that is supported by the DEA E-
Commerce program. Internet Explorer is available for download from
www.microsoft.com.

A password in Netscape that protects access to data stored within the
browser. This password is typically created by the user during the first
certificate retrieval, and is then required for all subsequent retrievals and any
time a certificate is accessed (i.e. during a certificate backup).

A utility in the Windows operating system that, among other services,
provides access (an interface) to digital certificates installed on that
computer and allows for certificate management (importing, exporting, etc).

see Microsoft Management Console (MMC)

A Web browser developed by Mozilla that is not supported by the DEA E-
Commerce program. Firefox should not be used for retrieving CSOS
Certificates, however many certificates retrieved using Firefox may still be
valid for CSOS ordering.

A Web browser developed by Netscape that is supported by the DEA E-
Commerce program. Netscape browser is available for download from
www.netscape.com.

Object Identifier. Certificate data fields specifically defined by DEA for
CSOS certificate information.

See Approved Schedules.

A certificate file created by backing up a certificate in a Netscape or Firefox
certificate store.

A certificate file created by exporting a certificate from an Internet Explorer
certificate store.

The component of a digital certificate that is kept secret. The private key is
used when digitally signing electronic orders and other communications. A
digital signature using the private key is proof that the order or
communication came from the individual named in the associated certificate.
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Private Key Password A password that protects access to a certificate’s secret component used for

Public Key

Relying Party

Renewal

Retrieval

Revocation

Root CA
Schedule
Sub CA
Subscriber

Web browser
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digital signatures. The private key password is created by the certificate’s
owner during initial retrieval and when installing the certificate into a
certificate store. Any time the certificate is accessed, this password is
required, so it is very important not to forget this password. Additionally,
DEA has strict requirements for the protection of this password. The
password must not be used or known by anyone other than the individual
who DEA issued the certificate to.

The publicly known component of a digital certificate. The public key is used
to verify the validity of digital signatures on electronic orders and other
communications.

A participant in an electronic order for controlled substances other than the
purchaser. In the majority of CSOS documentation, the term relying party is
synonymous with “supplier.”

The process of requesting a new CSOS digital certificate when the current
certificate is about to expire or has already expired. For more information,
please reference www.deaecom.gov/renew.html

Synonymous with Activation; The process downloading a CSOS Certificate
from the DEA E-Commerce Web site. Technically, this process creates a
digital certificate's public and private key pairs, notifies the CA of the public
key, and installs the certificate in the client's Web browser.

The process of invalidating a digital certificate before it has expired. A
revoked certificate is no longer valid for placing electronic orders for
controlled substances or for digitally signing communications. For more
information, please reference www.deaecom.gov/revoke.html

See E-Commerce Root CA

See Approved Schedules.

See CSOS Subordinate CA

An individual who has been issued a CSOS digital certificate in his/her
name.

A software application used for viewing Web pages. Web browsers such as
Internet Explorer and Netscape (both recommended) and Mozilla Firefox
(not supported by DEA's E-Commerce program) have the capability to
retrieve certificates from a Web page and store them in a certificate store.
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5. DEA Diversion E-Commerce Support

Please contact DEA Diversion E-Commerce Support for assistance in supporting CSOS
subscribers. The support staff has access to customer records and certificate information that
may be helpful in troubleshooting customer issues.

Contact Information:

E-mail: csossupport@deaecom.gov

Phone: 1-877-DEA-ECOM
1-877-332-3266

Address: DEA Headquarters
Attention: ODR Mailroom / CSOS
8701 Morrissette Drive
Springfield, VA 22152

The official source for CSOS related information is:

http://www.DEAecom.gov/
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