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1 CSOS Overview

The Drug Enforcement Administration (DEA) Controlled Substance Ordering System
(CSOS) allows for secure electronic transmission of controlled substance orders without
the supporting paper Form 222. Since some DEA registrants may not wish to take
advantage of the new regulations allowing electronic ordering, DEA will leave current
regulations and current paper ordering processes in place. The adoption of CSOS
standards is the only allowance for electronically signing and transmitting orders for
Schedule 1 (CI) and 11 (CII) controlled substances.

Each individual requesting the ability to sign electronic orders for controlled substances
must enroll with DEA. This Subscriber Manual documents enrollment with DEA in the
CSOS program as well as assistance with certificate acquisition and management. Once a
CSOS subscriber has enrolled with DEA and attained his/her digital certificate(s), he/she
may place electronic orders of controlled substances from participating
suppliers/wholesalers using CSOS approved ordering software.

1.1 CSOS Certificates

1.1.1 CSOS Signing Certificates

Each CSOS Signing Certificate issued by the DEA’s CSOS Certification Authority (CA)
contains identification information specific to an individual subscriber and his/her
associated DEA Registration. It authorizes the certificate holder to sign orders for only
those schedules of controlled substances covered by the registration under which the
certificate is issued. Each individual requesting the ability to sign electronic ClI and ClI
controlled substance orders must obtain his/her own CSOS Signing Certificate. Each
Signing Certificate is specific to one DEA Registration number for one individual.

Multiple Signing Certificates must be requested for applicants requiring the ability to sign
electronic CI and CIlI controlled substance orders for multiple DEA Registration
numbers. Multiple Certificates may be requested by completing Registrant List
Addendum Application forms (form DEA-254). Addendum forms should be attached to
and submitted with a CSOS enrollment package.

1.1.2 CSOS Administrative Certificates

CSOS Administrative Certificates are issued to CSOS Coordinators (see Section 1.2.2).
Each CSOS Coordinator, including CSOS Registrants (see Section 1.2.1) serving the role
of Coordinator, is issued one CSOS Administrative Certificate. The Administrative
Certificate may be used for digitally signing electronic communications, but is not valid
for signing electronic orders for controlled substances.



1.2 CSOS Subscriber Roles

Each CSOS applicant serves a specific role and must select a corresponding application
form. This Subscriber Manual contains enrollment instructions in Sections 2 and 3 that
are specific to each subscriber role. While the roles have overlapping responsibility, each
applicant should submit a CSOS application for only one role per DEA Registration.

1.2.1 Registrant

The CSOS DEA Registrant is defined as the individual who signed or is authorized to
sign the most recent DEA Registration application (Form DEA-223). Typically, the
Registrant is also the individual who grants Power of Attorney for controlled substance
ordering. Only the individual who signed or is authorized to sign the organization’s most
recent DEA Registration application may apply for a CSOS Certificate as a Registrant.
The Registrant is typically an officer or owner of the organization.

A Registrant completes form DEA-251 where he/she must name a Principal Coordinator
as a trusted and recognized individual for administering CSOS Certificates to CSOS
applicants for the DEA Registration number(s) listed on his/her application. The
Registrant may choose to serve the role of Principal Coordinator and may indicate so by
naming him/herself Principal Coordinator on Form DEA-251. Conversely, the Registrant
may delegate responsibility by naming an individual to serve as Principal Coordinator.
The delegated Principal Coordinator must enroll, or already be enrolled, in CSOS by
submitting Form DEA-252.

One CSOS Signing Certificate will be issued to the Registrant subscriber for each DEA
Registration number requested on his/her application package. Each Signing Certificate
may be used by the certificate owner only for digitally signing controlled substance
orders without a supporting paper form 222.

If electing to serve the role of Principal Coordinator, the Registrant subscriber is issued
one CSOS Administrative Certificate in addition to the CSOS Signing Certificate(s). The
CSOS Administrative Certificate may be used for communication purposes including
digitally signing E-mail communications.

All subscriber roles may be issued CSOS Signing Certificates. An individual, not serving
the role of Registrant or Coordinator, who requires the ability to electronically sign
controlled substance (CI and CIl) orders, may enroll as a CSOS Power of Attorney after
being authorized by the individual serving as CSOS Coordinator  for the requested
DEA Registration number(s).

1.2.2 Coordinator

A Principal Coordinator must enroll for each DEA Registration number participating in
CSOS (i.e., using electronic ordering). The Principal Coordinator is the organization’s
primary CSOS contact for the DEA Registration number(s) identified on his/her
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application. The Principal Coordinator applicant may be any individual employed by the
organization and must be designated by the Registrant. A Registrant may designate one
Principal Coordinator per DEA Registration number or the Registrant may serve the role
of Coordinator him/herself.

Optionally, an organization may identify an Alternate Coordinator. Individuals acting as
Alternate Coordinator shall serve as that organization’s secondary CSOS point-of-contact
for the DEA Registration number(s) identified on his/her application. Alternate
Coordinator applicants may be any individuals employed by the organization. A
Registrant may designate one Alternate Coordinator per DEA Registration number.

Principal and Alternate Coordinators serve as the Local Registration Authority (LRA) for
the DEA Registration numbers they are responsible for. As an LRA, the Coordinator
verifies the identity and authorization of organization personnel applying for CSOS
Certificates. Power of Attorney Certificate applications must be signed by a Coordinator
as an indication that, as the LRA, the Coordinator has authorized the POA applicant to
obtain a CSOS Signing Certificate.

Principal and Alternate Coordinator subscribers are issued one CSOS Administrative
Certificate each to be used for communication purposes. Should the Principal or
Alternate Coordinator require the authority to sign controlled substance orders, he/she
must indicate so on his/her CSOS application (Form DEA-252). If signing authority is
requested, and proof of Power of Attorney is provided, the approved Coordinator
applicant is issued one CSOS Signing Certificate for each DEA Registration number
indicated on his/her application. A CSOS Signing Certificate may be used for signing
controlled substance orders for the DEA Registration number it is associated with. As
certificates are only issued to individuals, only the individual owner of the CSOS Signing
Certificate may use the certificate for signing electronic orders for controlled substances.

1.2.3 Power of Attorney (POA)

A Power of Attorney (POA) is a non-administrative individual requiring the ability to
sign electronic orders for controlled substances. POA applicants must hold a valid Power
of Attorney (a letter granting POA from the Registrant) to sign controlled substance
orders for the DEA Registration number(s) identified on their application. The CSOS
Coordinator for the DEA Registration number(s) indicated on the CSOS POA'’s
application (Form DEA-253) must verify the CSOS POA applicant’s identity and the
POA applicant’s authority to sign controlled substance orders. An approved CSOS POA
is issued one CSOS Signing Certificate for each DEA Registration number for which
controlled substance order signing authority is requested. As certificates are only issued
to individuals, only the individual owner of the CSOS Signing Certificate may use the
certificate for signing electronic orders for controlled substances.



2 CSOS Enrollment

Individuals requesting the ability to participate in the CSOS program must enroll via the
DEA Office of Diversion Control’s E-Commerce Program Web site
(www.DEAecom.gov). The enrollment process found on this Site allows the applicant to
complete the appropriate CSOS enrollment application, which must be postal mailed to
DEA along with supporting documentation.

1. Access the CSOS enrollment process at www.DEAecom.gov/applycert.html.
Please read this important information and click the Next button when finished.

Progress: = | | Jd | | | l
Getting Started

Every individual person who wants to sign electronic orders for controlled substances must
enroll with DEA to acquire his or her own personal CS0S Certificate.

The following enrollment process will step you through the requirements for enrolling with
DEA.

At the end of this enrollment process you will be asked to complete an application package
that is to be mailed to DEA.

Click Next to proceed | m

Figure 1: Getting Started

2. Select the appropriate applicant type based on the information provided on this
Web page and/or this Subscriber Manual. Click the associated enrollment button at
the bottom of the page to proceed to the next step.


http://www.deaecom.gov/
http://www.deaecom.gov/applycert.html

Choose your applicant type

| Registrant I Coordinator Power of Attorney
Application: Form DEA-251 Farm DEA-252 Form DEA-2S3
The indlvidual who sgned & required administrative &ry other incividual
the most re-mrt, oris rale for each DES avthorized to sign
Description: | 2¥kherized ta sign the next, Registration number contiolled substarce
' DE& Registration rerewal arders
application (DEA Form 323)
e far your organization |
Required Mo, the Registrant should  Yes, but may be served No
role? only envoll if hefshe anr-s by the Registrant**
\ controbed substance order
Magimum One per DEE Regn.tr:tmn |One Principal (i Unlirnited
allowed: number Reqgistrant Is nok

Comdinator) and one

Sfeernate (optional) per
OESL Regictration number |

mll d

controlle: e .

substance es Optional es

grders? ) e — =
Authorized  njz Registrant for the: Coordinator for the

by: requested DEA requesied DEA

\ Registration number(s)  Registration numberis)
mnr:nanon' Re-aﬂ mors =% Read more »» Read mare »»
‘p‘mmad to Enrollas a Enroll as a
P‘axtsten*:‘-:' Registrant POA

* I the Registrant does nct dign controled substance orders, he/she dops nod need to enroll
n CSOS. However, he/she must deleaate a Prindinal Coovdinator if any individuss are to
|ervollin CSOS.

Figure 2: Choose Applicant Type

3. Please read this important enrollment information and click the Next button when
finished.
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The next thiee steps poveements , The subseriber must resd each ement, 1f
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Sorpll to the bottom of eech sareement and dick: the Acgept butten in order to procesd,
|éfter secepting these thvee sareements, you will be sble to dovenload your CE0E spplicetion,

Click Next to proceed m

Figure 3: Registration Enrollment

4. This Registrant Agreement outlines the responsibilities of each CSOS Registrant
and Coordinator subscribers with regards to his/her administrative participation in the
CSOS program. When submitting a CSOS Registrant (DEA-251) or Coordinator
(DEA-252), the applicant asserts that he/she has read, understood, and accepted this
Registrant Agreement. Please scroll to the bottom of the Agreement and click the
Accept button to continue.

Note: This agreement is not required for CSOS POA applicants. When proceeding
through the POA Enrollment flow, this agreement is not provided.



ited States Department of Justice
ug Enforcement Administration
trolled Substance Ordering System (CS0S)
egistrant Agreement

>

iii. Chaie of addiess amdin name

b) The Power of Sttorney aranted to the Certificate holdey for sianing controlled
substance orders is no longer valid.

5. Cevtificate Renewral

& @iay |j019g

shall verify the identity an applicant applying to renew hisfher CS0S Certificate as
%}aﬁt'ﬁ_ihsmzﬂfﬁism

| Accer || Decline |

Please read the entire agreement and scroll to the bottom to continue.

If this page does not format correctly, or if you are unable to find the “Accept” button,
please dick hers for alternate formatting.

Figure 4: Registrant Agreement

5. This CSOS Subscriber Agreement outlines the responsibilities of all CSOS
Subscribers regarding participation in the CSOS program. When submitting a CSOS
Registrant (DEA-251), Coordinator (DEA-252), or Power of Attorney (DEA-253)
application, the applicant asserts that he/she has read, understood, and accepted this
Subscriber Agreement. Please scroll to the bottom of the Agreement and click the
Accept button to continue.



United States Department of Justice

Orug Enforcement Administration

Controlled Substance Ordering System (C505)
Subscriber Agreement

Seg Motioe and Disciosuse of Drug Endorcemerdt Administration (DEA) Office of Diversion
Condrel {ODC) - Condrofied Substnoe Qrdsring Systormn (CSDS) document,

13. Additional Resources

+ DEA Drvorcion Control E Commcres PKI Cortificats Molicy (CN), and

+ DEA Regulations - Tile 21, Code of Federal Regulations, Part 1300

n Accopt m Dacline

Please read the entire agreement and scroll to the bottom to continue.

The: followng documenzs may be obtainad by going to waw DEAIVErsion.usdoj.goy:
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Figure 5: Subscriber Agreement

6. The CSOS Privacy Policy outlines the collection and protection of information
relating to the CSOS Program. When submitting a CSOS Registrant (DEA-251),
Coordinator (DEA-252), or Power of Attorney (DEA-253) application, the applicant
asserts that he/she has read, understood, and accepted this Privacy Policy. Please
scroll to the bottom of the Policy and click the Accept button to continue.
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Please read the entire agreement and scroll to the bottom to continue.

Figure 6: CSOS Privacy Policy

7. The applicant’s CSOS Certificate Application form is available on this page. Click
the link displayed below to open form DEA-251 for Registrant, DEA-252 for

Coordinator, or DEA-253 for POA applicants.
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Figure 7: Registrant Application Form

8. The appropriate CSOS Certificate Application (DEA-251, DEA-252, or DEA-253)
will open in Adobe Acrobat Reader. Aside from rare circumstances, each CSOS

applicant should submit only one CSOS application form.

e Assistance with completing the application form may be found in Section 3 of this
Subscriber Manual. Important instructions and a checklist are included with the

application.

e Do not submit a CSOS Certificate Application without supporting

documentation, as listed on the attached Application Checklist.

e Applicants requesting to be associated with multiple DEA Registration Numbers
are required to submit addition information, as documented in this Subscriber

Manual’s section “Addendum Form DEA-254 and Bulk Enrollment.”

9. Each CSOS Certificate Application is completed, printed, signed, and notarized (if
required) as outlined in the “Certificate Application Form Assistance” section of this
Subscriber Manual. Once printed, click the Next button on the CSOS Enrollment

Web page.

10. The last step of the Enrollment process provides important information to the
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Subscriber concerning the rest of the Enrollment process after the CSOS Certificate
Application package has been submitted to DEA. This page may be accessed from the
following addresses:

e Registrant Applicants: www.DEAecom.gov/forms/reg/nextreg.html

e Coordinator Applicants: www.DEAecom.gov/forms/coord/nextcoord.html

e POA Applicants: www.DEAecom.gov/forms/poa/nextpoa.html
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3 Certificate Application Form Assistance

Aside from rare scenarios, each applicant to the CSOS program should submit only one
CSOS Certificate Application form. The form submitted varies depending on the
applicant’s role, as explained in the CSOS Enrollment flow on www.DEAecom.gov.
Each application form includes detailed instructions for completing the form, while this
section of the Subscriber Manual elaborates on those instructions.

Important notes:

Each individual person requesting the ability to sign electronic orders for
controlled substances must submit an application form.

The applicant must complete only one application form (DEA-251, DEA-252,
DEA-253) unless instructed otherwise by DEA.

The Certificate Application form is only one of the required documents for
enrollment in the CSOS Program. Please review the checklist included on the last
page of each application form. Section 3.5 of this Subscriber Manual summarizes
the documents that must be submitted in a complete CSOS application package.

Please reference section 3.4 of this Subscriber Manual if applying using more
than one DEA Registration number.

3.1 Registrant Application / DEA-251

All Certificate Applications should be typed electronically into the form and not
handwritten. An explanation of each field on the form is included with the Application.

3.1.1 DEA-251 Section 1 — Applicant Information

Important notes:

All fields must be completed. Please reference the instructions included with the
applications or contact DEA Diversion E-Commerce Support if you have any
questions.

The “Applicant” is the Registrant who has signed, or was authorized to sign, the
most recent application for DEA Registration.

The Applicant completes only one Form DEA-251. Additional DEA Registration
numbers may be listed on an Addendum Form DEA-254.

The Applicant lists him/herself as the Coordinator, or delegates this role to
another individual enrolling (or already enrolled) as Principal Coordinator.
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DEA-251 (10/06) Approved OMB

CSOS DEA Registrant Certificate Application NO.1117-0038

Thus application monst be completed by the ndividual who signed the most recent appleation for DEA Registration (DEA Registrant) or the

madiadul authenizad to sign the most recent DEA Fegisoation apphcation. Read mstructions before conpleting ALL FIELDS ARE REQUIRED.

Section 1 — Applicant Information
Applicant Last Name [
|SMI TH |
Applicant First Name
|JOHN |
M Apphicant S5N Number Applicant Bus Phona .
[o]1]=] [s[e]7]e]
Applicant E-Mal Address |
|JOHN .SMITH@PHAERMACY . COM |
DEA Kemstration No. UEA Femistant Mame
|.Flﬂl2 34567 | |M.FLIN STEEET PHAEMACY |
Secuty Code (e.z. Mothar's Maiden WName) Levers only, Remember thiz code ro ensure proper identification when you call the Support Desk. Mo of Addendums
|JONES |
Applicant Business Address
|l.'23 MAIN STREET |
City State Zip |
[ANyTCHN | 1]z]afa]s] [s]f2]5]s]
CR05 Camdmatnr T act Wamas (Required - enter sither CS05 DFA Registrnt applicant or form DFA?5? most ke submitted by mdividonal named below
|SMITH |
CS505 Coorhnator First Wame (Required - enier either CS0S5 DEA Registrant applicant or form DEA-252 muist be submitted by individual named below)
|gomN |

Figure 8: DEA 251- Applicant Information

3.1.2 DEA-251 Section 2 — Applicant Signature
Important notes:
e This applicant signature must be by the Registrant Applicant, who is the
individual listed in Section 1 of this Certificate Application (Applicant Last
Name/Applicant First Name)

o If this application is not signed, or is signed by the wrong person, the applicant
will be denied by DEA and returned to the applicant

Section I — Applicant Signature

By sigming this document | am stating that T have read, understand and agvee to sbida by the rules and regulations contamed m the Controlled Substance Ordering
Svatemn Subscriber Asvesment and CS0S DEA Remzoont Azvesment | am alio cartifyme that the mformation statements, and representation: provided by me on
thes form are e and accurate to the best of my knondedze. I understand prezenting false mformation 15 2 crimumal offense and 15 proushable by law.

Section 343 a)}{4)(A) of Tide 21, United Statez Code, state: that any per:on who knowingly or intentionally furnizhe: falze or frandulent informanion in the
application iz rubject to imprizonment for not more than four years, a fine of not more than $30,000.00 or both.

Applicant Signature Date

Note: This application will be denied and returned if not signed by the DEA Registrant Applicant Iisted in S:ction 1.

Figure 9: DEA 251-Applicant Signature
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3.1.3 DEA-251 Section 3 — Notary Acknowledgement

Registrant Applications (DEA-251) must be notarized as instructed. Registrant
Applications that have not been notarized will be denied by DEA and mailed back to the
applicant.

Section 3 — Notary Acknowledgement

require a photo, but must be a different form of ID. Examples: Valid government issued 1D, employee ID card, utility or tax bill, major
insurance card, or state pharmacist ID.

State or Commonwealth of County of Country
Oon before me, personally appeared

his/her signature on the instrument the person executed the instrument in my presence.

ID #] {wath photozraph) Type Idenhfyme MNumber: Expoation Date:
&2 Type: Idennfyimg MNumber, Expuoaton Date:

Wimess moy hand and official seal.

Notary's Signammre Notary Stangp Seal
Notary's Name (Pt or Type):

NWotary's Address:

Wotary's Phone: My Conmmission Expies

Instructions to Notary: 1. Medify this form where necessary to assure compliance with the laws of your jurisdiction. Use the back of
the form if necessary. 2. Notary must fully complete the Acknowledgement below 3. Sign and seal'stamp the Application form.
4. ldentification # must be a governmenti-issued, widely recognized form of photo ID, such as Driver's License or Passport. ID #2 does not

{Applicant) proved to me on the basis of the presentation of two forms of identification listed below
to be the pergon whose name iz subzcribed to the within instrument and acknowledged to me that hefghe exacuted the same, and that by

Figure 10: DEA 251 — Notary Acknowledgement

3.2 Coordinator Application / DEA-252

All Certificate Applications should by typed electronically into the form and not
handwritten. An explanation of each field on the form is included with the Application.

3.2.1 DEA-252 Section 1 — Applicant Information
Important notes:

e All fields must be completed. Please reference the instructions included with the
applications or contact DEA Diversion E-Commerce Support if you have any
questions.

e The “Applicant” is the individual applying to be either the Principal or Alternate
Coordinator for the associated DEA Registration numbers and whom the

Registrant for those same DEA Registration numbers will authorize.

e The Applicant completes only one Form DEA-252. Additional DEA Registration
numbers may be listed on an Addendum Form DEA-254.
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CSOS Principal Coordinator/Alternate ('oordinator Certificate Application

This apphication 15 for mdivaduals applymng to serve the role of CSOS Principal Coordinator or CS0S Altemate Coordinator —;:ru ant: who nld
valid Power of Attomey (POA) to oblain g Schedules I and/or II controlled substane ewcl-'r for the DEA Registrant(s) identified will receive
[‘tO"‘u\len-(e—“lr ate. Read nstructions before completing. ALL FIELDS ARE REQUIRED

Section 1 — Applicant Information

Applicant Last Name

[SMITH |
Applhicant First Name

JOHN ‘
MI Applicant SSN Number Applicant Bus. Phone

Lefef2f[afaf[s]ef7]s| [sfsfsf[s]s]s]{r]2]3]4]
Applicant E-Mail Address

JOHN . SMITH@PHARMACY . COM ‘
DEA Registrahon No. DEA Fegistrant Name

AR1234567 MAIN STREET PHARMACY |
Secunity Code (e.g. Mother's Maiden Name) Letters only. Remember this code to ensure proper identification when you call the Support Desk No. of Addendums
lgonEs |

Applicant Business Addrass

|123 MAIN STREET I
City State

Zip
[prvyomy | 2] [2f=]z]e]s][s]2f2]]

Figure 11: DEA 252 - Applicant Information

3.2.2 DEA-252 Section 2 — Applicant Classification

One Principal Coordinator and one Alternate Coordinator may be enrolled in CSOS per
DEA Registration number. Please indicate whether the Coordinator Applicant is to be
the Principal or Alternate.

Important notes:

e The Principal Coordinator is a required role for any DEA Registration
participating in CSOS

e The Registrant may indicate on his/her Certificate Application (DEA-251) that
he/she will be the Principal Coordinator. In this scenario, only one other
individual may enroll as Coordinator, and must be the Alternate. The Registrant
should not complete a Form DEA-252.

The Coordinator Applicant must indicate whether he/she requests a CSOS Signing
Certificate for signing electronic orders for controlled substances. If not requested, the
Applicant will assume solely an administrative role and be issued a CSOS Administrative
Certificate only.

e Coordinator Applicants requesting a CSOS Signing Certificate must provide a
photocopy of their letter granting Power of Attorney for controlled substance
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ordering issued by the Registrant for the associated DEA Registration numbers.

Section 2 — Applicant Classification

1. Are you applyving as Prncipal Coordinator Alternate Coordinator D
Do you also wish 1o obtain a CSOS Signing Certificate for signing conirolled substance orders for the idennfied DEA Registani(s)?
wi@g w0

Figure 12: DEA 252 - Applicant Classification

3.2.3 DEA-252 Section 3 — Applicant/Notary Signhature

Both the Coordinator Applicant and a Notary must sign the Coordinator Certificate
Application. Applications that are missing a signature, or are signed by the incorrect
person, will be denied by DEA and returned to the applicant.

e The Applicant Signature must be that of the Coordinator Applicant listed in
Section 1 of this Coordinator Certificate Application (DEA-252).

e The Notary is the individual notarizing Section 6 of this Coordinator Certificate
Application (DEA-252).

Section 3 — Applicant/Notary Signature

Applicant Signature Date

Notary Signature Date

Note: This application will be denied and returned if not signed by the Coondinator Applicant listed in Section | and the Notary listed in Section 6.

Figure 13: DEA 252 — Applicant/Notary Signature

3.2.4 DEA-252 Section 4 — DEA Registrant’s Affirmation of
Delegation of Coordinator

This section of the Coordinator Certificate Application must contain the contact
information and name of the DEA Registrant for the DEA Registration numbers
associated with this Application. The Registrant is the individual who signed, or was
authorized to sign, the most recent application for DEA Registration for the DEA
Registration numbers associated with this application. Registrant enroliment in CSOS is
optional and may be limited to Registrants who sign controlled substance orders.

e This Coordinator Certificate Application will be denied by DEA and returned to
the Applicant if not signed by the DEA Registrant in Section 4.
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Section 4 - DEA Registrant’s Affirmation of Delegation of Coordinator

Organization Name
IMAIN STREET PHARMACY |
Crgamizanion Address
[123 MAIN STREET |

City Stare Zip
|ANYTOWN [ [v]a] [x]z2[z]a]s][t]2]3]4]
As the individual who signed the most recent application for DEA Regisranion or the individual authonzed to sign the most recent application for DEA

Regismration for the DEA Pegistration nmumbers submitted with this application T cernify the applizant listed in Section 1 has heen delegated to acr a2 CS0S
Coordinator for the above organization and idennified DEA Registrant(s).

Signature of DEA Registrant Date

Last Name (Print)

[DoE |
First Name (Print)

|7aNE |

Note: The DEA istrart is the individual who signed or is authorized (o sign the most recent application for DEA Regisiration. This application will be denied and
retumed if Section 4 does not include the signature of the DEA Registrant,

Figure 14: : DEA 252 - Affirmation of Delegation of Coordinator

3.2.5 DEA-252 Section 5 — Applicant Signature
Important notes:
e This applicant signature must be by the Coordinator Applicant, who is the
individual listed in Section 1 of this Certificate Application (Applicant Last
Name/Applicant First Name).

o If this application is not signed, or is signed by the wrong person, the applicant
will be denied by DEA and returned to the applicant.

Section 5 — Applicant Signature

By signing this document, [ am statmg that I have read, understand and agree to abide by the rules and regulations contained in the Controlled Substance Ordering
System Subscriber Agreement and the CS0OS DEA Registrant Agreement. ] am also certifying that the mformation, statements, and representations provided by me
on thas form are true and accurate to the best of my knowledge. [ understand presentng false imformation is a criminal offense and 15 pumshable by law.

Section 843aM4MA) of Title 21, United States Code, states that any person who knowingly or intentionally furnishes false or frandulent information in
the application is subject to imprisonment for not more than four vears, a fine of not more than $30,000.00 or both.

Applicant Signature Date

Naote: This application will be denied and returned if Section 5 does not include the signature of the Coordinator Applicant listed in Section 1.

Figure 15: DEA 252 - Applicant Signature

3.2.6 DEA-252 Section 6 — Notary Acknowledgement

Coordinator Certificate Applications (DEA-252) must be notarized as instructed.
Coordinator Certificate Applications that have not been notarized will be denied by DEA
and mailed back to the applicant.
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Section 6 — Notary Acknowledgement

Instructions to Notary: 1. Modify this form where necessary to assure compliance with the laws of your jurisdiction. Use the back of the
form if necessary. 2. Notary must fully complete the Acknowledgement below 3. Sign and seal/stamp both pages of the form. 4.
Identification #1 must be a government-issued, widely recognized form of photo ID, such as Driver's License or Passport. 1D #2 does not
require a photo, but must be different form of ID. Examples: Valid government issued ID, employee 1D card, utility or tax bill, major
insurance card, or state pharmacist 1D.

State or Commonwealth of County of Country

on before me, personaily appeared

(Applicant) proved to me on the basis of the presentation of two forms of identification listed below
to be the person whose name is subscribed to the within instrument and acknowledged to me that he/she executed the same, and that by
his/her signature on the instrument the person executed the instrument in my presence.

ID =1 (with photograph) Type Identifying Number: Expiration Dare:
ID#2 Tvpe: Identifying Number: Expiration Date:

Witness my band and official seal.

Notary's Signature: Notary Stamp/Seal
Notary's Name (Print or Tvpe):
Notary's Address:
Notary's Phone: My Commussion Expires:

Figure 16: DEA Form 252 - Notary Acknowledgement
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3.3 Power of Attorney Application / DEA-253

All Certificate Applications should by typed electronically into the form and not
handwritten. An explanation of each field on the form is included with the Application.

3.3.1 DEA 253 Section 1 — Applicant Information

Important notes:

e All fields must be completed. Please reference the instructions included with the
applications or contact DEA Diversion E-Commerce Support if you have any
questions.

e The “Applicant” is the individual applying as a CSOS Power of Attorney for the
associated DEA Registration numbers and whom a Coordinator for those same
DEA Registration numbers will authorize.

e The Applicant completes only one Form DEA-253. Additional DEA Registration
numbers may be listed on an Addendum Form DEA-254.

Section 1 — Applicant Information

Applicant Last Name
DAVIS
Applicant First Name

SAM
MI Agpplicant SSN Number Applhicant Bus. Phone

lofofoffa]2f[3]4a]sTe] [slele|[s]s]s][zlz]z]5]
Applicant E-Mail Address

SAM. DAVIS@PHARMACY . COM

DEA Registration No. DEA Registrant Name

|nn1234567 | [MAIN STREET PHARMACY |

Secunity Code (e.g. Mother's Maden Name) Lerrers ondy, Remember this code to ensure proper identification when you call the Support Desk. No. of Addendums

johnson |E|

Figure 17: DEA Form 253 - Applicant Information

3.3.2 DEA-253 Section 2 — Applicant Signature

Important notes:
e This applicant signature must be by the Power of Attorney Applicant, who is the

individual listed in Section 1 of this Certificate Application (Applicant Last
Name/Applicant First Name).
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e If this application is not signed, or is signed by the wrong person, the applicant
will be denied by DEA and returned to the applicant.

Section 2 — Applicant Signature

By signing this document, ] am stating that I have read, understand and agree to abide by the rules and regulations contained mn the Controlled Substance Ordenng
System Subscniber Agreement. ] am also certifying that the information, statemen:s, and representations provided by me on this form are true and accurate to the
best of my kmowledge. I understand presenting false information s a ciminal offense and 1s punishable by law,

Section B13(a){1)A) of Title 21, United States Code, states that any percon whoe knowingly or i ionally furniches falce or frandulent mformation in
the application is subject to imprisonment for vot more than four vears, a fine of not more e than $30,000.00 or both.

Applicant Signature Date

Note: This application will be denied and returned if not signed by the Power of Attorney Applicant listed in Section 1.

Figure 18: DEA 253 - Applicant Signature

3.3.3 DEA-253 Section 3 — CSOS Coordinator Affirmation of
Applicant Identity Verification

The Power of Attorney Certificate Application (DEA-253) does not require notarization.
The Principal or Alternate Coordinator, acting as Local Registration Authority (LRA), is
responsible for verifying the identity and authority of the Power of Attorney Applicant.
This Verification is indicated in Section 3 of the DEA-253.

e This signature and name must be that of a CSOS Coordinator for the associated
DEA Registration numbers.

e Applications missing a signature, or signed by the wrong person, will be denied
by DEA and returned to the applicant.

Section 3 — CSOS Coordinator Affirmation of Applicant Identity Verification

As CSOS Pancipal Coordinator or CSOS Altemate Coordinator for the DEA Regstrant(s) identified. 1 hereby affirm that I have venfied the
identiry and authorization of the applicant in accordance with the DEA Registrant Agreement.

CSOS Coordinator Signature Date

Last Name (Print)
|SM ITH I
First Name (Print)

IJOI-[N |

Note: This application will be denied and returned if not signed by an authorized CSOS Coordinator for the requested DEA Registration(s).

Figure 19: : DEA 253 - Affirmation of Applicant Identity Verification

20



3.4 Addendum Form DEA-254 and Bulk Enrolliment

3.4.1 Registrant List Addendums

The CSOS Certificate Registrant List Addendum, form DEA-254, may be attached to any
CSOS Certificate Application (DEA-251, DEA-252, or DEA-253) for the purpose of
associating the individual CSOS Applicant with additional DEA Registration numbers.
The Addendum form is simply an attachment to an existing CSOS Certificate Application
form/package.

Up to five (5) Addendum forms may be submitted allowing for the listing of 50 DEA
Registration Numbers. If the applicant is associated with more than 50 DEA Registration
numbers, he/she may bulk enroll as explained in the “Eligibility for Bulk Enrollment”
section of this Subscriber Manual.

3.4.1.1 Addendums for Registrants

Please keep in mind that a separate CSOS Signing Certificate will be issued for each
DEA Registration number indicated by the Registrant. Registrant Applicants should only
enroll in the CSOS Program if the Applicant signs controlled substance orders or is to be
the administrator/coordinator for his/her associated DEA Registration numbers.
Additionally, bulk enrollment is not recommended for any Registrant Applicant.

3.4.1.2 Addendums for Coordinators

Coordinator Applicants typically request to be the CSOS Coordinator/Administrator for
multiple DEA Registration Numbers. This scenario is ideal for organizations with
multiple DEA Registration numbers where the Coordinator Applicant(s) performs an
administrative role and does not sign controlled substance orders. Please keep in mind
that if the Coordinator Applicant requests a CSOS Signing Certificate, one Certificate
will be issued for each DEA Registration number associated with the Coordinator’s
Application package.

3.4.1.3 Addendums for POAs

POA Applicants should use Addendum forms to indicate additional DEA Registration
numbers for which the applicant requires a CSOS Signing Certificate for electronic
ordering of controlled substances. One CSOS Signing Certificate is issued to the
approved applicant for each DEA Registration number indicated on the applicant’s form
DEA-253 and addendum form DEA-254.

21



3.4.2 DEA-254 Section 1 — Applicant Information

Enter the information of the CSOS Applicant. The Applicant name must be typed as it
appears in Section 1 of the corresponding applicant’s form DEA-251, DEA-252, or DEA-
253. All fields are required.

CSOS Cemficate Application Registrant List Addendum
C505 Canlom spplaties aball complas fos sdendam w idestfy pddinceu] DEA Repataan for wiuck o C505 CornBoom sboll be sarsed A C3045
(elory sphinrre ol sitoagaet ko sdfisde

Section 1 = Applicant Information
. Appiscazz Lt Nesa
|sMITH [
Applse = Frut pma
om |
f] Amsheras SN Numbe

x] [af2fa][4]s][sf7]e]2]
Addet= (1] of1]

Figure 20: DEA 254 - Applicant Information

22



3.4.3 DEA-254 Section 2 — DEA Registrant List

List the DEA Registration Number and DEA Registrant Name for each Registration the
applicant is to be associated with. The Registration (number and name) appearing in
Section 1 of the associated form DEA-251, DEA-252, or DEA-253 should not be
included in this list.

Section ! - DEA Registrant list
DEA Fezismazton No. DEA Fezismant Name

|P.1-!ICI oooool | |!-E!JN STREET PHARMACY #1 |
DEA Fegismation No. DEA Fegzisuant Name
|P.HGDDEICI'C|2 | |!-mm STREET PHARMRCY #2 |

DEA Rezismanon Mo, DEA Fezismant Name

|E.MDDDGGDJ. | |1-1AIH' STREET PHARMARCY #3 l
DEA Remsmanon Ko, DEA Regismant Name

DEA Rezismadon Ko, DEA Fegismant Name

| | | l

DEA Fegismaton Mo, DEA Fegismant INams

| |

DEA Rezmismanon Mo, DEA Remismant Name

| | l

DEA Rezismadon Mo, DEA Regisman: Namne

| | | |

DEA Regismanon No.  DEA Regismame Name

l | | |

DEA Fagsmation No.  DEA Ragsmant WName

| | | l

Figure 21: DEA 254 - DEA Registrant List

3.4.4 DEA-254 Section 3 — Applicant/Notary Signhature

Section 3 must contain the signature of the CSOS Applicant. This is the individual named
in Section 1 of this form DEA-254 as well as in Section 1 of the associated Certificate
Application form DEA-251, DEA-252, or DEA-253.

Registrant and Coordinator applicants must have Section 3 of this DEA-254 signed by
the notary who completed either Section 3 of the DEA-251 or Section 6 of the DEA-252.
Power of Attorney applicants must have Section 3 signed by a CSOS Coordinator for the
associated DEA Registration numbers.
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Section 3 — Applicant Notary Sienatare

Applicant Signature Daw

Notary/ U505 Coordinator Signahure Dhaite

Figure 22: DEA Form 254 - Applicant/Notary Signature

3.4.5 Eligibility for Bulk Enrollment

Applicants requesting to be associated with more than 50 DEA Registration numbers
must enroll in the CSOS Program using bulk enrollment. Bulk enrollment replaces the
use of Addendum forms to accommodate organizations that need to obtain a large
volume of CSOS Certificates associated with a single applicant. The applicant should
contact DEA Diversion E-Commerce Support at 1-877-DEA-ECOM (1-877-332-
3266) before submitting a bulk enrollment application.

Bulk Enrollment may be used only when a single applicant is to enroll in the CSOS
Program and be associated with more than 50 DEA Registration numbers for
administrative or ordering purposes. Additionally, the organization must currently
participate in the DEA Chain Renewal program. More information about this process can
be found at the following Web page:

e Bulk Enrollment Procedure: www.DEAecom.gov/BulkCrt.html
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3.5 Required Attachments

The CSOS Certificate Application is only one of the documents required for CSOS
Enrollment. The final page of each CSOS Certificate Application includes a checklist of
the required supporting documentation. The following table is a summary of the required
documentation for each Certificate Application.

Table 1: Required Documentation

CSOS Applicant Type

Registrant | Coordinator | POA

Certificate Each applicant should only
Application FORM FORM FORM | submit one application form

o 251 | 252 | 253

Coordinator and POA
Certificate applications must
be authorized as instructed

Authorized N/A

required Registrant Coordinator

. (253
ESSZ section section 3)

Notarized : N / A Registrant and Coordinator
V : Certificate Applications must
(251 Section (252 Section Not o be notarized as instructed
3) 3and 6) require

Two forms of identification
are required:

1. A government
issued photo ID (Driver’s
license or passport)

2. A secondary form
of ID (pharmacist license,
work ID badge, library

Identification
photocopies

card...)
DEA N / A A photocopy of the DEA
Registration Registration Certificate (Form
Certificate Not DEA-223) is required for
photocopies required each DEA  Registration
number
Power of 3 See
Attorney N / A V www.DEAecom.gov/poa.html
letter Not R " q if for more information about
photocopy required req?;esting Power of Attorney letters
signing
authority
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3.6 Mailing Address
Please mail complete application packages to the following address:

Drug Enforcement Administration

Attention: Sterling Park Technology Center / CSOS
8701 Morrissette Drive

Springfield, VA 22152

3.7 Application Package Processing

DEA’s CSOS Registration Authority (RA) is responsible for processing CSOS
Application packages. This processing involves the validation of all applicant and
organization information and the adjudication of the applicant’s identity and authority for
controlled substance ordering.

3.7.1 Registration Authority (RA) Process
Once the RA receives the application package, the following process takes place:

e The RA adjudicates the applicant, and validates the submitted information against
DEA database information.

e The RA will notify the applicant via E-mail of issues requiring correction, such as
incomplete application information.

Application packages will be denied by DEA and returned to the applicant in the
following scenarios:

e The application has not been properly signed:
0 A ssignature is missing
0 The signature is not of the requested individual
e The application has not been notarized (excludes DEA-253)
e The applicant has been notified of incomplete documentation, and has not
submitted the requested documentation within 45 days

Note: DEA will never request that an individual’s full Social Security Number (SSN) be

provided over the phone or via email. The last 4 digits of the SSN, and the security code
assigned during the application process however, may be used to authenticate identity.
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3.7.2 Enrollment Approval and Certificate Issuance

Upon approval, DEA sends the applicant one E-mail and one postal mailed document for
each CSOS Certificate issued. These Activation Notices are to be used by the applicant
for retrieving his/her CSOS Certificate(s) via DEA’s secure certificate retrieval Web

page.
For each CSOS Certificate issued:

e An Access Code is sent to the applicant via E-mail from regauth@DEAecom.gov
to the E-mail address provided on the application

e An Access Code Password, a Web site address for Certificate retrieval, and Web
site log in information, is sent via postal mail to the Coordinator, whose address
was provided on the Coordinator application. The Principal Coordinator must
forward the unopened mailed document to the Registrant.

After receiving the retrieval information, the subscriber (certificate owner) accesses
DEA’s secure certificate retrieval Web site to retrieve his/her CSOS Certificate(s).
Instructions for retrieving CSOS Certificates are provided in Section 4 of this Subscriber
Manual.

27


mailto:regauth@DEAecom.gov

4 Certificate Retrieval

Retrieving (synonymous with activating) a CSOS Certificate creates the digital certificate
and stores it in the Internet browser (e.g., Internet Explorer). This certificate may remain
in the browser until ordering software is installed on the computer.

2 Activate CSOS Certificates on the computer that will be used for electronic
ordering of controlled substances. Certificates may be transferred to other
computers. To place an electronic order, the certificate will need to be present on
the ordering computer.

£ Use only Internet Explorer or Firefox browsers. Do not use Netscape, AOL or
MSN Browser. Please contact DEA Diversion E-Commerce Support if this is an
issue.

2 Only the owner of the certificate may retrieve it.

-

A Certificates may only be retrieved once.

-

2% Do not disclose the Certificate’s password to anyone.

This section discusses the technical requirements and processes for retrieving a CSOS
digital certificate. Certificates may be retrieved once the applicant has received an E-mail
and a mailed activation notice for the Certificate. One E-mail and postal mailed document
pair will be sent for each Certificate.

1. CSOS Signing Certificate activation notices contain a DEA Registration number.
The E-mail and postal mailed document should be matched based on the certificate
owner’s name and the DEA Registration number.

2. CSOS Administrative Certificate activation notices do not contain a DEA
Registration number. The postal mail document contains an Admin Cert ID Number
rather than the DEA Registration number, while the E-mail activation notice contains
an Organization ID #.

CSOS Administrative Certificate activation notices contain an Admin Cert ID Number
instead of a DEA Registration number.
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4.1 Subscriber Certificate Retrieval Instructions

Once the certificate activation notices have been received, the subscriber (owner of the
CSOS certificate) must access DEA’s secure certificate retrieval Web site and retrieve
his/her certificates. Incorrect certificate retrieval may result in an invalid certificate or
may compromise the security of the certificate, so please read the instructions in this
section carefully.

4.1.1 Policy Agreement

The owner of the certificate is required to review the following policy information and
click 1_Accept to indicate that he/she understands and agrees to comply with the stated

policy.

Puolicy Agreement Welcome to the CS0S Certificate
Retrieval Web site

Yiu ane about b nebriave your porsonal digital certificats, which allows you lo digilally
iGN (approve) ekectronic ordens for controlied SUBSLANCOR.

Plaase now that this cerficas (s 2 personal on-line identity ana nerstors
it must be protecied, ms required by ihe CSOS Subscriber that you accepeed
when envolling in the CS0S Program

To probect your digital consficats and your idontity, Tederal law requires e

Y Its. ownor, who is [
00 INe BCivatkon Natices sant by DEA:
@ the certiican’s password, which i created by 1he owner dunng revieval, must
thout any oher Indvidual having knowiedge

nalasinr, co-worknn, famiy, company, or DEA i
SUNOrLT 10 kNOw YOuE pusword. AlS, ity FoMn (1R This Dswnd b e

Failure 10 abide by the C505 Subseriber Agreement ond the Code of Fodersl Regulascns
Wil resutt i DEA revoking (semying) your abisey bo ploce eheconi ordors.

Figure 23: Policy Agreement

4.1.2 Trust Setup

DEA'’s Certification Authority (CA) has four CA Certificates:
o DEA E-Commerce Root CA Certificate
e DEA E-Commerce Root CA 2 Certificate
e CSOS Sub CA Certificate
e CSOS Sub CA 2 Certificate

Install the DEA E-Commerce Root CA, E-Commerce Root CA 2, CSOS Sub CA, &
CSOS Sub CA 2 certificates as documented on the side panel of the Web page and in the
following steps. These CA certificate installations are required once per ordering
computer. If you are unsure whether the certificates have been installed, you may do so
again since there is no harm in installing the CA certificates multiple times.

29



When finished, click the Click to continue after installing all DEA CA Certificate

button at the bottom of the screen.

4.1.2.1 DEA E-Commerce Root CA Certificate

1. Click Install the DEA E-Commerce Root CA Certificate.

B CSO0S Ceriificate Retrieval

Fulley Aejrznizng
Trust Setup

Before using your personal CSOS Certificate(s), all four of DEA's CA Certificates
must be installed. Installing DEA's CA Certificates allows your computer to trust your

personal CSOS Certificate(s). Instructions may be found at the right side of the screen.

@ Root CA Certificate:

@ Root CA 2 Certificate:

(©) sub cA certificate:

(@) sub CA 2 Centificate:

Install the DEA E-Commerce Root CA
Certificate

Hash Value: 25B0 81BD B7C6 1F61 971E
58D7 A73C 309F DA3C DF40

Install the C50S Root CA 2 Certificate

Install the C50S Sub CA 1 Certificate

Install the CS0S Sub CA 2 Certificate

Click to continue after installing all four DEA CA Certificates

Figure 24: Install Root CA Certificate

2. At the File Download screen click Open.

x|

( ‘? Some files can hamm your computer. I the file information below
f looks suspicious, of you do not fully trust the source, do not open or
save this file.
File name:  rootcert.der
File type:  Security Certificate
From; vy, deaecom. gov

3 This type of file could harm vour computer if it contains
malicious code.

Would pou like to open the file or save it bo your computer?

Save Cancel Mote Infa

Figure 25: Open File Download
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Retrieval Assistance

Perform these steps for ALL
FOUR CA Certificates.

Internet Explorer steps:

1. Select the CA certificate to
install.

2. Click the Open button.

3. Click the Install Certificate
button.

4. Click the Next butten.

5. Click the Next button again.
6. Click the Finish button.

7. (If prompted) Click the Yes
button.

8. Click the OK button.

Firefox steps:

1. Select the CA certificate to
install.

2. Select all five check boxes
and click the OK button.



3. At the Certificate window on the General tab, click Install Certificate.

Certificate [ 2]

Gereral | petais | Certification Path |

Certificate Information

This CA Root certificate is not trusted. To enable trust,
instal this certificate in the Trusted Root Certification
Authorities store.

Issued to: E-Commerce Root CA

Issued by: E-Commerce Root CA

Yalid from 8/30/2004 to 8/30/2014

Figure 26: Install Certificate
4. At the Certificate Import Wizard screen, click Next.

Certificate Import Wizard [ ]

Welcome to the Certificate Import
Wizard

| s wizard helps you copy certificates, certificate trust
lisks, and certificate revocation lists From your disk to a
cerkificate skore,

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or ko establish secure network
conneckions, & certificate stare is the syskem area where
certificates are kept.

Ta continue, click MNext,

Cancel

Figure 27: Install Certificate Wizard
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5. At the Certificate Store verify that the Automatically select the certificate store
based on the type of certificate option is selected and click Next.

Certificate Import Wizard

Certificate Store
Certificate stores are syskem areas where certificates are kept.

Windows can automatically select a certificate store, or you can specfy a location for

& futamatically seleck the certificate store based on the bvpe of certificake:

™ Place all cartificates in the Following store

T

Cerhificate store;

< Back. | Mext = I Cancel

Figure 28: Automatically Select Certificate Store

6. At the Completing the Certificate Import Wizard, click Einish.

Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Cerbificate Import
wizard,

‘ou have specified the Following sekkings:

Certificate Store Selected  Aukomatically determined by £
Content Certificate
| | |

< Back Cancel |

Figure 29: Complete Certificate

7. (If prompted) At the Security Warning prompt, select Yes if the Thumbprint value
matches the value below.

e Thumbprint (shal): 258081BD B7C61F61 971E58D7 A73C309F DA3CDF40
The Thumbprint is used to verify the authenticity of the E-Commerce Root CA
certificate. If the values do not match click No and please contact the Support
Desk.
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Securidty Warning
ftl Wou are abouk to install & certicate from a certiflicatizn authority (CA) claiming 1o represent:
: E-Commsnce Roct CA

‘Wirdows canmok walidate hak the certificate i 2ctaally From "E-Commercs oot AT You should confirm it arigin by
contackng “E-Commerce ook CA™, Tre Followng runbes wil assist you i this process:

| Thi erdapricd (=khst i 2RROE 1RO RTESIFAT 901 FRANT A7%W WS Puloed Ty a0

\Warningr
1F wou install this reck certificsbe, Wirdows wall autamatcall, brusk sny carbificabs iszuad by this CA, Iratdlirg s
certificate with an unconfirmed Ewmbpant s a secarky risk, I youl click ™es™ pou sconowledos this risk.

D o wanl Eo inssal this cortificate?

T

Figure 30: Thumbprint

8. Click OK at the prompt.

Certificate Import Wizard |
-
. The impork was successul.

Figure 31: Import Successful

9. Click OK to close the Certificate window.
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4.1.2.2 CSOS Sub CA Certificate Installation

1. Click Install the CSOS Sub CA Certificate.

B C5O0s Certificate Retrieval

Retrieval Assistance

e v Anreeme
LY UTEETTIET] L., using your personal CSOS Certificate(s), all four of DEA's CA Certificates Eeoréﬁzrrc".athc?:iétztps;fm AL
Trust Setug must be installed. Installing DEA's CA Certificates allows your computer to trust your .

personal CSOS Certificate(s). Instructions may be found at the right side of the screen. Internet Explorer steps:

1. Select the CA certificate to

install.
ifi ’ Install the DEA E-Commerce Root CA 2. Click the Open button.
@ Root CA Certificate: et 3. Click the Install Certificate
button.
Hash Value: 2580 81BD B7C6 1F61 971E 4. Click the Next button.
58D7 A73C 309F DA3C DF40 5. Click the Next button again.

6. Click the Finish button.

. 7. (If ted) Click the Y
@ Root CA 2 Certificate: Install the CSOS Root CA 2 Certificate buétonp‘romp o) ik tha Yees
8. Click the OK button.
@ Sub CA Certificate: Install the CSOS Sub CA 1 Certificate Firefox steps:

1. Select the CA certificate to

@ Sub CA 2 Certificate: Install the CS505 Sub CA 2 Certificate install.
2. Select all five check boxes

and click the OK button.

Click to continue after installing all four DEA CA Cerificates

Figure 32: Install CSOS Sub CA Cert
2. At the File Download screen, click Open.

File Download i x|

‘) Some fles can ham vour computer. If the file information below
e looks suspicious, or you do not fully trust the source. do not open or
save this file.

File name: subca.der

File type:  Security Certificate

From: vww, deaecom.gov

g’_'_\ This type of file could harm vour computer if it contains
mabcious code.

Would you ke to open the file or save it to your computer?

[ Open ]| save | Cancel More Info

A

Figure 33: Open file download
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3. At the Certificate window on the General tab, click Install Certificate.

General | petails | Certification Path |

Certfficate Information

1his certificate 1s intended to:

*Ensures the identity of a remote computer ﬂ
*Proves vour identity ko a remote computer

*Ensures software came from software publisher

*Protec:s software from alteration after publication

*Protec:s e-mail messages

* Allows data to be signed with the current time LI

* Refer ko the certification authority's statement For details.

Issuedbo: 505 CA

Issued by: E-Commerce Root CA

valid from 6/15/2005 to 6/15/2011

Tnstall Certificate Issuer Statement |

Figure 34: Install Certificate

4. At the Certificate Import Wizard screen, click Next.

icate Import Wizard

Welcome to the Certificate Import

- Wizard
1his wizard helps you copy certificates, certificate trust

lisks, and certificate revocation lists From your disk ko a
cerkificate skore,

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or ko establish secure network
conneckions, & certificate stare is the syskem area where
certificates are kept.

Ta continue, click MNext,

Cancel

Figure 35: Certificate Import Wizard
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5. At the Certificate Store, verify that the Automatically select the certificate store
based on the type of certificate option is selected and click Next.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where zertificates are kept.

Windows can automatically select a certificate store, or vou can specify a location for

& Buromatically select the certificate store based on the bype of certificate;

€ Place all certificates in the Following store

< Back I Mext = I Cancel

Figure 36: Certificate Store

6. At the Completing the Certificate Import Wizard, click Einish.

Certificate Import Wizard

Completing the Certificate Import
Wizard

You have suczessfully completed the Certificate lmport
wizard,

‘ou have specified the Following settings:

Certificate Store Selected  Automatically determined by £
Content Certificate
| | i

< Back Cancel |

Figure 37: Finish Certificate Import

7. Click OK at the prompt.

Certificate Import Wizard

e
'\15> The import was successful,

Figure 38: Successful Import
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8. Click OK to close the Certificate window.

9. Click the Next button to continue.

i

Halley Agsaning

Trust Setup

CSOS Certificate Retrieval

Before using your personal CS0S Certificate(s), all four of DEA's CA Certificates

Retrieval Assistance

Perform these steps for ALL
FOUR CA Certificates.

must be installed. Installing DEA’s CA Certificates allows your computer to trust your

personal CSOS Certificate(s). Instructions may be found at the right side of the screen.

Install the DEA E-Commerce Root CA

Internet Explorer steps:

1. Select the CA certificate to
install.
2. Click the Open button.

@ Root CA Certificate: e

Hash Value: 25B0 81BD B7C6 1F61 971E
5807 A73C 309F DAZC DF40

3. Click the Install Certificate
button.

4. Click the Next button.

5. Click the Next button again.
6. Click the Finish button.

7. (If prompted) Click the Yes

Install the CSOS Root CA 2 Certificate button.

@ Root CA 2 Certificate:

(©) sub cA certificate:

Install the CSOS Sub CA 1 Certificate

(@ sub cA 2 Certificate:

8. Click the OK button.
Firefox steps:

1. Select the CA certificate to

Install the CSOS Sub CA 2 Certificate install.

2. Select all five check boxes
and click the OK button.

Click to continue after installing all four DEA CA Cerificates

Figure 39: After Install

4.1.3 Web site login

h':,:_ﬁ CSOS Certificate Retrieval

LOUCYRGTEETTETTY
LFUSTSETID]
Web, Site Login

What computer are you using?
Since each CSOS Certificate may only be retrieved once...
save time by retrieving your CSOS Centificate(s) on the computer that you will be using
for electronic ordering.

First time retrieving?
A retrieval demonstration and instructions are located by the on the right side of

this screen. Please review either the demonstration or the instructions before proceeding.

@ Certificate Activation Information:

You will need to locate the following items before continuing:

+ Access Code - located in the E-mail from regauth@DEAEcom.gov
» Access Code Password - indicated on the mailed document from DEA

® Secure Log in Information:

Retrieval Assistance

Internet Explorer Retrieval
Demonstration

Internet Explorer Retrieval
Instructions

Eirefox Retrieval Instructions

el

]

CS0S Subscriber Manual

3

Retrieval Q&A's

Contact DEA E-Commerce
Support

3

Note for multiple activation
notices: Multiple activation notices
indicate that multiple certificates
have been issued. Match each
Certificate’s Access Code with its

corresponding Access Code

Passwaord using either the DEA

After clicking the "Retrieve a CS0S Certificate” button you will be prompted for a Username and
Password. Please use the Website Username and Website Password on Step 2 (in blue text) of
the mailed document from DEA.

Registration number or the Admin
Cert ID number located in both the
E-mail and postal mail activation
notice.

Retrigve a CSOS Certificate

Figure 40: Web site Login
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4.1.3.1 Step 1: Certificate Activation Information

In order to retrieve your CSOS certificate, the following items will be needed:
* Access Code - I-cated in the E-mail from regauth@DEAEcom.gov

* Access Code Password - i—-dicated on the mailed document from DEA

Each certificate has a unique Access Code and Access Code Password. If you have
received multiple postal mailed activation notices, then there are multiple certificates to
retrieve, each with a different Access Code and Access Code Password.

Match each Certificate's ’ccess Code (the E-mail) with its corresponding Access Code
Password (the postal mailed document) using either the DEA Registration number or the
Admin Cert ID number located in both the E-mail and Step 1 of the postal mail
activation notice.

4.1.3.2 Step Two: Secure Log in Information

1. Click the Retrieve a CSOS Certificate button.

“ @ Secure Log in Information:
|

Fallsy Agpsimiznt a s i : : . :

Tossat Shaeigh e\ fter clicking the "Retrieve a CSOS Certificate” button you will be prompted for a

v ik Logis ={Username and Password. Please use the Website Username and Website
rimPassword on Step 2 (in blue text) of the mailed document from DEA.

| Retrieve a CSOS Certificate ]

Figure 41: Secure Log in Information

2. Enter the Website Username and Website Password from Step 2 of the postal
mailed activation notice from DEA. The Password is cAsSE sEnSiTiVe and may
contain special characters such as @, #, and $.
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INFORMATIC

N ON ACTIVATING YOUR C50

t. Please retain this docamendt o futre namnagenent o f your centifica e,

| DEA Driversion E-(
Tail

TIFICATE

John Smith
John.Smithic Interne t.com
onon

RO0002005001

lomneeree Suppori

FFRF F1 AR F348 4 ARD Ald6 FadR 5760 21CT AAAR 43AF

Siep 2 - Use this information 1o login to he DEA E-Commerce Certificate Retrieval Web page

Weh site &ddress: =Weh site Address=
Web site Uzemarne: =Weh site Username=
Weh site Password: <Weh site Password:-

Figure 42: Web site Username and Password

Enter Network Password

@ Please type your user name and password.
Site: WAy e aecom. ooy
Realmn W, deaecom. gov

Uszer Name IEnter YWebsite Password -

Found on Step 2 of

Password

I EnterWebsite Password i}

the postal mailed
document from DEA

¥ Save this password in your password st

o 1

Cancel |

Figure 43: Enter Web site User Name and Password
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4.1.4 Enter Certificate Activation Information

Access Code:

@ Enter Certificate Activation Information

Please anter the Aptess Code (from E-mad) and Access Code Passwiord (from the postal mailed docurpént)
that you recewved fram DEA.

[42asB274

a. The Access Code is a
number found in the E-mail
activation notice from DEA
(regauth@deaecom.gov).

-
-y

@ Acciss Code Password: |HM'1'|"N31'J"5!-‘.5

@ CSP: L"Micrasoft Enhanced Cryptographic Provider v1.0" must be
selected in balow,

|M|uosuft Enhanced Cryptographec Provider v1.0 ;]

Gmplus GemSAFE Card CEP v1.0

STrUChInnS O o

nght of the screen naxt to the . Performing the upcoming steps corractly 15 essential for adhenng to palicy
and protecting your cartificate and identity.

Marasoft Enhanced Cryptographic Provider vl
Bafore clicking tha “Subirmic Requast” f3shiumberger Cryptographic Service Provider

Submit Request Staut Cver I

b. The Access Code
Password is found on Step
Three of the postal mailed
activation notice from DEA.
Itis a combination of
numbers and capital
letters.

Niobe: If Using & smart cand devics, you May selett your smart card’s CSP

Figure 44: Enter Cert Activation Information

c. Open the CSP drop-
down list and select
“Microsoft Enhanced
Cryptographic Provider
vi1.0".

1. Enter the Access Code for this certificate. The Access Code may be found in
the E-mail from DEA (regauth@deaecom.gov ) and is specific to this certificate only.

2. Enter the Access Code Password for this certificate. The Access Code may be
found in Step 3 of the postal mailed document from DEA and is specific to this
certificate only. The Access Code Password is a combination of numbers and letters
separated by dashes (the dashes are optional).

Siep 3 - Une this Acvess Code Password, along with the Aecess Code from your E-Mail o actvate your certificar

Mgy Code Paszwoid

<Apvess Code Pasrwond-

Figure 45: Enter Access Code

3. Select “Microsoft Enhanced Cryptographic Provider v1.0” as the CSP. If not
selected, the Web site will most likely indicate that an error has occurred.
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mailto:regauth@deaecom.gov

4. Click the Submit Request button.

4.1.4.1 Certificate Creation Steps

1. Click the Yes button at the Potential Scripting Violation prompt.

Potential Scripting Yiolation | x|

Ths Web site is requesting a new certificate on your behalf, You should allow only trusted Web sites ko request a
certificate for vou,
Do you wank bo request a certificate now?

Figure 46: Potential Scripting Violation

2. . Click Set Security Level.

Setting the Security Level will allows for a personal password to be entered to protect
the certificate. This password ensures that only the owner of the certificate may use it
for electronic ordering.

Creating a new RSA exchange key! J il

An application iz creating a Protected item.

Security level vet o Medum | Sct Secunty Lovel.. I

Ok | cancel | Detais.. |

Figure 46: Set Security Level

3. Change the security level to ""Hi“h" a”d click the Next button.
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Creating a new RS54 exchange key! il

Choose a securty level appropriate for this item.

= High
Request my permizsion with a pazsward when thiz

item iz to be used.

" Medium
Request my permizzion when thiz tem iz to be uzed.

g Law
Autornatically grant permission to use this item
withiout notification,

¢ Back I Mewst » I Cancel

Figure 47: Change Security Level

4. Enter the name of the certificate owner in the "Pa“sword for" t”xt box. This text
box will often be grayed out and no text can be entered, which is OK. Create a
password of your own to protect the certificate and enter it in the "Pa“sword" a”d
"Co*“firm" t”xt boxes. Once the password has been entered, click the Finish button.

2 This password is to be entered by the owner of the certificate and must not
be shared with anyone. The password is CaSe SenSiTiVe and must not be
forgotten.

Creating a new RSA exchange keyl B |

Create a pazsword to pratect this item.

Create a new pazsword for this item,

FPazzword for; | John
[example; Tom)
Pazzward: |xxxxxxxxxx

Confirme | xxxxxxxxxx

< Back I Firizh I Cancel

Figure 48: Create New Password
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5. The security level has been set to High. Click the OK button to continue.

Creating a new RSA exchange key! _il

An application is creating a Protected item.

John

Security level settoHigh | Set Secuity Lovel. |

Cancel |  Detais.. |

Figure 49: Confirm Security Level

6. Click the Yes button to add/retrieve your certificate. This prompt may appear up to
several times.

Potential Scripting Yiolation i x|

This Web site is adding one or more certificates ko this computer. Allowing an untrusted Web site to update vour
! certificates is a security risk. The Web site could install certificates you do not trust, which could allow programs that
you do not trust to run on this computer and gain access to your data,

Do you want this program to add the certificates now? Click Yes if you trust this Web site. Otherwise, click No.

|| S|

Figure 50: Add/Retrieve Certificates Prompt
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7. The below screen indicates that the certificate has been successfully retrieved.
This means that the certificate has been created and installed on the computer. At this
point, contact your wholesaler or software vendor, or retrieve additional certificates.

P‘a-mm

_JJ'-‘ Ea Tl T e TR e

- prwed

oL Gnecessful CS0OS Certificate
= “Fetrieval

| vou have successtully retneved your C505 Cemificate, This certficate can be uied 1o
=4 securely idently yrursstf within the C5035 program, Flease nobs that this cdgital

= corrficate has bewn installed on this computer and may not be retmevedadivated
Taal EQE0.

A% This Certificale is for use enly by the individeal subsoriber who ls encolled n the
C50% program awul named in the certificate. Any other indivdwal requirmg the abiiity
oo sugn electronic brders for controlled sulrstances must ersoll n te CE0S dogram o
request hisfher own C505 Carbhicateds)

Fatum ta mnin page | | Reweve seomher C505 Cemicnte |

Figure 51: Successful Certificate Retrieval

4.2 Certificate Export

Purpose: These certificate export instructions may be used to copy a certificate from the
Internet Explorer certificate store. Once the certificate has been exported it may be
backed up, transferred to another computer, or imported into the certificate store of the
ordering software.

A% The owner of the certificate is required to be present for certificate export and is
the only person authorized to enter the certificate’s password. Certificates
exported without the owner present are subject to certificate revocation by DEA.

1. Open Internet Explorer.
2. Open the Tools menu and select Internet Options.

A Controlled Substance Ordering System Homepage

__) 7 B |§]http:ﬁwww.deae:nm.gnv

8] Cortralled Substance Ordering System Homepage

" Flle Edt  View Favorites BCEEM Help

Phishing Filke 2
Pop-up Blocker b N
Delete Brawsng History. .
Manage Add-ons. .. ’l

Synchronize.,,

Windows Updste

Site Navigation _
| Internet Gptions... L
O_Home | Internet Options... | ﬂ
i

T I  nsn d o - - i

Figure 52: Open Internet Options
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3. Switch to the Content tab and click the Certificates... button.

Internet Options g|

General | Secuits| Privacy | Contert | Connections | Progams Advanced_

Content Advisor
Certificates

Personal information

Feed discavsr,

)

Fatings help you contral the Intemet content thal can be
viewed o thiz computer.

Uge certificates to positively identify yourgell, certfication
authcrities, and publishers.

[ Clear 551 State ]|| LCertificates... ||[ Publishers... J
JR e

AutoComplete stores previous entries futcComplete
anc suggests matches for pou. =
Microsoft Profile Assistant stores your W Profile
personal information. LR Ml

Feed discovery contrals how feeds are
located on pages you wisit. =

[ oK ][ Cancel J

Figure 53: Open Certificates Dialog

3.

Certificates

4. ect the CSOS Certificate to export and click the Export button.

CSOS Certificates are issued by “CSOS CA.”

CSOS Administrative Certificates expire three (3) years from the date of issuance.
CSOS Signing Certificates expire when the associated DEA Registration expires.

For a more detailed explanation of identifying certificates, see “ldentifying CSOS
Certificates.”

Intended purpose: | <Al v

| Personal | Other People | Intermediate Certificstion Authorities | Trusted Root Certificatior’ ¢ *

Issued To Issued By Expiratio...  Friendly Mame |
=] J0hn Smith CS05 CA 5/31/2007  <None>
] John smith CS0S CA 1/31/2009 =None>

2,

Certificate intended parposes

Close

Figure 54: Export Certificates
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Please note: The certificate names used in this example will vary from what appears on your computer.
5. At the Certificate Export Wizard screen, click Next.

Caertificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
ists and certificate revocation lists from a certificate
skare to your disk.

A certificate, which is issued by a certification authorty, is
a confirmation of vour idertity and contains infarmation
used to protect data or to establish secure netwarlk
cannections, & certificate skare is the system arsa whers
certificates are kept,

To conkinue, click Mext,

Cancel

Figure 55: Certificate Export Wizard
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6. Verify that “Yes, export the private key” is selected and click Next.

Certificate Export Wizard E‘

Export Private Key
‘You can choase ko export the private key with the certificate,

Frivate keys are password protected. IF you want to export the privats key with the
certificate, you must bype & password on a later page.

Da you wank to export the private key with the certificate?
S)ifes, export the private keyl
e R TR e

(Mo, do not export the private key

[ < Back l[ Mext > }[ Cancel

Figure 56: Verify Export

2% 1f the “Yes, export the private key” option is not available, please contact DEA E-Commerce
Support.

7. Select "In*“lude all certificates in the certificate path if possible” and “Enable strong
protection (requires IE 5.0, NT 4.0 SP4 or above)” (if not selected already) and only
“Enable strong protection...” the click the Next button.

Certificate Export Wizard

ExportFile Format
Certificates can be exported in a variety of file formats,

Select the Format you want tc use;

(%) personal Information Exchange - PKCS #12 { PFX)
Include all certificates in the certification path if possible

Enable strong protection {requires IE 5.0, MNT 4.0 SP4 or above)

[[]oelete the private <ev IF the expart is successful

I < Back ”i Mext > J[ Cancel J

Figure 57: Export File Format

2% Do not select “Delete the private key if the export is successful”

Notes:

e Including all certificates in the certificate path will store the E-Commerce
Root and CSOS Sub CA certificates (if found in this certificate store) with the
exported PFX certificate file.

e Deleting the private key will render useless the certificate in the certificate
store. If the PFX is lost, corrupted, or incorrectly exported, there will be not
original certificate (with private key) to work off of.
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8. Type and confirm a backup password for the certificate.

This step allows for a backup password to be created for protection of the
exported certificate file (PFX file). The owner of the certificate must enter this
password and be the only person to know it. The password created may be the
same as the certificate’s private key password, which was created during retrieval.

Certificate Export Wizard @

Password
To mainzain security, you must protect the private key by using a password.

Type ard confirm a password,

Pasaword:

Confirm password:

[ < Back H et = J[ Cancel

Figure 58: Backup Password

% Only the owner of the certificate may enter and have knowledge of this password.

The following error will be received if the typed Confirm password text does not match
the password:

Certificate Export Wizard @

L] "_-., The passwards do ok makch, Make sure the passwords are the same.
L3

Figure 60: Backup Password Error Prompt
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9. At the File to Export screen, click Browse.

Certificate Export Wizard El

File to Export
Specify the name of the file you want to expart

File name:

| [ Browse. ..

[ « Back l[ et = ][ Cancel

Figure 59: Browse for File to Export

10. Select a location to export the file to.
e To save the file to the desktop, switch the 'Sa‘e in' d’op down list to Desktop.

e The certificate may be exported to a different location, but if transferring the
certificate to another computer, exporting to the Desktop first is recommended.

Save As @EJ
Save in: |1:'| My Documents v o ? 4 "
) Recent
-—J L E ty Documents
Recent i My Computer
“e» Local Digk [C2]
= e FATIZ(D)

L 2 DVD-Rw Diive (E2)
e Removable Disk [F:)
[5) Shared Documents
; i () John Smith's Documents
_—; (5 My Documents
& My Metwark Places
My Documents (=5 Desktop Files

iy Conmputer

Desklop

_ File: narme: | N | ’_ Save ]
by Metwark, Save as vpe: Perzonal Informetion E xchange [ pfs) w ! l Cancel l

Figure 60: Select Export Location
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11. Enter a name for the Certificate file in the 'Fi‘e name:' f’eld and click Save.
Naming the certificate is very important for identification purposes since the data in
the certificate will not be visible when the certificate is in the form of a PFX file. For
this reason, certificates with vague names are difficult to manage.

e Signing Certificates should be named using one of the following naming
conventions:

0 CSOSOrdering or JohnOrdering
0 CSOSSigning or JohnSigning

0 John_AB1234567 (please use when the subscriber has multiple certificates
for multiple DEA Registration numbers)

e Administrative Certificates should be named using one of the following naming
conventions:

0 CSOSAdmin or JohnAdmin

Save As g]
Save in @ Desktop B 0 Gl
‘_}My Documents
_J } My Computer
Recert W Imy Metwork Places

|Z)Deskbop Files

=]

‘ Desktop
|

My Documents
=1
ty Coamputer
‘»} File hame: IJohnSigning hd

by Metwork, Save a3 type: | Personal Information Exchange [*.pk] bl

Figure 61: Name Certificate

12. Verify that the 'Sa‘e as type' o’tion is set to ""Pe*sonal Information Exchange (*.pfx)". ”Click
Save.
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13. Back at the File to Export screen, click Next.

Certificate Export Wizard g]

File to Export
Sperify Fhe name nf Fhe File yonowant booespinek

File name;
ChDocuments and SettingsiJohn SmithiDesktoplJohnSgning. pfx Browse, ..

[ < Back ” Mext = ]l Cancel

Figure 62: Confirm File to Export

14. At the Completing the Certificate Export Wizard screen, click Finish.

Certificate Export Wizard } x|

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Export
wizard,

You have specified the Following settings:

File Mame Do
Export Keys Yes
Include all certificates in the certification path Mo
File: Format Person

< Back I Finish I Cancel

Figure 63: Complete Wizard
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15. The Exporting your private exchange key! Screen will vary depending on whether
the certificate has a password or not. If there is no password on the certificate, simply
click OK. If there is a password, you will be required to enter it here before clicking
OK.

" Do not select the Remember password option check box.

2 Only the owner of the certificate is authorized to enter and have knowledge of this
password.

2% This password is cAsE SEnSiTiVe. If unable to remember this password, please
attempt all passwords that are typically used by the subscriber. Contact DEA
Diversion E-Commerce Support if unable to export.

Exporting your, private exchange key

CiyptodsP| Private Fey |

[ ] Bemember pazsward

k. H Cancel H Detais. ..

Figure 64: Type Password

16. At the The export was successful screen, click OK.

Certificate Export Wizard [5__<|

The export was successul,

Figure 65: Successful Export

If the following error (or a similar one) is received, then the private key password was not
entered correctly. Remember, this password is case sensitive and was set during initial
retrieval.
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4.3 Certificate Verification Steps

Once the certificate is downloaded, the Subscriber data in the certificate may be verified
for accuracy. Verification may be done using available commercial PKI ordering system
software applications. Contact the DEA Diversion E-Commerce Support if you require
assistance.

The certificate extensions described in this document are defined in the DEA certificate
profile. The DEA certificate profile can be obtained from the DEA Diversion E-
Commerce Web site at http://www.DEAecom.qgov/pki cert crl.pdf.

The following six extensions have been added to a standard X.509 certificate to support
DEA business requirements. CSOS Signing Certificates contain data for each of these six
extensions, while CSOS Administrative Certificates do not contain any information
associated with a DEA Registration.

e DEA Certificate Version Number Information — This extension is to provide
version control and identification for any future technology advancements.

e DEA Registrant Name — Identifies the name of the DEA registrant associated
with the certificate.

e DEA Valid Schedules — Identifies the DEA controlled substance schedules that
the holder of the certificate is authorized to handle.

e DEA Business Activity — ldentifies the DEA business activity of the associated
DEA registration.

e DEA postal Address — Identifies the place of business that is registered with the
DEA for the respective DEA registration number identified in the DEA
registration number extension.

e Hashed DEA Registration Number— SHA-1 — Identifies the hashed DEA
number associated with the certificate.

To interpret DEA extensions the following steps should be followed:
e View/Open the certificate
e View the DEA schedule extension in the certificate

e Decode the value of the DEA schedule extension
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4.3.1 View/Open the certificate

A CSOS Certificate must be opened in order to view the data it contains about its owner
and associated DEA Registration.

1. Open Internet Explorer on the computer used to retrieve the certificate, or the
computer that the certificate is currently installed on.

2. Open the Tools menu and select Internet Options.

A Controlled Substance Ordering System Homepage

Wy & if‘p‘_‘]http:.l'.l'www.deaecam.gw

i!_ﬂ Controlled Substance Ordering System Homepage

" Fle Edt View Favorites WEESH Help

Phishirg Filke:

Pop-up Blocker »
Dielete Browsing Histary ...
Manage Add-ons. .,

Syrichronize.,

Windows Update

| Internet Options... ﬁ
- an e ad | — —-— - L

Figure 66: Open Certificate

3. Select the Content tab and click the Certificates button.
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Internet O ptians E|

General | Secuity | Privacy | Content | Connections | Programs | Advanced

Content Adwazor

Ratings help you control the Intermet content tkat can be
@ viewed on this computer.

Certificates

% Usge certificates to positively identify pourself, certification
| authorties, and publishers.

[ Clear 551 State ] | Certificates. .. | l Publishers. .. ]

Perzonal information
n AutaComplete stores previous entries AutoComplete
anc suggests matches for pou L
Microzoft Profile Assistant stores your My Profils
personal infarmation. ——

Feed discovary

Feed dizcovery controls how feed: are

A Feeds. .
lozated on pages vou visit,

’_ ()8 ” Cancel ]

Figure 67: Verify Certificate

4. If installed on this computer in Internet Explorer, the CSOS Certificate(s) should
be available in this Certificates list on the Personal tab.

e All CSOS Certificates are issued by “CSOS CA.”

e (CSOS Administrative Certificates expire three (3) years from their date of
issuance.

e CSOS Signing Certificates expire when the associated DEA Registration expires.

Rxperhed prrpuse: =hlx -,
Parsonal | Othar Pecge | Inkemediahe Certfication Authrtses | Trusted Rodt Certicator © *
tssued Ta Tssued By Expiratio... | Friencly Name
[E] Jonn Semith 505 Ca SFAVI007  =Non-
= senn senitn LS50S CA 1312000 <None>
% »
Cevldicate phended porposes

Figure 70: View Certificates

5. Double click on the Certificate to be verified.
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6. Click on the Details tab to view the Certificate’s DEA extensions.

Certificate E

General Details | Certification Path
Show: | EEIES v
Field Yalue -~
E'v'ersion w3
[Flserial number 4394 76 10
ESignature algorithm shalR3a
[Fl1ssuer 505 CA, €505, E-Commerce. ..
E'v'alid From Friday, February 17, 2006 10:...
[Flwalid to Saturday, April 23, 2006 11:0...
== hjert SehTesHIZ 72NNALRT #3, Fin. ..
| Elrublic key RSA (2048 Eits) ”
Edit Properties. .. I [ Copy to File. ., ]

Figure 68: Verify Certificate Details

4.3.2 View the DEA extension in the certificate

Each extension or Field in the certificate is shown in the left column of the Certificate’s
details tab. The Certificate’s associated value for that field is displayed in the Value
column as well as the bottom pane when a field is selected. The below table should be
used to interpret the Field (“object identifier”) number to a readable DEA extension
name. This section of the Subscriber Manual documents how to interpret and verify the
data contained in a CSOS Certificate.

Table 2: Certificate Field Value Mapping to DEA Extension Name

Certificate Field VValue | DEA Extension Name
(object identifier)

2.16.840.1.101.3.5.1 DEA Certificate Version Number

2.16.840.1.101.3.5.2 DEA Registrant Name

2.16.840.1.101.3.5.4 DEA Schedules

2.16.840.1.101.3.5.5 DEA Business Activity

2.16.840.1.101.3.5.6 DEA Registered Postal Address

2.16.840.1.101.3.5.7 Hashed DEA Registration Number (SHA-1)
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4.3.3 DEA Certificate Version Number Information

The DEA Certificate Version Number Information extension allows relying party
applications to identify the DEA profile version being used by the particular certificate.
This enables multiple profile versions to be used at the same time without ambiguity.

The value of the extension is displayed as a hexadecimal value. The DEA Certificate
Version Number Information value is the last two characters (i.e. 00) of the extension
value. The current value is fixed at 0 to represent version 1 of the DEA certificate profile.

Certificate

e ——
General | Details  Certification Path

Show: '_Extensims Only V_‘
Field Yalue “
#12.16.540.1.100.3.5.1 02 0100/
m#]2.16.540.1.101.3.5.2 130b54 62 6d 2773 20 41 70..,
@2.16.840.1.[01.3.5.4 030100
@2.16.840.1.[01.3.5.5 3003130141 -
Te]2.16.840,1.101.3.5.6 Oc 1e 31 36 30 3020 50 41 20...
T2, 16.840,1.101.3.5.7 0414111111 1111 0000 00..,
@Certificate Palicies [1]Certificate Policy:Policy Ide...

| ﬁ_Subject Altermative Mame RFCB22 Mame=Test@Test.com |
02 0100

Indicates CSQOS Certificate
Profile Version 1.

Edit Properties. .. ] [ Zopy ko File. .. ]

Figure 69: DEA Certificate Profile Version

In the above figure, the DEA certificate profile version extension value is 00, which is
Version 1.
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4.3.4 DEA Registrant Name

The DEA Registrant Name extension is used to identify the DEA Registrant for which a
CSOS Signing Certificate is associated. Example: last name, first name middle initial
(Doe, John A) or business name (Acme, Inc.).

Highlight section 2.16.840.1.101.3.5.2 to view the associated Registrant Name, as
displayed below:

Certificate

General | Detals jCertiFication Path |

Show: | <all> v|
Field Yalue ’_\
[T82.16.840.1.101,3.5.1 0z 0100
i 13 0b 54 69 64 27 73 20 41 70.,,

£52.16,840.1.101.3.5.2
2.16.840.1.101.3.5.4 030100

@2.16.840.1.101.3.5.5 3003130141
@2.16.840.1.101.3.5.6 Ocle31 363030205041 20..,
@2.16.340.1.101.3.5.? 041411111111 11 000000,,,
@Certiﬁcate Palicies [1]Certificate Policy:Palicy Ide...

| [E¥}subject Atemative Name  RFCB22 Name=Test@Test.com ¥

13 0b 54 69 6d 27 73 20 [ | Main Street
41 70 6f 74 &8 #| tharmacy #1

DEA Registrant Name as it
appears on the associated
DEA Registration Certificate
(Form DEA-223)

[ Edit Properties. .. ] [ opy ko File... ]

Figure 703: DEA Registration Name
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4.3.5 DEA Schedules

The DEA Schedules extension reflects the controlled substance schedules the certificate
owner is authorized to prescribe or dispense.

Certificate

General | Details | Certification Path

Show: | <all> v'
Field Yalue A
Hz.16.840.1.101.3.5.1 020100
[T¥z.16.5840.1.101.3.5.2 13 0b 54 69 6d 27 73 20 41 70...

£3:2,16.840.1.101.3.5.4 0302 017E
T4]2.16.540.1.101.3.5.5 3003130141
@2.16.840.1.101.3.5.6 Ocle31363030205041 20,
@2.16.840.1.101.3.5.? 04 1411 11 11 11 11 0000 00..,
@Certiﬁcate Policies [1]Certificate Policy:Policy Ide. ..
L ﬁSubject Alternati_\fe Marne RFCE22 Mame=Test@Test.com b |

03 02 01 '?E'vl—-__________ T

Hexadecimal representation of valid DEA
Schedules. 7E corresponds to the
authorization for ordering Schedule 11-V
controlled substances.

[Edit Proparkies... ] [ Copy to Fils, ., ]

Figure 714: DEA Schedule Extension

In the above figure, the DEA schedule extension value is 7E. ‘7E’ represents a
hexadecimal number (Base-16 rather than the standard base-10 counting system). When
translated to binary (Base-2), the allowable ordering schedules can be determined. Since
the majority of CSOS Signing Certificates are issued for schedules 11-V (2, 2N, 3,
3N, 4, and 5), this translation will not be necessary if your Certificate’s associated
DEA Registration number is authorized for these schedules.
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4.3.5.1 Convert a Hexadecimal to Binary

Use the last two characters of the Certificate Extension Value as shown in Figure 4.
Using each of the two characters separately, the following conversion table allows the
associated binary value to be determined.

Table 3: Hex to binary conversion table

Hex Value | Binary Value

0]0

P, |lolo|lo|lo|lo]o|o|o

Tmmloglo|lm|>|o|w|v|o |u|s]|w v |- |o
Pk, |, |lolololo]|r |k |- |+~ |lo|o|o
Pl |lololr |k |lolo]lr |k |lo|lo |- |- |o
ol |lolr|lolr|lolr|lol-|lo|r |lo]-|o

Using the above conversion table for an extension value of *7E’:

e Hexadecimal value of 7 translates to the binary 0111.

e Hexadecimal value E translates to binary 1110.

e Combining the two binary values results in 01111110.

The resulting binary number (i.e. 01111110) can be used to determine the authorized
ordering Schedules. Each 0 or 1, called a “bit’, represents a DEA Schedule. Reading from
left to right, each bit has a position (position 0 through 7), which maps to a DEA
Schedule as documented in Figure 6.

e A0 bit indicates an unauthorized schedule.

e A1 bit indicates an authorized schedule.
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The table below provides a mapping of allowable schedules to bits in the DEA schedule
extension.

Table 4: Controlled Substance Schedule Bit

Bit | Schedule

0 Schedule | Narcotic and Non-narcotic

1 Schedule 11 Narcotic

2 Schedule 11 Non-narcotic 2n
3 Schedule 111 Narcotic 3

4 Schedule 111 Non-narcotic 3n
5 Schedule 1V 4

6 Schedule V 5

7 Unused N/A

The table below displays sample schedule to bit to hex value mappings.

Table 5: DEA extension value conversion table

Bit field 01 |2 (3|4 |[5|6|7
Decimal | HEX

Schedules 1(2 [(2n|3|3n |4 |5 | Unused

22n33n45 (0|1 (1 |1|1 |1]1]0 126 7E
2,3,3n,4,5 Of(1 )]0 (11 |11]1]|0 94 5E
2n,3,3n,4,5 0O(0 |1 (11 |11]1]|0 62 3E
2 0O(1 |0 (0|0 |[O]0O]|O 64 40
2n 0(0 |1 (0|0 |[O]0O]|O 32 20
3n45 0(0 |0 (O]1 (110 14 0E
2n3n45 0O(0 |1 (0|1 (110 46 2E
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4.3.6 DEA Business Activity

The DEA Business Activity extension identifies the business classification of the CSOS
Subscriber’s associated DEA Registration. The DEA Business Activity code must be
consistent with the associated DEA Registration Certificate (Form DEA-223).

| General | Details | Certification Path |

Show: | <al> e
Field Walue ~
[f¥z.16.840.1.101.3.5.1 020100
Fz18890.1.101.35.2 130b 54 69 6d 27 73 2041 70,..
[2.16.840.1.101.3.5.4 0301 00
%2 1,355 30031301 41
E¥z.16.840.1.101.3.56 0c1e31353030205041 20,
Ez.16.840.1.101.35.7 041411 11 11 11 11 000000,..
[ certiicate Polices [1]Certificate Policy:Policy Ide. ..

L Easubiect Alternative Name RFCB22 Mame=Test@Test.com ¥ |

30 03 13 01 41 0 TZ]

Business Activity Code: In this
example, the associated DEA
Registration is a Pharmacy

[ Edt Properties... | [ copytoFie... |

Figure 725: DEA Business Activity Code

Table 6: DEA Business Activity Codes for CSOS

O
o
o
@D

Business Activity

Pharmacy

Hospital/Clinic

Practitioner

Teaching Institution

Manufacturer

Distributor

Researcher

Analytical Lab

Exporter

z|lx|z|lo|m|mlo|o|w|>

Mid-Level Practitioner

Narcotic Treatment Programs

Maintenance

Detoxification

Maintenance & Detoxification

Compounder/Maintenance

Compounder/Detoxification

CcCl|Hd|lwnw|xm|O|=Z

Compounder/Maint. & Detox
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4.3.7 DEA postal Address

The DEA postal address Certificate extension identifies associated DEA Registration’s
postal address as it is registered with DEA.

Certificate

P—

General | Details | Certification Path

-

Show: | <all= w
Field YWalue 4
@2.16.840.1.101.3.5.1 0z 01 00
2.16.840.1.101.3.5.2 120b54 69 6d 27 73 20 41 70...
@2.16.840.1.101.3.5.4 0301 00
@2.16.840.1.101.3.5.5 0023130141

78 2.16.840,1.101.3.5.6 Oc 1e 51 36 30 30 20 50 41 20..,

@2.16.840.1.101.3.5.? 041411111111 11 000000..,
@Certificate Palicies [1]Cerkificate Policy:Policy Ide. ..
__@_ﬁybjn_&ct_.ﬁ.lterna_tiv_e Mame RFCE22 Mame=Test@Test.com ¥ |

Oz 1= 31 36 30 30 20 5O .
11 20 41 S& 45 24 24 24 |--123 Main
53 75 66 B6 Af 6 Rh 24 |Street$$SAnytown$

b 41 24 32 33 34 33 34 | VAS22033

Address as registered with /

DEA and indicated on DEA
Registration Certificate (Form

DEA-EZS)L - ’ j l Copry ko Fila,.. ]

Figure 73: DEA Registered Postal Address Extension

The resulting extension value takes the format of: Address 1$Address 2$Address
3$City$State$Zip Code as shown in the above figure.

Table 7: DEA Postal Address Example Values

CSA Database Field | CSA Database value
Example 1

Address 1 Dept 1

Address 2 123 Main Street

Address 3 PO Box 45678

City Home Town

State MD

Zip Code 12345-6789
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Extension Value | Dept 1$123 Main Street$PO Box 45678$Home Town$MD$12345-6789

Example 2
Address 1 123 Main Street
Address 2
Address 3
City Home Town
State MD
Zip Code 12345-6789
Extension Value | 123 Main Street $$$Home Town$MD$12345-6789
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4.3.8 DEA Registration Number

For privacy reasons, a CSOS Signing Certificate’s associated DEA Registration number
does not appear in clear text in the Certificate. The DEA Registration number, along with
the Certificate Serial Number, are hashed together and included in the Certificate Field
2.16.840.1.101.3.5.7. Using a hash (an irreversible encoding), the DEA Registration
number may be verified only if it is already known. Since the purchaser’s DEA
Registration number is included in all CSOS transactions, the supplier may use the given
Registration Number from the order along with the Certificate’s Serial Number to
determine the validity of the DEA Registration Number in the Certificate used to digitally

sign the order.

P

Certificate

Gunoral | Detailz | Eurtification Palh

Show | <all V|

Field value ~|
| [f82.16.840.1.101.3.5.1 0201 00

[f2.16.840.1.100.3.5.2 13 0b 54 69 6d 27 7320 41 70..,
[He.16.540.1.101.3.5.4 0301 00

[Hz.16.840.1.101.3.5.5
[Hz.16.840.1.101.3.56

#52,16,840.1,101.3.5.7

3003130141

0c le 31 36 30 30 20 50 41 20...
CE DS 9A 70 3D F7 CF 8B...

[1 1 retifirate Policy :Policy Tre. ..
RFCB22 Mame=Test@Test.com ™|

] Certificate Prlicies
__ﬁSub_ject Alternative Mame

C6 D8 9A 70 3D F7 CF &B
BD A9 4A 2F 37 BB C6 R4
30 29 25 78
\ Hash value of DEA Registralion
Number and CS0S Certificate
Serial Number

[EditProperties... ] [ Copy toFile. .. ]

Certificate

2%

e n— . .
Gunral | Details | Cortification rath

Show: | <all» v|
Field value |
E Version V3
B serial number $3947610
ESignature algorithm shalRSA
Issuer Co05 Ch, C505, E-Commerce. .,
Evalid from Fridaw, February 17, 2006 10:,..
E\falid to Saturday, April 29, 2006 11:0...
X010122006004, Jo..
| Elrublic key RSA (2048 Bits) |
Serial Number =(X010122006004 | A
M= John Smith
Ol = 44
Ol = C505
OU = E Commuri - -
U = Diversion Control CS0S Certificate Serial
Ol = DEA
OLl = Department of Justice Number
O = L5, Government bt

[EditProperties... ] [ Copy ko File... ]

Figure 74: Hashed DEA Registration Number
Extension
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Table 8: Hashed DEA Registration Number Value

SHA-1 Hash Value Using

DEA Registration Number AA1234567

CSOS Certificate Serial Number X010122006004

Concatenated DEA Registration Number and CSOS Certificate | AA1234567X010122006004
Serial Number

SHA-1 Hash value result using the above concatenated | c6d8 9a70 3df7 cf8b bda9 4a2f 37bb
numbers (this is the value appearing in the Certificate) c6ad 3029 2578

The table above provides an example for the inputs and output of the hash value placed in
a CSOS Signing Certificate. A Subscriber may verify a Certificate’s hash value using
software such as a hashing calculator utility. An invalid hash value will result in an error
when a supplier attempts to validate a purchase order. Please contact DEA Diversion E-
Commerce Support if such an error occurs.

5 Certificate Management

5.1 Certificate Renewal

Certificate Renewal is the process of DEA issuing a new certificate to a subscriber. The
subscriber will be issued new activation codes and must retrieve the new certificate via
DEA'’s secure certificate retrieval Web site.

All CSOS digital certificates have an expiration date after which the certificate will no
longer be valid for electronic ordering or digitally signing communications.

e CSOS Signing Certificates expire when the associated DEA Registration
expires.

Signing Certificates must be renewed in addition to the DEA Registration.
e CSOS Administrative Certificates expire three years from the date of issuance.

The CSOS RA sends an E-mail notifying the Subscriber and the Subscriber’s CSOS
Coordinator 45 days prior to the expiration date of the Subscriber’s CSOS certificate. The
Coordinator is responsible for renewing the certificate and is provided Certificate renewal
instructions with the E-mail notice. Failure to renew a CSOS Signing Certificate will
result in an inability to sign electronic orders for controlled substances.

There are two types of renewal methods for CSOS Certificates.

e Electronic renewal may be used twice — certificates may be renewed via E-mail or
over the phone up to two times after initially enrolling in CSOS.
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o E-mail: E-mails must be digitally signed. If not digitally signed, DEA will
call to validate the Coordinator’s identity.

0 Phone: the Coordinator may call DEA E-Commerce Support. Certificates will
be renewed once DEA has validated the Coordinator’s identity.

e Initial enrollment must be used the third time - Subscribers are required to
reestablish identity using the initial registration process (mailing in a new
application package) as discussed in Sections 2 and 3 of this Subscriber Manual.

5.2 Certificate Revocation

Certificate revocation results in the loss of ability of the digital certificate holder to use
the certificate for electronic ordering purposes by placing the certificate information onto
a “Certificate Revocation List”, or CRL. Suppliers are required to check each digitally
signed order to ensure that the certificate associated with the digital signature has not
expired or been revoked. Revoked certificates appear on a CRL within 24 hours of
acknowledgement by DEA Diversion E-Commerce Support, or within six (6) hours of if
the revocation reason is due to known or suspected compromise of the private key.

5.2.1 Revocation Reasons

A Subscriber’s certificate may/will be revoked under the following circumstances:

e The subscriber (certificate holder) no longer orders controlled substances and/or is
no longer employed by the organization associated with the Certificate’s DEA
Registration number

e Subscriber information contained in the certificate has changed including legal
name changes and E-mail address changes

e DEA Registration (as indicated on the paper DEA Registration Certificate, form
DEA-223) information has changed including DEA Registration name, number,
address, or authorized ordering schedules are reduced

e DEA posts notice that certificate holder’s DEA Registration has been revoked,
suspended or restricted, that the Registration information has changed, or that the
Registration has been terminated

e It can be demonstrated that the Subscriber has violated the stipulations of the
Subscriber Agreement

e The private key is lost, compromise is suspected, or cannot be accessed for any
reason (the private key used when digitally signing a document is activated by
a password or token under the Subscriber’s sole control, so it is important
not to divulge this information to anyone, even your Registrant or CSOS

67



Coordinator)

e The Subscriber, the DEA Registrant under whose Registration a certificate holder
obtained a certificate, or CSOS Coordinator requests that the affiliated Subscriber
certificate be revoked

Official policy regarding Certificate revocations may be found in the E-Commerce
Certificate Policy available on www.DEAecom.gov.

5.2.2 Procedure for Revocation Requests

The DEA E-Commerce Web site contains detailed instructions that may be used to
request certificate revocation. Revocation requests can be made by sending a digitally
signed email to CSOSrevocation@DEAecom.gov_or by telephone to 1-877-DEA-
ECOM (1-877-332-3266).

In the event of suspected compromise, the Subscriber, or other authorized person, can
request revocation via a telephone call to DEA Diversion E-Commerce Support at 1-877-
DEA-ECOM (1-877-332-3266). Telephone requests for revocation will be authenticated.
Revoked or suspended certificates must not be used to digitally sign orders for
controlled substances!
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6 Certificate Security

The following Certificate Security section refers frequently to the Subscriber’s private
key. The private key is the component of the subscriber’s digital certificate used for
digital signatures and therefore is not accessed by anyone (including DEA and suppliers)
other than the subscriber.

Passwords or security tokens used to activate the Subscriber private key must never
be shared. Methods for protecting the private key and the activation data to that key are
discussed in this Certificate Security section. All CSOS Subscribers (e.g., certificate
holders) must provide secure storage for their private key. The following sections outline
some basic guidelines that help to mitigate the likelihood of a private key compromise

Please note that the Code of Federal Regulations and DEA Diversion Control E-
Commerce System Certificate Policy govern the CSOS program. Additionally, the CSOS
Subscriber Agreement and Privacy Policy bind all CSOS subscribers. These documents
are the official sources for policy regarding the topics mentioned in this section.

6.1 Private keys must be kept private.

If someone other than the Subscriber (owner of the certificate) has access to the private
key or password, regulations require that the Subscriber immediately report the
compromise (or suspected compromise) to DEA Diversion E-Commerce Support so that
the certificate can be revoked. It may be possible for a new certificate to be issued.

6.2 Secure access to the private key.

Use strong passwords or multi-factor authentication to secure access to the private key.
The process of digitally signing an order will require the Subscriber to either input a
password known only to him or her, or to use a biometrically-activated token (proving
that the Subscriber is the private key owner). Passwords used to secure access to the
private key must be strong enough so that they cannot be guessed or easily “cracked.”
Strong passwords include the following characteristics:

e At least 8 characters
e Upper and lower case characters

e Numbers and/or special characters, such as the * or # in the middle of the
password

e Names or words that cannot be found in the dictionary

6.3 Enable the Workstation/PC Inactivity Timeout for 10 minutes.

Once the Subscriber private key has been activated to digitally sign orders, the key must
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not be left unattended or otherwise available to unauthorized access. Windows PCs using
a password-protected screen saver that activates after 10 minutes of inactivity help
prevent such unauthorized access if you are away from your desk. Contact your network
administrator or DEA Diversion E-Commerce Support for information on this if you are
using a Windows PC.

6.4 Anti-Virus/Spyware Software

Using up-to-date anti-virus/spyware software helps prevent Trojan horse programs and
malicious spyware, which may “stealthily” install a keyboard logger capable of recording
the password and other private information entered into the system. This information can
then be transmitted without your knowledge to other parties.

6.5 Backing-up or Escrowing the Private Key

Private Key escrowing involves allowing a third party to maintain a copy of the private
key (i.e. the CSOS Certificate). Regulations and policy explicitly prohibit escrowing
or backing up of a private key used for digital signatures.

6.6 Method of Deactivating Private Key

After use, the Subscriber must deactivate the key (e.g., via a manual logout procedure, or
automatically after a period of inactivity) so that someone following the Subscriber
cannot sign using the key. It is important to completely close (not minimize) the browser
window if using a Web-ordering environment to ensure that the activation information is
not accessible to others.

6.7 CSOS Application and Auditing Information

DEA does not provide a CSOS software application to organizations for electronic
ordering. DEA provides digital certificates for use with approved CSOS enabled software
applications. Organizations must develop or purchase CSOS applications that have been
audited to DEA regulations by a third party (independent) auditor of the organization’s
choosing to ensure that all of the regulations governing the use the electronic orders have
been met in the software application. DEA Diversion Investigators may ask an
organization to provide evidence of this audit information at any time, and may internally
audit an organization’s local enrollment (application) processes to ensure that the
processes are maintained as specified in the DEA Diversion Control E-Commerce
System Certificate Policy available at www.DEAecom.gov. If you have questions about
this auditing or the availability of commercial CSOS applications, please contact DEA
Diversion E-Commerce Support. For more information on Auditing, please see Section 7
of this Subscriber Manual or the Code of Federal Regulations available on
www.DEAecom.gov.
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7 CSOS Software Application Audit Requirements

Software applications purchased or developed internally for use with CSOS digital
certificates for the purposes of electronically ordering controlled substances must comply
with the technical requirements discussed in the 21 CFR, Parts 1305 and 1311. To ensure
that the digital signature system functions properly for both the supplier and purchaser,
DEA requires that the organization developing the CSOS application software have the
application audited by an independent auditor prior to use. If an audited application’s
order signing or verification processes are modified, those functions of the software
application must again be audited to ensure that the application remains in compliance
with DEA regulations.

DEA does not require the auditor to submit a copy of the auditing results report to DEA,
however application providers must retain a copy of the audit report and submit it to
DEA upon request for review. Purchasers of commercial-off-the-shelf (COTS) CSOS
applications should request that the vendor provide evidence that the software has been
audited and complies with DEA regulations.
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8 Contact Information

8.1 Mailing Address

Drug Enforcement Administration

Attention: Sterling Park Technology Center / CSOS
8701 Morrissette Drive

Springfield, VA 22152

8.2 Support Center Contact Information
E-mail: CSOSsupport@DEAecom.gov
Phone: 1-877-DEA-ECOM
1-877-332-3266
Web: www.DEAecom.gov/support.html

Note: DEA will never request that an individual’s full Social Security Number (SSN) be
provided over the phone or via E-mail. The last 4 digits of the SSN, however, may be
used to authenticate identity.
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9 Glossary

Access Code

One of two pieces of information required for retrieving a CSOS
Certificate. The Access Code is a number provided to the CSOS
subscriber via E-mail.

Access Code

One of two pieces of information required for retrieving a CSOS

Password Certificate. The Access Code password is a combination of
numbers and letters and is provided to the CSOS Subscriber’s
Coordinator via postal mail.

Activation See Certificate Retrieval.

Activation Notice

A communication (E-mail and postal mailed document) from
DEA containing information required to retrieve a CSOS
Certificate.

Addendum A CSOS Application Form attachment (Form DEA-254) allowing
a CSOS Applicant to list additional DEA Registration Numbers
that he/she is requesting to be associated with for the CSOS
Program.

Applicant See CSOS Applicant.

Application See Certificate Application Package.

Package

Authenticate

To confirm the identity of an entity when that identity is
presented.

Authentication

Security measure designed to establish the validity of a
transmission, message, or originator, or a means of verifying an
individual’s authorization to receive specific categories of
information.

Backup Copy of files and programs made to facilitate recovery if
necessary.

Certificate (Subscriber) certificates identify the individual named in the
certificate, bind that person to a particular public/private key pair,
and provide sufficient information demonstrating the Subscriber is
operating under the authority of the DEA Diversion Control E-
Commerce System program.

Certificate General term for form DEA-251, DEA-252, and DEA-253. A

Application CSOS Certificate Application is the form submitted by an
individual requesting enrollment in the CSOS Program.

Certificate A term used for any CSOS Certificate Application with all

Application required supporting documentation.

Package
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Certificate Policy
(CP)

An official policy document governing the CSOS Program. The
DEA Diversion Control E-Commerce System Certificate Policy
specifies:

1. The Certification Authorities, the Subscribers, and the Relying
Parties authorized to participate in the PKI program described by
this Policy,

2. The obligations of the participants governed by this Certificate
Policy, and

3. The minimum requirements for the issuance and management
of digital certificates used within the CSOS programs - and other
suitable applications.

Certification
Practice Statement
(CPS)

A statement of practices which a Certification Authority employs
in issuing and managing certificates.

Certificate The process of acquiring a new CSOS Certificate once a current
Renewal CSOS Certificate has been revoked or has expired.

Certificate The required process of generating a CSOS Certificate via DEA’s
Retrieval secure Web site.

Certificate The processed of invalidating a CSOS Certificate prior to its
Revocation expiration date.

Certificate A list maintained by a Certification Authority of the certificates
Revocation List that have been revoked prior to their stated expiration date.
(CRL)

Certificate Store

The component of an Internet browser (such as Internet Explorer
or Firefox) that provides access to digital certificates. Certificates
may be viewed or managed from within a browser’s certificate
store.

Certification

This term is used to identify both the Root CA role operated by

Authority (CA) DEA as well as the Subordinate CA that would be operated by
other entities in compliance with DEA regulations.
Compromise Disclosure of information to unauthorized persons, or a violation

of the security policy of a system in which unauthorized
intentional or unintentional disclosure, modification, destruction,
or loss of an object may have occurred.
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CSOS Applicant

An individual requesting enrollment in the CSOS Program who
has not yet been approved and issued a CSOS Certificate.
Applicants include Registrants, Coordinators, and Power of
Attorneys.

CSOS Coordinator

An individual delegated and authorized by a DEA Registrant to be
the administrator for associated DEA Registration numbers.

CSOS Power of
Attorney (POA)

A non-administrative individual enrolling or enrolled in the CSOS
Program for signing electronic orders for controlled substances. A
POA applicant can be any individual who has been granted
ordering Power of Attorney by a Registrant and has been
approved by a CSOS Coordinator.

CSOS Subscriber

An individual enrolled in the CSOS Program who has been issued
a CSOS Certificate by DEA.

Digital Signature

The use of a digital certificate’s private key to “sign” a digital
communication. For electronic ordering of controlled substances,
each order must be digitally signed using a CSOS certificate for
authentication, order integrity, validation, and non-repudiation
(inability to deny placing an order) purposes.

Drug Enforcement
Administration
(DEA)

The DEA regulates the manufacture and distribution of controlled
substances in the United States.

Enrollment

The process of applying with DEA in order to participate in the
CSOS Program.

Hash

A hash value, or message digest, is a unique number generated
from a string of text. Since changing any character in the text
string results in a new hash value, hash values are used to provide
data integrity.

Key Escrow

A deposit of the private key of a Subscriber and other pertinent
information pursuant to an escrow agreement or similar contract
binding upon the Subscriber, the terms of which require one or
more agents to hold the Subscriber's private key for the benefit of
the Subscriber, an employer, or other party, upon provisions set
forth in the agreement.

Key Pair

Two mathematically related keys having the properties that:

1. One key can be used to encrypt a message that can only be
decrypted using the other key, and

2. Even knowing one key, it is computationally infeasible to
discover the other key.

Local Registration
Authority (LRA)

The role of CSOS Coordinator subscribers in verifying the
identity and authority of each CSOS Power of Attorney applicant
enrolling in the CSOS Program.
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Object
Identifier(OID)

An alphanumeric number registered with an internationally
recognized standards organization used within PKI to uniquely
identify policies and supported cryptographic algorithms.

Power of Attorney
Letter

A formal letter where a Registrant grants an individual the
authority to sign controlled substance orders for the indicated
DEA Registration number.

Private Key

The part of a digital certificate known only by the owner:

(1) The key of a signature key pair used to create a digital
signature. (2) The key of an encryption key pair that is used to
decrypt confidential information. In both cases, this key must be
kept secret.

Public Key

The part of a digital certificate that is publicly known:

(1) The key of a signature key pair used to validate a digital
signature. (2) The key of an encryption key pair that is used to
encrypt confidential information. In both cases, this key is made
publicly available normally in the form of a digital certificate.

Public Key
Infrastructure
(PKI)

A set of policies, processes, server platforms, software and
workstations used for the purpose of administering certificates and
public-private key pairs, including the ability to issue, maintain,
and revoke public key certificates.

Registrant

The individual who signed, or is authorized to sign, the most
recent application for DEA Registration renewal. The Registrant
is typically and owner or officer for the organization.

Registration
Authority (RA)

The unit within DEA’s CSOS Certification Authority responsible
for CSOS Subscriber Enrollment. The CSOS RA processes CSOS
Subscriber Application packages and adjudicates the identity and
validity of all CSOS Applicants.

Relying Party

A Relying Party is the entity that, by using a Subscriber’s
certificate to verify the integrity of a digitally signed message,
identifies the creator of a message, and relies on the validity of the
public key bound to the Subscriber’s name. The Relying Party is
responsible for checking the validity of the certificate by checking
the appropriate certificate status information. The Relying Party
must use the certificate to verify the integrity of a digitally signed
message and to identify the creator of a transaction.

Renewal See Certificate Renewal.
Retrieval See Certificate Retrieval.
Root CA The DEA Diversion Control E-Commerce System Root CA shall

operate in accordance with the provisions of its Certification
Practice Statement. The DEA Diversion Control E-Commerce
System Root CA shall also perform the following functions: (1)
accept and process applications for operations from Subordinate
CAs; (2) issue certificates to Subordinate CAs approved by the
PMA; (3) publish Subordinate CA certificate status information.
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Subordinate CA

A Subordinate CA is an entity authorized by the PMA to create,

sign, and issue public key certificates to authorized CSOS
Subscribers.

Subscriber

See CSOS Subscriber.
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