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1 CSOS Overview

The Drug Enforcement Administration (DEA) Controlled Substance Ordering System
(CSOS) allows for secure electronic transmission of controlled substance orders without
the supporting paper Form 222. Since some DEA registrants may not wish to take
advantage of the new regulations allowing electronic ordering, DEA will leave current
regulations and current paper ordering processes in place. The adoption of CSOS
standards is the only allowance for electronically signing and transmitting orders for
Schedule 1 (CI) and 11 (CII) controlled substances.

Each individual requesting the ability to sign electronic orders for controlled substances
must enroll with DEA. This Subscriber Manual documents enrollment with DEA in the
CSOS program as well as assistance with certificate acquisition and management. Once a
CSOS subscriber has enrolled with DEA and attained his/her digital certificate(s), he/she
may place electronic orders of controlled substances from participating
suppliers/wholesalers using CSOS approved ordering software.

1.1 CSOS Certificates

1.1.1 CSOS Signing Certificates

Each CSOS Signing Certificate issued by the DEA’s CSOS Certification Authority (CA)
contains identification information specific to an individual subscriber and his/her
associated DEA Registration. It authorizes the certificate holder to sign orders for only
those schedules of controlled substances covered by the registration under which the
certificate is issued. Each individual requesting the ability to sign electronic ClI and ClI
controlled substance orders must obtain his/her own CSOS Signing Certificate. Each
Signing Certificate is specific to one DEA Registration number for one individual.

Multiple Signing Certificates must be requested for applicants requiring the ability to sign
electronic CI and CIlI controlled substance orders for multiple DEA Registration
numbers. Multiple Certificates may be requested by completing Registrant List
Addendum Application forms (form DEA-254). Addendum forms should be attached to
and submitted with a CSOS enrollment package.

1.1.2 CSOS Administrative Certificates

CSOS Administrative Certificates are issued to CSOS Coordinators (see Section 1.2.2).
Each CSOS Coordinator, including CSOS Registrants (see Section 1.2.1) serving the role
of Coordinator, is issued one CSOS Administrative Certificate. The Administrative
Certificate may be used for digitally signing electronic communications, but is not valid
for signing electronic orders for controlled substances.



1.2 CSOS Subscriber Roles

Each CSOS applicant serves a specific role and must select a corresponding application
form. This Subscriber Manual contains enrollment instructions in Sections 2 and 3 that
are specific to each subscriber role. While the roles have overlapping responsibility, each
applicant should submit a CSOS application for only one role per DEA Registration.

1.2.1 Registrant

The CSOS DEA Registrant is defined as the individual who signed or is authorized to
sign the most recent DEA Registration application (Form DEA-223). Typically, the
Registrant is also the individual who grants Power of Attorney for controlled substance
ordering. Only the individual who signed or is authorized to sign the organization’s most
recent DEA Registration application may apply for a CSOS Certificate as a Registrant.
The Registrant is typically an officer or owner of the organization.

A Registrant completes form DEA-251 where he/she must name a Principal Coordinator
as a trusted and recognized individual for administering CSOS Certificates to CSOS
applicants for the DEA Registration number(s) listed on his/her application. The
Registrant may choose to serve the role of Principal Coordinator and may indicate so by
naming him/herself Principal Coordinator on Form DEA-251. Conversely, the Registrant
may delegate responsibility by naming an individual to serve as Principal Coordinator.
The delegated Principal Coordinator must enroll, or already be enrolled, in CSOS by
submitting Form DEA-252.

One CSOS Signing Certificate will be issued to the Registrant subscriber for each DEA
Registration number requested on his/her application package. Each Signing Certificate
may be used by the certificate owner only for digitally signing controlled substance
orders without a supporting paper form 222.

If electing to serve the role of Principal Coordinator, the Registrant subscriber is issued
one CSOS Administrative Certificate in addition to the CSOS Signing Certificate(s). The
CSOS Administrative Certificate may be used for communication purposes including
digitally signing E-mail communications.

All subscriber roles may be issued CSOS Signing Certificates. An individual, not serving
the role of Registrant or Coordinator, who requires the ability to electronically sign
controlled substance (Cl and CIl) orders may enroll as a CSOS Power of Attorney after
being authorized by the individual serving as CSOS Coordinator for the requested DEA
Registration number(s).

1.2.2 Coordinator

A Principal Coordinator must enroll for each DEA Registration number participating in
CSOS (i.e., using electronic ordering). The Principal Coordinator is the organization’s
primary CSOS contact for the DEA Registration number(s) identified on his/her
application. The Principal Coordinator applicant may be any individual employed by the
organization and must be designated by the Registrant. A Registrant may designate one
Principal Coordinator per DEA Registration number or the Registrant may serve the role
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of Coordinator him/herself.

Optionally, an organization may identify an Alternate Coordinator. Individuals acting as
Alternate Coordinator shall serve as that organization’s secondary CSOS point-of-contact
for the DEA Registration number(s) identified on his/her application. Alternate
Coordinator applicants may be any individuals employed by the organization. A
Registrant may designate one Alternate Coordinator per DEA Registration number.

Principal and Alternate Coordinators serve as the Local Registration Authority (LRA) for
the DEA Registration numbers they are responsible for. As an LRA, the Coordinator
verifies the identity and authorization of organization personnel applying for CSOS
Certificates. Power of Attorney Certificate applications must be signed by a Coordinator
as an indication that, as the LRA, the Coordinator has authorized the POA applicant to
obtain a CSOS Signing Certificate.

Principal and Alternate Coordinator subscribers are issued one CSOS Administrative
Certificate each to be used for communication purposes. Should the Principal or
Alternate Coordinator require the authority to sign controlled substance orders, he/she
must indicate so on his/her CSOS application (Form DEA-252). If signing authority is
requested, and proof of Power of Attorney is provided, the approved Coordinator
applicant is issued one CSOS Signing Certificate for each DEA Registration number
indicated on his/her application. A CSOS Signing Certificate may be used for signing
controlled substance orders for the DEA Registration number it is associated with. As
certificates are only issued to individuals, only the individual owner of the CSOS Signing
Certificate may use the certificate for signing electronic orders of controlled substances.

1.2.3 Power of Attorney (POA)

A Power of Attorney (POA) is a non-administrative individual requiring the ability to
sign electronic orders for controlled substances. POA applicants must hold a valid Power
of Attorney (a letter granting POA from the Registrant) to sign controlled substance
orders for the DEA Registration number(s) identified on their application. The CSOS
Coordinator for the DEA Registration number(s) indicated on the CSOS POA’s
application (Form DEA-253) must verify the CSOS POA applicant’s identity and the
POA applicant’s authority to sign controlled substance orders. An approved CSOS POA
is issued one CSOS Signing Certificate for each DEA Registration number for which
controlled substance order signing authority is requested. As certificates are only issued
to individuals, only the individual owner of the CSOS Signing Certificate may use the
certificate for signing electronic orders of controlled substances.



2 CSOS Enrollment

Individuals requesting the ability to participate in the CSOS program must enroll via the
DEA Office of Diversion Control’s E-Commerce Program Web site
(www.DEAecom.gov ). The enrollment process found on this Site allows the applicant
to complete the appropriate CSOS enrollment application, which must be postal mailed to
DEA along with supporting documentation.

1. Access the CSOS enrollment process at www.DEAecom.gov/applycert.html .
Please read this important information and click the Next button when finished.

s T %

progress: I J | J J J i A
Getting Started

Every individual person who wants to sign electronic orders for controlled substances must
enroll with DEA to acquire his or her own personal CS0OS Certificate.

The following enrollment process will step you through the requirements for enrolling with
DEA.

&t the end of this enroliment process you will be asked to complete an application package
that is to be mailed to DEA.

Click Next to proceed = m

Figure 1: Getting Started

2. Select the appropriate applicant type based on the information provided on this Web
page and/or this Subscriber Manual. Click the associated enrollment button at the bottom
of the page to proceed to the next step.


http://www.deaecom.gov/
http://www.deaecom.gov/applycert.html

Choose your applicant type

Registrant | Coordinator Power of Attorney
Application: erll DEA-251 Form DEA-252 ) Furm DE&-2S3
The individual who sgned 4 required administrative Any other incividual
the most recent, or is role for each DEA authorized to sign
Description:  Juthorized ta sign the next, Registration number controlled substance
*  DEA Registraticn renswal orders
‘ application (DEA Form 222)
e far your organization
Required Mo, the Registrant should  Yes, but may be sened No
role? only enroll if hefshe signs by the Registrang**
\ contrabed substance orders*
Magimum  One per DE& Registration  One Principal (F Unlirnitzd
allowed: numger Registrant s not

Cooidinator amd one

Alternate (optional) per

DE& Registration number
Signs

controlled
| substance fes COptional fes

Authorizad nfa Reqistrant for the Coardinator for the

by: requested DE& requesied DES,

L Registration number(s) Registration numberis)
m":naﬁon_: Read mors »» Read more o> Read move >

‘;mw;dm Enrollas a Enroll as a Enroll as a
raxt step > Registrant Coordinato! POA

* If the Registrant does nct sign controled substance orders, he/she does not need to enroll
n CSOS. However, he/she must delegate a Principal Coordinator if any individusls are to
|erwell in €508,

Figure 2: Choose Applicant Type

3. Please read this important enrollment information and click the Next button when
finished.

Fefrrsm htmirm i | 9= B o

E Commerce l’rugﬂm

ngxt Hens soreements, The subscriber must resd each ement, 1f
mmmmmm%mmummﬁ'mm m%m

to the bottom of esch sgreernent and dick the Acgept button in order to proceed.
2eeepting these three agreements, you will be able to dovenload your CROE application.

Click Next to proceed

Figure 3: Registrant Enroliment

4. This Registrant Agreement outlines the responsibilities of each CSOS Registrant
and Coordinator subscribers with regards to his/her administrative participation in the
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CSOS program. When submitting a CSOS Registrant (DEA-251) or Coordinator
(DEA-252), the applicant asserts that he/she has read, understood, and accepted this
Registrant Agreement. Please scroll to the bottom of the Agreement and click the
Accept button to continue.

Note: This agreement is not required for CSOS POA applicants. When proceeding
through the POA Enrollment flow, this agreement is not provided.

E-Commerce Program

— T r——

IR T N R R - |

rug Enforcement Administration
Controlled Substance Ordering System (CS0OS)

Fnired States Department of Justice
Registrant Agreement

>

. Change of addiess andfor name

b} The Power of Sttorney granted to the Cestificate holder for signing controlled
substance is no longer valid.

|5. cestificate Renewal

1 shall vesify the identity an applicant applving to venew hisfher CS0S Cetificate as
speified in section 2 of this document.

& 8lay [joJag

[ccer || Dcioe |

Please read the entire agreement and scroll to the bottom to continue.

If this page does not format correctly, or if you are unable to find the “Accept” button,
please dick hers for alternate formatting.

Figure 4: Registrant Agreement

5. This CSOS Subscriber Agreement outlines the responsibilities of all CSOS
Subscribers regarding participation in the CSOS program. When submitting a CSOS
Registrant (DEA-251), Coordinator (DEA-252), or Power of Attorney (DEA-253)
application, the applicant asserts that he/she has read, understood, and accepted this
Subscriber Agreement. Please scroll to the bottom of the Agreement and click the
Accept button to continue.
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progress: S Y N N |
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Unitad States Department of Justice

Drug Enforcement Administration

Controlled Substance Ordering System (CS05)
Subscriber Agreement

»

See Notice and Disciosuse of Drug Erdorcemernt Administration (DEA) Office of Diversion
Contrai {ODC) - Controliad Substance Qrdering Systarn (C505) document,

13. Additional Resources

The: fallowing documen:s may be obtainad by gaing to weww . DEAdiversion.usdoj goy;

€ 219y ||040g

+ DE& Dvorcion Control E Coinmcreo PEI Cortificatz Nolicy (CR), and
+ DE& Regulations - Title 21, Code of Federal Regulations, Part 1300

Diecling

Please read the entire agreement and scroll te the bottom to continue.

Figure 5: Subscriber Agreement

6. The CSOS Privacy Policy outlines the collection and protection of information
relating to the CSOS Program. When submitting a CSOS Registrant (DEA-251),
Coordinator (DEA-252), or Power of Attorney (DEA-253) application, the applicant
asserts that he/she has read, understood, and accepted this Privacy Policy. Please
scroll to the bottom of the Policy and click the Accept button to continue.

Drug Enforcement Administration (DEA)
Office of Diversion Control

agency to whom that record was previously disclosed, and a opy of that notiication will A |
be made a pat of the recocd. C50S6 will nolily the mdnadual Subserbes makag the
equest n wiking o by e-mall of any amendments that are made te the recomd. A opy of
the notification will be made a past of the record of the reguest foc amendsnent.

5. Cffeat w
Q

|Fadhee to seeepd thve Friveoy Peboy will preciude presessing of the CS05 spplioation. °=
-

ok Accept to accepk the termes anid conditions of the Cubsorber SAgreement and Prreaow g
; N

~

Please read the entire agreement and scroll to the bottom to continue.

Figure 6: CSOS Privacy Policy

7. The applicant’s CSOS Certificate Application form is available on this page. Click
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the link displayed below to open form DEA-251 for Registrant, DEA-252 for
Coordinator, or DEA-253 for POA applicants.

P s %

= o
— T ..

Reaistrant spplication Form

hese forms are ; in PDF rmpt s chould be completed onding, printed, 0l thin
signed and nets
Prioy 1 FRaiing your Registrant Spplicstion, plesse review thie sttethed (it to enpime

sy have ingluded gl required mmnivn with your ppplicption.
Do‘aﬂ previde CH0O8 WMW %ms« o the link to thiz CEOS Spplication Foong pade to

r# of veur oF supely chain Fnce all CPOF soolicants &e reoulred to
have repd the DES Hrmt tnﬂ rmﬂ! iof CI0% POS gpolicpnts), the C3OS
Subsciber sargenent, and M«fmf oy provide the 'Web site pddresy of
weweve DEAecom goy to CROP ppplicanty weithan your F'plﬂmw o pmply chain,

FORM

251 = Foim DES-281 woith Instrustions for OB awn-m sopheonts

Figure 7: Registrant Application Form

8. The appropriate CSOS Certificate Application (DEA-251, DEA-252, or DEA-253)
will open in Adobe Acrobat Reader. Aside from rare circumstances, each CSOS
applicant should submit only one CSOS application form.

e Assistance with completing the application form may be found in Section 3 of this
Subscriber Manual. Important instructions and a checklist are included with the
application.

e Do not submit a CSOS Certificate Application without supporting
documentation, as listed on the attached Application Checklist.

e Applicants requesting to be associated with multiple DEA Registration Numbers
are required to submit addition information, as documented in this Subscriber
Manual’s section “Addendum Form DEA-254 and Bulk Enrollment.”

9. Each CSOS Certificate Application is completed, printed, signed, and notarized (if
required) as outlined in the “Certificate Application Form Assistance” section of this
Subscriber Manual. Once printed, click the Next button on the CSOS Enrollment
Web page.



10. The last step of the Enrollment process provides important information to the
Subscriber concerning the rest of the Enrollment process after the CSOS Certificate
Application package has been submitted to DEA. This page may be accessed from the
following addresses:

e Registrant Applicants: www.DEAecom.gov/forms/reg/nextreg.html

e Coordinator Applicants: www.DEAecom.gov/forms/coord/nextcoord.html

e POA Applicants: www.DEAecom.gov/forms/poa/nextpoa.html



http://www.deaecom.gov/forms/reg/nextreg.html
http://www.deaecom.gov/forms/coord/nextcoord.html
http://www.deaecom.gov/forms/poa/nextpoa.html

3 Certificate Application Form Assistance

Aside from rare scenarios, each applicant to the CSOS program should submit only one
CSOS Certificate Application form. The form submitted varies depending on the
applicant’s role, as explained in the CSOS Enrollment flow on www.DEAecom.gov.
Each application form includes detailed instructions for completing the form, while this
section of the Subscriber Manual elaborates on those instructions.

Important notes:

e Each individual person requesting the ability to sign electronic orders for
controlled substances must submit an application form.

e The applicant must complete only one application form (DEA-251, DEA-252,
DEA-253) unless instructed otherwise by DEA.

e The Certificate Application form is only one of the required documents for
enrollment in the CSOS Program. Please review the checklist included on the last
page of each application form. Section 3.5 of this Subscriber Manual summarizes
the documents that must be submitted in a complete CSOS application package.

e Please reference section 3.4 of this Subscriber Manual if applying using more
than one DEA Registration number.

3.1 Registrant Application / DEA-251

All Certificate Applications should be typed electronically into the form and not
handwritten. An explanation of each field on the form is included with the Application.

3.1.1 DEA-251 Section 1 — Applicant Information

Important notes:
e All fields must be completed. Please reference the instructions included with the
applications or contact DEA Diversion E-Commerce Support if you have any
questions.

e The “Applicant” is the Registrant who has signed, or was authorized to sign, the
most recent application for DEA Registration.

e The Applicant completes only one Form DEA-251. Additional DEA Registration
numbers may be listed on an Addendum Form DEA-254.

e The Applicant lists him/herself as the Coordinator, or delegates this role to
another individual enrolling (or already enrolled) as Principal Coordinator.
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DEA-251{10/06) . : . Approved OMB
CSOS DEA Registrant Certificate Application N‘éf[lnl\le—,r_mm

Thus application monst be completed by the ndividual who signed the most recent appleation for DEA Registration (DEA Registrant) or the

madiadul authenizad to sign the most recent DEA Fegisoation apphcation. Read mstructions before conpleting ALL FIELDS ARE REQUIRED.

Section 1 — Applicant Information
Applicant Last Name ' o _
|SMI TH |
Applicant First Name -
|JOHN |
MI Applicant SSN Number Applicant Bus Phona .
[s[e]7]e]
Applicant E-Mail Address |
|JOHN .SMITH@PHAEMACY . COM |
DEA Kemstration No. UEA Femistant Mame
|.Fiﬂl2 34587 | |M.FLIN STREET PHAEMACY |
Secuty Code (e.z. Mothar's Maiden WName) Levers only, Remember thiz code ro ensure proper identification when you call the Support Desk. Mo of Addendums .
|JONES |
Applicant Business Address [
|l.'23 MAIN STREET |
City State Zip |
[ANYTCHN | 1 zfa]afs][af2]s]s]
A0S Canrdmator Tact Wames (Required - enter sither CS05 DFEA Registmnt applicant or form TFEAS?S? mnst ke aubmited by ndivicial named belowd
|SMITH |
CS505 Coorhnator First Wame (Required - enier either CS0S5 DEA Registrant applicant or form DEA-252 muist be submitted by individual named below) .
|gomN |

Figure 8: DEA 251- Applicant Information

3.1.2 DEA-251 Section 2 — Applicant Signature
Important notes:
e This applicant signature must be by the Registrant Applicant, who is the
individual listed in Section 1 of this Certificate Application (Applicant Last
Name/Applicant First Name)

o If this application is not signed, or is signed by the wrong person, the applicant
will be denied by DEA and returned to the applicant

Section 2 — Applicant Signature

By sipning thas document, 1 am stanng that [ have read, understand and agree to abide by the mies and regulanons contamed m the Conmolled Substnee Ordeying
Swstem Subseriber Agreement and USO8 DEA Remvoant Ageement | am alse cartfyng that the mformation, statements, and representafion: provided by me on
thes form are o and acowrate to the best of v knondedze, [ understand prezentng falie mformaation 15 2 cripsimal offense and 12 prowshable by law,

Section S43a}4)(A) of Tide 21, Unired Stats: Code, seates thar any person whe knowingly or intentionally furnizhes falte or frandulent informarion in the
application iz subject to imprizomment for not more than four vears, a fine of not more than $30,000.00 or both.

Applicant Signature Date

Note: This application will be denied and returned if not signed by the DEA Registrant Applicant listed in Section 1.

Figure 9: DEA 251- Applicant Signature
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3.1.3 DEA-251 Section 3 — Notary Acknowledgement

Registrant Applications (DEA-251) must be notarized as instructed. Registrant

Applications that have not been notarized will be denied by DEA and mailed back to the
applicant.

Section 3 — Notary Acknowledgement

Instructions to Notary: 1. Modify this form where necessary to assure compliance with the laws of your jurisdiction. Use the back of
the form if necessary. 2. Notary must fully complete the Acknowledgement below 3. Sign and seal'stamp the Application form.

4. ldentification #1 must be a government-issued, widely recognized form of photo 1D, such as Driver's License or Passport. ID 22 does not
require a photo, but must be a different form of ID. Examples: Valid government issued ID, employee 1D card, utility or tax bill, major
insurance card, or state pharmacist |D.

State or Commonwealth of County of Country,
On before me, personally appeared

(Applicant) proved to me on the basis of the presentation of two forms of identification listed below
to be the person whose name is subscribed to the within instrument and acknowledged to me that hefshe executed the same, and that by

his/her signature on the instrument the person executed the instrument in my presence.

ID =] {weith photograph) Type ldernfime Number: Expoanon Date:
D=2 Type: Tdentifying Number, Expiation Date;

Wimess moy hand and official seal,

Wotary's Signanme Wotary Stammp Seal
Wotary's Name (Print or Type):

Notary's Address:

Notary's Fhone: My Conwmissien Expives

Figure 10: DEA 251- Notary Acknowledgement

3.2 Coordinator Application / DEA-252

All Certificate Applications should by typed electronically into the form and not
handwritten. An explanation of each field on the form is included with the Application.

3.2.1 DEA-252 Section 1 — Applicant Information
Important notes:

e All fields must be completed. Please reference the instructions included with the
applications or contact DEA Diversion E-Commerce Support if you have any
questions.

e The “Applicant” is the individual applying to be either the Principal or Alternate
Coordinator for the associated DEA Registration numbers and whom the
Registrant for those same DEA Registration numbers will authorize.

e The Applicant completes only one Form DEA-252. Additional DEA Registration
numbers may be listed on an Addendum Form DEA-254.
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CSOS Principal Coordinator/Alternate Coordinator Certificate Application
This apphcation 15 for mdivaduals ang to serve the role of CSOS Prnncipal Coordmator or CSOS Altemate Coordinator. Applicants who hold a
valid Power of Attorney (POA) to obtain and sign Schedules I and'or II controlled substance orders for the DEA Registrant(s) identified will receive
2 CSOS Signing Certificate. Read instructions before completing. ALL FIELDS ARE REQUIRED

Section 1 — Applicant Information

Applicant Last Name

|sMITH |
Apphicant First Name

JOHN

MI Applicant SSN Number Applicant Bus. Phone

Lofa]2]f{s]af[s]ef7]e] [efs]s][slsis]{r]2]a]4]

Applicant E-Mail Address
JOHN . SMITH@PHARMACY . COM

DEA Registrahon No. DEA Fegistrant Name

AR1234567 MAIN STREET PHARMACY

Secunity Code (e.g. Mother's Maiden Name) Letters only. Remember this code to ensure proper identification when you call the Support Desk No. of Addendums
lgonEs |

Applicant Business Addrass

|12 2 MAIN STREET I
City State Zip

[prvyomy | 2] [2f=]z]e]s][s]2f2]]

Figure 11: DEA 252 - Applicant Information

3.2.2 DEA-252 Section 2 — Applicant Classification

One Principal Coordinator and one Alternate Coordinator may be enrolled in CSOS per
DEA Registration number. Please indicate whether the Coordinator Applicant is to be
the Principal or Alternate.

Important notes:

e The Principal Coordinator is a required role for any DEA Registration
participating in CSOS

e The Registrant may indicate on his/her Certificate Application (DEA-251) that
he/she will be the Principal Coordinator. In this scenario, only one other
individual may enroll as Coordinator, and must be the Alternate. The Registrant
should not complete a Form DEA-252.
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The Coordinator Applicant must indicate whether he/she requests a CSOS Signing
Certificate for signing electronic orders for controlled substances. If not requested, the
Applicant will assume solely an administrative role and be issued a CSOS Administrative
Certificate only.

e Coordinator Applicants requesting a CSOS Signing Certificate must provide a
photocopy of their letter granting Power of Attorney for controlled substance
ordering issued by the Registrant for the associated DEA Registration numbers.

Section 2 — Applicant Classification

1. Are you applying as Principal Coordinator Alternate Coordinator D
Do vou also wish to obtain a CS0S Signing Certificate for signing controlled substance orders for the identified DEA Registrant(s)?
Yes No D

Figure 12: DEA 252 - Applicant Classification

3.2.3 DEA-252 Section 3 — Applicant/Notary Signhature

Both the Coordinator Applicant and a Notary must sign the Coordinator Certificate
Application. Applications that are missing a signature, or are signed by the incorrect
person, will be denied by DEA and returned to the applicant.

e The Applicant Signature must be that of the Coordinator Applicant listed in
Section 1 of this Coordinator Certificate Application (DEA-252).

e The Notary is the individual notarizing Section 6 of this Coordinator Certificate
Application (DEA-252).

Section 3 — Applicant/Notary Signature

Applicant Signature Date

Notary Signature Date

Figure 13: DEA 252 Applicant/Notary Signature
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3.2.4 DEA-252 Section 4 — DEA Registrant’s Affirmation of
Delegation of Coordinator

This section of the Coordinator Certificate Application must contain the contact
information and name of the DEA Registrant for the DEA Registration numbers
associated with this Application. The Registrant is the individual who signed, or was
authorized to sign, the most recent application for DEA Registration for the DEA
Registration numbers associated with this application. Registrant enroliment in CSOS is
optional and may be limited to Registrants who sign controlled substance orders.

e This Coordinator Certificate Application will be denied by DEA and returned to
the Applicant if not signed by the DEA Registrant in Section 4.

Section 4 — DEA Registrant’s Affirmation of Delegation of Coordinator

Organization Name
IMAIN STREET PHARMACY |
Organization Address
[123 MAIN STREET |

Ciry State Zip
|ANYTOWN [ [v]a] [x]z2[z]a]s][t]2]3]4]
As the individual who signed the most recent application for DEA Registranion of the mdividual authonzed to sign the most recent application for DEA

Regismration for the DEA Pegistration nmumbers submitted with this application T cernify the applizant listed in Section 1 has heen delegated to acr a2 CS0S
Coordinator for the above orgamization and idennified DEA Registrant(s).

Signature of DEA Registrant Date

Last Name (Print)

[DoE |
First Name (Print)

|oanE |

Note: The DEA Registrart is the individual who signed or is authorized to sign the most recent application for DEA Regisiration. This application will be denied and
retumed if Section 4 does not include the signature of the DEA Registrant,

Figure 14: DEA 252 - Affirmation of Delegation of Coordinator
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3.2.5 DEA-252 Section 5 — Applicant Signature

Important notes:

e This applicant signature must be by the Coordinator Applicant, who is the
individual listed in Section 1 of this Certificate Application (Applicant Last
Name/Applicant First Name).

o If this application is not signed, or is signed by the wrong person, the applicant
will be denied by DEA and returned to the applicant.

Section 5 — Applicant Signature

By signing this document, I am statng that [ have read, understand and agree to abide by the rules and regulations contamned m the Controlled Substance Ordenng
System Subscriber Agreement and the CSOS DEA Registrant Agreement. ] am also certifying that the information, statements, and representations provided by me
on this form are true and accurate to the best of my knowledge. I understand presenting false information is a criminal offense and is punishable by law.

Section 843(a)(4XA) of Title 21, United Scates Code, stares that any person who knowingly or intentionally furnishes false or frandulent informartion in
the application is subject to imprisonment for not more than four years, a fine of not more than $30,000.00 or both.

Applicant Signature Date

Note: This application will be denied and returned if Sectlon 5 does not include the signaiure of the Coordinator Applicant listed in Section 1.

Figure 15: DEA 252 Applicant Signature

3.2.6 DEA-252 Section 6 — Notary Acknowledgement

Coordinator Certificate Applications (DEA-252) must be notarized as instructed.
Coordinator Certificate Applications that have not been notarized will be denied by DEA
and mailed back to the applicant.

Section 6 — Notary Acknowledgement

Instructions to Motary: 1. Modify this form where necessary to assure compliance with the laws of your jurisdiction. Use the back of the
form if necessary. 2. Notary must fully complete the Acknowledgement below 3. Sign and seal/stamp both pages of the form. 4.
Identification #1 must be a government-issued, widely recognized form of photo 1D, such as Driver's License or Passport. ID #2 does not
require a photo, but must be different form of ID. Examples: Valid government issued ID, employee 1D card, utility or tax bill, major
insurance card, or state pharmacist I1D.

State or Commonwealth of County of Country

On before me, personally appeared

(Applicant) proved to me on the basis of the presentation of two forms of identification listed below
to be the person whose name is subscribed to the within instrument and acknowledged to me that he/she executed the same, and that by
his/her signature on the instrument the person executed the instrument in my presence.

ID #1 (with photograph) Tvpe Idensifying Number: Expiration Date
ID =2 Type Idensifying Number Expiration Date

Witness my hand and official seal.

Notary's Signature: Notary Stamp/Seal
Notary's Name (Print or Tvpe):
Notary's Address:
Notary's Phone: My Commission Expires:

Figure 16: DEA 252 - Notary Acknowledement
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3.3 Power of Attorney Application / DEA-253

All Certificate Applications should by typed electronically into the form and not
handwritten. An explanation of each field on the form is included with the Application.

3.3.1 DEA 253 Section 1 — Applicant Information

Important notes:

e All fields must be completed. Please reference the instructions included with the
applications or contact DEA Diversion E-Commerce Support if you have any
questions.

e The “Applicant” is the individual applying as a CSOS Power of Attorney for the
associated DEA Registration numbers and whom a Coordinator for those same
DEA Registration numbers will authorize.

e The Applicant completes only one Form DEA-253. Additional DEA Registration
numbers may be listed on an Addendum Form DEA-254.

Section 1 — Applicant Information

Applicant Last Name
DAVIS
Applicant First Name

SAM
MI Agpplicant SSN Number Applhicant Bus. Phone

Lelofof[s]2][sfafs]e] ([elsfe|[s]s]s][sf=]2]5]

Applicant E-Mail Address

SAM. DAVIS@PHARMACY . COM

DEA Registration No. DEA Registrant Name
|nn1234567 | [MAIN STREET PHARMACY |
Secunity Code (e.g. Mother's Maden Name) Lerrers ondy, Remember this code to ensure proper identification when you call the Support Desk. No. of Addendums

johnson |E|

Figure 17: DEA 253 - Applicant Information
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3.3.2 DEA-253 Section 2 — Applicant Signature

Important notes:
* This applicant signature must be by the Power of Attorney Applicant, who is the
individual listed in Section 1 of this Certificate Application (Applicant Last
Name/Applicant First Name).

« If this application is not signed, or is signed by the wrong person, the applicant
will be denied by DEA and returned to the applicant.

Section 2 — Applicant Signature

By signing this document, ] am stating that I have read, understand and agree to abide by the rules and regulations contained in the Controlled Substance Ordenng
System Subscniber Agreement_ I am also certifying that the mformation, statements, and representations provided by me on this form are true and accurate to the
best of my Imowledge. I understand presenting false information is a crniminal offense and 15 punishable by law.

Section 843(a){1}A) of Title 21, United States Code, states that any person who knowingly or i ionally furnishes false or frandulent mformation in
the application is subject to imprisonment for vot more than four vears, a fine of not more than $30,000.00 or both.

Applicant Signature Date

Nuote: This application will be denied and returned if not signed by the Power of Attorney Applicant listed in Section 1.

Figure 18: DEA 253 - Applicant Signature

3.3.3 DEA-253 Section 3 — CSOS Coordinator Affirmation of
Applicant Identity Verification

The Power of Attorney Certificate Application (DEA-253) does not require notarization.
The Principal or Alternate Coordinator, acting as Local Registration Authority (LRA), is
responsible for verifying the identity and authority of the Power of Attorney Applicant.
This Verification is indicated in Section 3 of the DEA-253.

e This signature and name must be that of a CSOS Coordinator for the associated
DEA Registration numbers.

e Applications missing a signature, or signed by the wrong person, will be denied
by DEA and returned to the applicant.

Section 3 — CSOS Coordinator Affirmation of Applicant Identity Verification

As CSOS Prncipal Coordinator or CSOS Altemate Coordinater for the DEA Registrant(s) identified, I herebyy affirm that I have venified the
identity and authorization of the applicant in accordance with the DEA Registrant Agreement

CSOS Coordinator Signature Date

Last Name (Print)
|SMITH |

First Name (Print)

lJoHN |

Note: This application will be denied and returned if not signed by an authorized CSOS Coordinator for the requested DEA Registration(s).

Figure 19: DEA 253 Coordinator Affirmation of Applicant Identity
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3.4 Addendum Form DEA-254 and Bulk Enrolliment

3.4.1 Registrant List Addendums

The CSOS Certificate Registrant List Addendum, form DEA-254, may be attached to any
CSOS Certificate Application (DEA-251, DEA-252, or DEA-253) for the purpose of
associating the individual CSOS Applicant with additional DEA Registration numbers.
The Addendum form is simply an attachment to an existing CSOS Certificate Application
form/package.

Up to five (5) Addendum forms may be submitted allowing for the listing of 50 DEA
Registration Numbers. If the applicant is associated with more than 50 DEA Registration
numbers, he/she may bulk enroll as explained in the “Eligibility for Bulk Enrollment”
section of this Subscriber Manual.

3.4.1.1 Addendums for Registrants

Please keep in mind that a separate CSOS Signing Certificate will be issued for each
DEA Registration number indicated by the Registrant. Registrant Applicants should only
enroll in the CSOS Program if the Applicant signs controlled substance orders or is to be
the administrator/coordinator for his/her associated DEA Registration numbers.
Additionally, bulk enrollment is not recommended for any Registrant Applicant.

3.4.1.2 Addendums for Coordinators

Coordinator Applicants typically request to be the CSOS Coordinator/Administrator for
multiple DEA Registration Numbers. This scenario is ideal for organizations with
multiple DEA Registration numbers where the Coordinator Applicant(s) performs an
administrative role and does not sign controlled substance orders. Please keep in mind
that if the Coordinator Applicant requests a CSOS Signing Certificate, one Certificate
will be issued for each DEA Registration number associated with the Coordinator’s
Application package.

3.4.1.3 Addendums for POAs

POA Applicants should use Addendum forms to indicate additional DEA Registration
numbers for which the applicant requires a CSOS Signing Certificate for electronic
ordering of controlled substances. One CSOS Signing Certificate is issued to the
approved applicant for each DEA Registration number indicated on the applicant’s form
DEA-253 and addendum form DEA-254.
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3.4.2 DEA-254 Section 1 — Applicant Information

Enter the information of the CSOS Applicant. The Applicant name must be typed as it
appears in Section 1 of the corresponding applicant’s form DEA-251, DEA-252, or DEA-
253. All fields are required.

CSOS Cemficate Application Registrant List Addendum
C505 Canlom spplaties aball complas fos sdendam w idestfy pddinceu] DEA Repataan for wiuck o C505 CornBoom sboll be sarsed A C3045
(elory sphinrre ol sitoagaet ko sdfisde

: Section 1 = Applicant Information
Appiscazz Lt Nesa
|sMITH [

Applse = Frut pma

oy |
s Apphezzs 55 Membe

x] [af2fa][4]s][sf7]e]2]
Addet= (1] of1]

Figure 20: DEA 254 - Applicant Information
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3.4.3 DEA-254 Section 2 — DEA Registrant List

List the DEA Registration Number and DEA Registrant Name for each Registration the
applicant is to be associated with. The Registration (number and name) appearing in
Section 1 of the associated form DEA-251, DEA-252, or DEA-253 should not be
included in this list.

Section ! - DEA Registrant list
DEA Fezismazton No. DEA Fezismant Name

|P.1-!ICI oooool | |!-E!JN STREET PHARMACY #1 |
DEA Fegismation No. DEA Fegzisuant Name
|P.HGDDEICI'C|2 | |!-mm STREET PHARMRCY #2 |

DEA Rezismanon Mo, DEA Fezismant Name

|E.MDDDGGDJ. | |1-1AIH' STREET PHARMARCY #3 l
DEA Remsmanon Ko, DEA Regismant Name

DEA Rezismadon Ko, DEA Fegismant Name

| | | l

DEA Fegismaton Mo, DEA Fegismant INams

| |

DEA Rezmismanon Mo, DEA Remismant Name

| | l

DEA Rezismadon Mo, DEA Regisman: Namne

| | | |

DEA Regismanon No.  DEA Regismame Name

l | | |

DEA Fagsmation No.  DEA Ragsmant WName

| | | l

Figure 21: DEA 254 - Registrant List

3.4.4 DEA-254 Section 3 — Applicant/Notary Signhature

Section 3 must contain the signature of the CSOS Applicant. This is the individual named
in Section 1 of this form DEA-254 as well as in Section 1 of the associated Certificate
Application form DEA-251, DEA-252, or DEA-253.

Registrant and Coordinator applicants must have Section 3 of this DEA-254 signed by
the notary who completed either Section 3 of the DEA-251 or Section 6 of the DEA-252.
Power of Attorney applicants must have Section 3 signed by a CSOS Coordinator for the
associated DEA Registration numbers.

Section 3 — Applicant MNotary Sizmature

Applicant Siznature Daw

Notary/ D505 Coordinator Sgnatre Drate

Figure 22: DEA 254 - Applicant/Notary Signature
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3.4.5 Eligibility for Bulk Enrollment

Applicants requesting to be associated with more than 50 DEA Registration numbers
must enroll in the CSOS Program using bulk enrollment. Bulk enrollment replaces the
use of Addendum forms to accommodate organizations that need to obtain a large
volume of CSOS Certificates associated with a single applicant. The applicant should
contact DEA Diversion E-Commerce Support at 1-877-DEA-ECOM (1-877-332-
3266) before submitting a bulk enrollment application.

Bulk Enrollment may be used only when a single applicant is to enroll in the CSOS
Program and be associated with more than 50 DEA Registration numbers for
administrative or ordering purposes. Additionally, the organization must currently
participate in the DEA Chain Renewal program. More information about this process can
be found at the following Web page:

e Bulk Enrollment Procedure: www.DEAecom.gov/BulkCrt.html
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3.5 Required Attachments

The CSOS Certificate Application is only one of the documents required for CSOS
Enrollment. The final page of each CSOS Certificate Application includes a checklist of
the required supporting documentation. The following table is a summary of the required
documentation for each Certificate Application.

Table 1: Required Documentation

CSOS Applicant Type

Registrant | Coordinator | POA
Certificate Each applicant should only
Application FORM | FORM FORM | submit one application form
Form
251 | 252 | 253
Authorized N/A : Coordinator and POA
Not V : Certificate applications must be
required by Registrant | by authorized as instructed
(252 section | Coordinator
4) (253 section
3)
Notarized : N/A Registrant and Coordinator
] V Not Certificate Applications must be
(251 (252 Section required notarized as instructed
Section 3) [ 3 and 6)

Identification
photocopies

Two forms of identification are
required:

1. A government issued photo
ID (Driver’s license or passport)
2. A secondary form of ID
(pharmacist license, work 1D
badge, library card...)

DEA N/A A photocopy of the DEA
Registration Not Registration Certificate (Form
Certificate required DEA-223) is required for each
photocopies DEA Registration number
Power of N/A ; See
Attorney Not V www.DEAecom.gov/poa.html
letter required Red if for more information about
photocopy - Power of Attorney letters

requesting

signing

authority
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3.6 Mailing Address

Please mail complete application packages to the following address:

Drug Enforcement Administration

Attention: Sterling Park Technology Center / CSOS
8701 Morrissette Drive

Springfield, VA 22152

3.7 Application Package Processing

DEA’s CSOS Registration Authority (RA) is responsible for processing CSOS
Application packages. This processing involves the validation of all applicant and
organization information and the adjudication of the applicant’s identity and authority for
controlled substance ordering.

3.7.1 Registration Authority (RA) Process
Once the RA receives the application package, the following process takes place:

e The RA adjudicates the applicant, and validates the submitted information against
DEA database information.

e The RA will notify the applicant via E-mail of issues requiring correction, such as
incomplete application information.

Application packages will be denied by DEA and returned to the applicant in the
following scenarios:

e The application has not been properly signed:
0 A signature is missing
0 The signature is not of the requested individual
e The application has not been notarized (excludes DEA-253)
e The applicant has been notified of incomplete documentation, and has not
submitted the requested documentation within 45 days

Note: DEA will never request that an individual’s full Social Security Number (SSN) be

provided over the phone or via email. The last 4 digits of the SSN, and the security code
assigned during the application process however, may be used to authenticate identity.
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3.7.2 Enrollment Approval and Certificate Issuance

Upon approval, DEA sends the applicant one E-mail and one postal mailed document for
each CSOS Certificate issued. These Activation Notices are to be used by the applicant
for retrieving his/her CSOS Certificate(s) via DEA’s secure certificate retrieval Web

page.

For each CSOS Certificate issued:

e An Access Code is sent to the applicant via E-mail from regauth@DEAecom.gov
to the E-mail address provided on the application

e An Access Code Password, a Web site address for Certificate retrieval, and Web
site log in information, is sent via postal mail to the Coordinator, whose address
was provided on the Coordinator application. The Principal Coordinator must
forward the unopened mailed document to the Registrant.

After receiving the retrieval information, the subscriber (certificate owner) accesses
DEA’s secure certificate retrieval Web site to retrieve his/her CSOS Certificate(s).
Instructions for retrieving CSOS Certificates are provided in Section 4 of this Subscriber
Manual.
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4 Certificate Retrieval

Retrieving (synonymous with activating) a CSOS Certificate creates the digital certificate
and stores it in the Internet browser (i.e. Internet Explorer). This certificate may remain
in the browser until ordering software is installed on the computer.

% Activate CSOS Certificates on the computer that will be used for electronic
ordering of controlled substances. Certificates may be transferred to other
computers. To place an electronic order, the certificate will need to be present on
the ordering computer.

2% Use only Internet Explorer or Firefox browsers. Do not use Netscape, AOL, or
MSN browsers. Please contact DEA Diversion E-Commerce Support if this is an
issue.

. Only the owner of the certificate may retrieve it.

-

. Certificates may only be retrieved once.

-

2% Do not disclose the Certificate’s password to anyone.

This section discusses the technical requirements and processes for retrieving a CSOS
digital certificate. Certificates may be retrieved once the applicant has received an E-mail
and a mailed activation notice for the Certificate. One E-mail and postal mailed document
pair will be sent for each Certificate.

1. CSOS Signing Certificate activation notices contain a DEA Registration number.
The E-mail and postal mailed document should be matched based on the certificate
owner’s name and the DEA Registration number.

2. CSOS Administrative Certificate activation notices do not contain a DEA
Registration number. The postal mail document contains an Admin Cert ID Number
rather than the DEA Registration number, while the E-mail activation notice contains
an Organization ID #.

CSOS Administrative Certificate activation notices contain an Admin Cert ID Number
instead of a DEA Registration number.
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4.1 Subscriber Certificate Retrieval Instructions

Once the certificate activation notices have been received, the subscriber (owner of the
CSOS certificate) must access DEA’s secure certificate retrieval Web site and retrieve
his/her certificates. Incorrect certificate retrieval may result in an invalid certificate or
may compromise the security of the certificate, so please read the instructions in this
section carefully.

4.1.1 Policy Agreement

The owner of the certificate is required to review the following policy information and
click 1_Accept to indicate that he/she understands and agrees to comply with the stated

policy.

Puolicy Agreement Welcome to the CS0S Certificate
Retrieval Web site

Y ot about b fetriave your porsonad degital cenificatn, which allomes you to digitally
HON (BOFOVE) SHCIONIC G0N for CONtroled SUbSIANCOS.

Plaase now that this cerficas (s 2 personal on-line identity ana nerstors
it st be protecied, s requined by the CS0G Subscnber [ accepted
when ervolling in the €505 Program

To probect your digital consficats and your idontity, Tederal law requires e

¥ e ownoe, who is s
00 I BEUVANGN NOLCES Bant by DEA;

@ the cerificaie’s passwors, which

-t by 1 Wi dunng revieval, must
thout By oiher individual having knowleage

NO O0d, iNChading your wholasmiel, co-worka, famdy, compaty, of DEA &

hortzeed 10 kow yous aswor Also, Pl ron [t This pALEwOn i rot
e by DEA

Failure 10 abide by the C505 Subseriber Agreement ond the Code of Fodersl Regulascns

Wil resutt i DEA revoking (semying) your abisey bo ploce eheconi ordors.

Figure 23: Policy Agreement

4.1.2 Trust Setup

DEA'’s Certification Authority (CA) has four CA Certificates:
o DEA E-Commerce Root CA Certificate
e DEA E-Commerce Root CA 2 Certificate
e CSOS Sub CA Certificate
e CSOS Sub CA 2 Certificate

Install the DEA E-Commerce Root CA, E-Commerce Root CA 2, CSOS Sub CA, &
CSOS Sub CA2 certificates as documented on the side panel of the Web page and in the
following steps. These CA certificate installations are required once per ordering
computer. If you are unsure whether the certificates have been installed, you may do so
again since there is no harm in installing the CA certificates multiple times.

When finished, click the Click to continue after installing all DEA CA Certificate
button at the bottom of the screen.
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4.1.2.1 DEA E-Commerce Root CA Certificate

1. Click Install the DEA E-Commerce Root CA Certificate.

B CSO0s Cerificate Retrieval

Retrieval Assistance

e v Aforeeme
POl AEniEng | gerore using your personal CSOS Certificate(s), all four of DEA's CA Certificates Eeorégrc"‘:hc‘f:iét‘:t"s;‘” AL
Trust Setug must be installed. Installing DEA's CA Certificates allows your computer to trust your .

personal CSOS Certificate(s). Instructions may be found at the right side of the screen. Internet Explorer steps:

1. Select the CA certificate to

install.
ifi ’ Install the DEA E-Commerce Root CA 2. Click the Open button.
@ Root CA Certificate: et 3. Click the Install Certificate
button.
Hash Value: 2580 81BD B7C6 1F61 971E 4. Click the Next button.
58D7 A73C 309F DA3C DF40 5. Click the Next button again.

6. Click the Finish button.

. 7. (If ted) Click the Y
@ Root CA 2 Certificate: Install the CSOS Root CA 2 Certificate buétonp‘romp o) ik tha Yees
8. Click the OK button.
@ Sub CA Certificate: Install the CSOS Sub CA 1 Certificate Firefox steps:

1. Select the CA certificate to

@ Sub CA 2 Certificate: Install the CSOS Sub CA 2 Certificate install.
2. Select all five check boxes

and click the OK button.

Click to continue after installing all four DEA CA Cerificates

Figure 24: Install Root CA Certificate

2. At the File Download screen click Open.

File Download ) x|

{ F? Some files can harm your computer. If the file information below
: looks suspicious. or vou do not fully trust the source. do not open of
save this file.

File name:  rootcert, der
File ppe:  Securty Certificate
From: v, deaecom. goy

ﬁ This type of file could harm your computer if it contains
maficious code.

Would pou like to open the file or zave it bo vour computer?

| Open I Save Cancel e Info

=]
T

Figure 25: Open File Download
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3. At the Certificate window on the General

Certificate [ 2]

Gereral | petais | Certification Path |

Certificate Information

This CA Root certificate is not trusted. To enable trust,
instal this certificate in the Trusted Root Certification
Authorities store.

Issued to: E-Commerce Root CA

Issued by: E-Commerce Root CA

Yalid from 8/30/2004 to 8/30/2014

Figure 26: Install Certificate

tab click

4. At the Certificate Import Wizard screen, click Next.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

| s wizard helps you copy certificates, certificate trust
lisks, and certificate revocation lists From your disk to a
cerkificate skore,

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or ko establish secure network
conneckions, & certificate stare is the syskem area where
certificates are kept.

Ta continue, click MNext,

Cancel

Figure 27: Install Certificate Wizard
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5. At the Certificate Store verify that the Automatically select the certificate store
based on the type of certificate option is selected and click Next.

Certificate Import Wizard

Certificate Store
Certificate stores are syskem areas where certificates are kept.

Windows can automatically select a certificate store, or you can specfy a location for

& futamatically seleck the certificate store based on the bvpe of certificake:

™ Place all cartificates in the Following store

< Back. | Mext = I Cancel

Figure 28: Automatically Select Certificate Store

6. At the Completing the Certificate Import Wizard, click Einish.

Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Cerbificate Import
wizard,

‘ou have specified the Following sekkings:

Certificate Store Selected  Aukomatically determined by £

Content Certificate

| | |
< Back

Figure 29: Complete Certificate
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7. (If prompted) At the Security Warning prompt, select Yes if the Thumbprint value
matches the value below.

e Thumbprint (shal): 258081BD B7C61F61 971E58D7 A73C309F DA3CDF40
The Thumbprint is used to verify the authenticity of the E-Commerce Root CA
certificate. If the values do not match click No and please contact the Support
Desk.

Security Warning [ ]
J.-’ﬂ Wil e about to install & certifcnte from a certlicstion authonity (CA) claiming 10 repressn
; E-Commerce Root CA

Wirdows canral walidsbe st e cartific ste B acksally From "E-Commercs oot CA™ Wou should conflermn its arigin by
cortactng “E-Commerce Rost CA™, Tre Followng runber wil assist you in this process;

| Thu erspwick i=hst i PEROE TG RTELIFAT 901 FRANT L7 W0S Fulc Ty

Warming:
1F ssou install bhie root certificabe, Wirdowe wall sutematcalh, trosk sy cartificate isoved By this 8, Iretallirg
certificote with an wnconfirmed bwmbpant s 8 secarby rishe, I you click “Yes®™ you scenowledoe this risk,

Doy vl B0 iressal Ehis certificalas

T e

Figure 30: Thumbprint

8. Click OK at the prompt.

Certificate Import Wizard |

s
'\l) The impart was successful,

Figure 31: Import Successful
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4.1.2.2 CSOS Sub CA Certificate Installation

1. Click Install the CSOS Sub CA Certificate.

B C5O0s Certificate Retrieval

Retrieval Assistance

e v Anreeme
LY UTEETTIET] L., using your personal CSOS Certificate(s), all four of DEA's CA Certificates Eeoréﬁzrrc".athc?:iétztps;fm AL
Trust Setug must be installed. Installing DEA's CA Certificates allows your computer to trust your .

personal CSOS Certificate(s). Instructions may be found at the right side of the screen. Internet Explorer steps:

1. Select the CA certificate to

install.
ifi ’ Install the DEA E-Commerce Root CA 2. Click the Open button.
@ Root CA Certificate: et 3. Click the Install Certificate
button.
Hash Value: 2580 81BD B7C6 1F61 971E 4. Click the Next button.
58D7 A73C 309F DA3C DF40 5. Click the Next button again.

6. Click the Finish button.

. 7. (If ted) Click the Y
@ Root CA 2 Certificate: Install the CSOS Root CA 2 Certificate buétonp‘romp o) ik tha Yees
8. Click the OK button.
@ Sub CA Certificate: Install the CSOS Sub CA 1 Certificate Firefox steps:

1. Select the CA certificate to

@ Sub CA 2 Certificate: Install the CS505 Sub CA 2 Certificate install.
2. Select all five check boxes

and click the OK button.

Click to continue after installing all four DEA CA Cerificates

Figure 32: Install CSOS Sub CA Cert
2. At the File Download screen, click Open.

File Download i x|

‘) Some fles can ham vour computer. If the file information below
e looks suspicious, or you do not fully trust the source. do not open or
save this file.

File name: subca.der

File type:  Security Certificate

From: vww, deaecom.gov

g’_'_\ This type of file could harm vour computer if it contains
mabcious code.

Would you ke to open the file or save it to your computer?

[ Open ]| save | Cancel More Info

A

Figure 33: Open file download
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3. At the Certificate window on the General tab, click Install Certificate.

General | petails | Certification Path |

Certfficate Information

1his certificate 1s intended to:

*Ensures the identity of a remote computer ﬂ
*Proves vour identity ko a remote computer

*Ensures software came from software publisher

*Protec:s software from alteration after publication

*Protec:s e-mail messages

* Allows data to be signed with the current time LI

* Refer ko the certification authority's statement For details.

Issuedbo: 505 CA

Issued by: E-Commerce Root CA

valid from 6/15/2005 to 6/15/2011

Tnstall Certificate Issuer Statement |

Figure 34: Install Certificate

4. At the Certificate Import Wizard screen, click Next.

icate Import Wizard

Welcome to the Certificate Import

- Wizard
1his wizard helps you copy certificates, certificate trust

lisks, and certificate revocation lists From your disk ko a
cerkificate skore,

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or ko establish secure network
conneckions, & certificate stare is the syskem area where
certificates are kept.

Ta continue, click MNext,

Cancel

Figure 35: Certificate Import Wizard
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5. At the Certificate Store, verify that the Automatically select the certificate store
based on the type of certificate option is selected and click Next.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where zertificates are kept.

Windows can automatically select a certificate store, or vou can specify a location for

& Buromatically select the certificate store based on the bype of certificate;

€ Place all certificates in the Following store

< Back I Mext = I Cancel

Figure 36: Certificate Store

6. At the Completing the Certificate Import Wizard, click Einish.

Certificate Import Wizard

Completing the Certificate Import
Wizard

¥ou have suczessfully completed the Cerbificate Import
wizard,

*fou have specified the Following settings:

Certificabe Sore Selected  Automatically determined by ¢

Cantent Certificate

4 | o
e il |

Figure 37: Finish Certificate Import

7. Click OK at the prompt.

Certificate Import Wizard i
O
. 1 The impork was successful,

Figure 38: Successful Import

8. Click OK to close the Certificate window.

34



9. Click the Click to continue after installing all four DEA CA Certificates.

B CsO0s Certificate Retrieval

Retrieval Assistance

. i A TEEment
"3”191 S Before using your personal CSOS Certificate(s), all four of DEA’s CA Certificates Engf%rng;f&s:iéitp:sfor s
Trust Setug must be installed. Installing DEA’s CA Certificates allows your computer to trust your -

personal CSOS Certificate(s). Instructions may be found at the right side of the screen. Internet Explorer steps:

1. Select the CA certificate to

install.
ifi ) Install the DEA E-Commerce Root CA 2. Click the Open button.
@ Root CA Certificate: et 3. Click the Install Certificate
e button.
Hash Value: 2580 81BD B7C6 1F61 971E 4?(:321( the Next button.
5807 A73C 309F DA3C DF40 5. Click the Next button again.

6. Click the Finish button.

. 7. (If ted) Click the Y
@ Root CA 2 Certificate: Install the CSOS Root CA 2 Certificate DUt{tonFromp o) Qick the Yes
8. Click the OK button.
@ Sub CA Certificate: Install the CSOS Sub CA 1 Certificate Firefox steps:

1. Select the CA certificate to

@ Sub CA 2 Certificate: Install the CSOS Sub CA 2 Certificate install.
2. Select all five check boxes

and click the OK button.

Click to continue after installing all four DEA CA Cerificates

Figure 39: After Install

4.1.3 Web site login

CSOS Certificate Retrieval

Retrieval Assistance
] i o e i
Fulley Agrsginigng What computer are you using? Rﬂgﬁﬂﬁrﬁi%'?—'f S
- ;- k ) gtrieval Demonstratio
| IISTESETI Since each CSOS Certificate may only be retrieved once, " m" -
1 i Save lime by retreving your CS05 Cenificate(s) on the computer that you will be using intemet Explorer
Web Site Login ik il Retrigval Ingtructions
kb i o Ewefox Retrieval
First time retrieving? * Demonstration
A retrieval demonstration and Instructions are locsted by the " on the right side of o Firefox Retrieval
this screen, Please review eithes the: demanstration of the instructions betore i * Ingtrucion
@ Certificate Activation Information: ¥ C305 Subscrber Manual
a9 ! .,
! . 7 Retrieval OSA'S
You will need to lecate the following tems before continung: - = i
- g
» Access Code - located in the E-mail from regauth@DEAECOm. gov * support
» Access Code Password - mdicated on the mailed document from DEA
Note for multiple activation
o P notices: Multiple activation
@- Secure Log in Information: notices indcate that mutiple
certificates have been issued.
After dicking the "Retrieve a C505 Certficate” button you will be prompted for a Match each Certificate’s Access
Usemame and Password, Pleaze use the Website Usemname and Website Password | Code with &s comresponding
on Step 2 (in blue text) of the maded dooument from DEA. Access Code Password using
either the DEA Registration
- number of the Admin Cert ID
Relieve a C505 Corilicate number located m both the
E-mail and postal mail
activation notice.

Figure 40: Web site Login
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4.1.3.1 Step 1: Certificate Activation Information

In order to retrieve your CSOS certificate, the following items will be needed:
e Access Code - located in the E-mail from regauth@DEAEcom.gov

e Access Code Password - indicated on the mailed document from DEA

Each certificate has a unique Access Code and Access Code Password. If you have
received multiple postal mailed activation notices, then there are multiple certificates to
retrieve, each with a different Access Code and Access Code Password.

Match each Certificate's Access Code (the E-mail) with its corresponding Access Code
Password (the postal mailed document) using either the DEA Registration number or the
Admin Cert ID number located in both the E-mail and Step 1 of the postal mail
activation notice.

4.1.3.2 Step Two: Secure Log in Information
1. Click the Retrieve a CSOS Certificate button.

% @ Secure Log in Information:
|

it

Trusat Saiuy e after clicking the "Retrieve a3 CSOS Certificate” button you will be prompted for a

LTS =|Username and Password. Please use the Website Username and Website
rdaimlPassword on Step 2 (in blue text) of the mailed document from DEA.

| Rerieve a CS0S Certificate ]

Figure 41: Secure Log in Information

2. Enter the Web site Username and Web site Password from Step 2 of the postal
mailed activation notice from DEA. The Password is cASE sEnSiTiVe and may
contain special characters such as @, #, and $.

Siep 2 — Use this information to login to the DEA E-Commerce Certificate Retrieval Weh page
Web site Address: =Weh site Address=

Web site Uzemarne: =Weh site Username=

Weh site Password: =YWeh site Password=

Figure 42: Web site Username and Password
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Windows Security e . x|

The server www.deaecom,gov at www.deaecom.gov requires a username and
password.

Found onh Step 2
of the postal
document from
the DEA

sl

Figure 43: Enter Web site User Name and Password

4.1.4 Enter Certificate Activation Information

x ey a. The Access Code is a

N i ot i | number found in the E-mail

s Nee— l\_\_\———‘_ activation notice from DEA
A e (regauth@deaecom.gov).

2| (3) Enter Centificate Activation Information

Please enter the Access Code (from E-mad) and Access Code Passward (from the postal mailed docurpént)
that you récenved from DBA.

b. The Access Code
Password is found on Step

A Code: [ezaseara Three of the pClStal mailed
@a:cess Coae Password: [faiarveais -t activation notice from DEA.
EE @CSP: L"sicrosoft Enhanced Cryptographic Provider v1.0" must be lt Isa Comblnallol? Of
selected in below. numbers and C-apltal

[Microsoft Enhanced Cryptographic Provider v1.0 =]

Gimplus GemSAFE Card CSP v1.0

Mecrasoft Enhancad Croptagraphic Provider v
Bafore clicking the "Subime Request” B3chlumberger Cryptographic Service Provider ¢:;B‘ﬁ's"a?i‘n=.e-_._
nght of the $oraan naxt tothe 70, Perdforming the wupcoming steps corractly 15 essential for adhenng to palicy L Open the CSP dmp-
and protecting your cartificate and identity. 2

down list and select
[ Sbmirequest | Swtover | “Microsoft Enhanced

Cryptographic Provider
v1.0".

letters.

Moke: If using & smart card device, you may sefect your smart card's TSP

Figure 44: Enter Cert Activation Information

1. Enter the Access Code for this certificate. The Access Code may be found in
the E-mail from DEA (regauth@deaecom.gov ) and is specific to this certificate only.
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2. Enter the Access Code Password for this certificate. The Access Code may be
found in Step 3 of the postal mailed document from DEA and is specific to this
certificate only. The Access Code Password is a combination of numbers and letters
separated by dashes (the dashes are optional).

Siep 1 = e ihis Access Code Passwond, along with the Aceess Code from your E-Mail to actvate your certificar
Mecess Code Passoroind <Aceess Code Passwond-

Figure 45: Enter Access Code

3. Select “Microsoft Enhanced Cryptographic Provider v1.0” as the CSP. If not
selected, the Web site will most likely indicate that an error has occurred.

4. Click the Submit Request button.
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4.1.4.1 Certificate Creation Steps

1. Click the Yes button at the Potential Digital Certificate prompt.

Web Access Confirmation i

This Web site is attempting to perform a digital certificate
,_-{;lﬁ@;\ operation on your behalf:

https: [fwww.deaecom.govfcda-cgi/dientcgi.exe?action =browser
Cert

You should only allow known Web sites to perform digital
certificate operations on your behalf,
Do you want to aliow this operation?

Figure 46: Potential Digital Certificate

2. I Click Set Security Level.

Setting the Security Level will allows for a personal password to be entered to protect
the certificate. This password ensures that only the owner of the certificate may use it
for electronic ordering.

Creating a new RSA exchange key! B i[

An application is creating a Protected item.

Security level vt to Medum | Set Secunty Lavel . I

Ok | Cancel | Detaks. |

Figure 47: Set Security Level
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3. Change the security level to "High" and click the Next button.

Creating a new RSA exchange key i EI

Choose a security level appropriate for thiz item.

Request my permiszion with a pazaword when this
itermn iz to be used.

£ Medium
Request my permission when this item iz to be used.

< Back I et » I Cancel

Figure 48: Change Security Level

4. Enter the name of the certificate owner in the "Password for" text box. This text
box will often be grayed out and no text can be entered, which is OK. Create a
password of your own to protect the certificate and enter it in the "Password" and
"Confirm™ text boxes. Once the password has been entered, click the Einish button.

2% This password is to be entered by the owner of the certificate and must not

be shared with anyone. The password is CaSe SenSiTiVe and must not be
forgotten.

Creating a new RSA exchange key! B x|

Create a password to pratect this item.

Create a new password for this item,

Password for: |J ohn
[example; Tom]

Pazsword: | xxxxxxxxxx

Confirm: |xxxxxxxxxx

< Back I Finizh I Cancel

Figure 49: Create New Password
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5. The security level has been set to High. Click the OK button to continue.

Creating a new RSA exchange key! - _il

An application is creating a Protected item.

John

Security level settoHigh | Set Secuity Lovel. |

Cancel |  Detais.. |

Figure 50: Confirm Security Level

6. Click the Yes button to add/retrieve your certificate. This prompt may appear up to
several times.

Web Access Confirmation o . s

This Web site is attempting to perform a digital certificate
,_J& operation on your behalf:

hittps: //www.deaecom.gov/cda-cgi/dientcgl. exe?action=browser
Cert

You should only allow known Web sites to perform digital
certificate operations on your behalf,
Do you want to allow this operation?

Figure 51: Add/Retrieve Certificates Prompt



7. The below screen indicates that the certificate has been successfully retrieved. This
means that the certificate has been created and installed on the computer. At this
point, contact your wholesaler or software vendor, or retrieve additional certificates.

Fﬂm

M.II'P-‘-._' .-.: e

dos =

— o |2Suecessful CSOS Certificate
== etrieval

1 ¥ou have suctesttully retnoved your CS06 Cemficate, This corthcats can be wiad B
=4 securely idently yoursel within the C303 program, Pleases nobe that thiz doal

= coprrficate has ben instaled on this computer and may not be retrgvedadivated
SJan.

23 This Certificale §s for use only by the dndividesl subsoriber who s enrolied In the
CS0% program awl named in the certificate. Any ethor indiedual requirmg the abiity
o sign electronic orders for controlied sulbrstarces must enrolln the CS0S mogram to
request hisfher own 0505 Carbficateds]

Fatuin i mnin page | | Retseve seother C505 Cariloata |

Figure 52: Successful Certificate Retrieval

4.2 Certificate Export

Purpose: These certificate export instructions may be used to copy a certificate from the
Internet Explorer certificate store. Once the certificate has been exported it may be
backed up, transferred to another computer, or imported into the certificate store of the
ordering software.

% The owner of the certificate is required to be present for certificate export and is
the only person authorized to enter the certificate’s password. Certificates
exported without the owner present are subject to certificate revocation by DEA.

1. Open Internet Explorer.
2. Open the Tools menu and select Internet Options.

-iefx

§ Controled Substance Order... x|_| A
QA A |Site) Pt 4

ice of Dhversion Control Fie r
Zoom (100%) ]

,

Jfagfam Ay

stem

For Suppliers | For Develapers |

3} albpws for secure electronic
rders without the supparting paper

Bgav] o

Figure 53: Open Internet Options
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3. Switch to the Content tab and click the Certificates... button.

Internet Options

2=

" General | Sec.mtyl Privacy ~ Content |Cmnechnns Programs' advan:ed'

Content Advisor

g{ Ratings help you control the Internet content that can be
. viewed on this computer,

f{’? Enable... Pl Sebtings
Certificates
Use certificates for encrypted connections and identification.
B-
Clear 55L state |17 Eertificates” ] Publishers |
AutoComplete

= o AutoComplete stores previous entries Settings

on webpages and suggests matches
for you.

Feeds and Web Slices
Feeds and Web Slices provide updated Settings
I content from websites that can be
read in Internet Explorer and other
programs.

oK | Cancel I Apply. |

Figure 54: Open Certificates Dialog

4. Select the CSOS Certificate to export and click the Export button.
e CSOS Certificates are issued by “CSOS CA.”
e CSOS Administrative Certificates expire three (3) years from the date of issuance.
e CSOS Signing Certificates expire when the associated DEA Registration expires.

e For a more detailed explanation of identifying certificates, see “Identifying CSOS
Certificates.”

Certificates R x|
Intended purpose: | <all> =|
Personal | Other People | diate Certification Auth | Trusted Root Certificatior 1| *
Issued To | tssued By | Expratio.... | Friendly Name
al JonSmith . csosca  9/30/2013  <Mone>
53l John Smith CS0S CA 10312014  <None>
Import Advanced f
- Centfcate ntnded Vi i i P b R
LT s e i = W T bl s T e
e s s

Figure 55: Export Certificates

Please note: The certificate names used in this example will vary from what appears on
your computer.
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5. At the Certificate Export Wizard screen, click Next.

x
Welcome to the Certificate Export
Wizard
1
P | This wizard helps you copy certificates, certificate trust
‘;__g_; lists and certificate revocation lists from a certificate
g store to your disk.
=

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

= Back Cancel

Figure 56: Certificate Export Wizard

6. Verify that “Yes, export the private key” is selected and click Next.

£ If the “Yes, export the private key” option is not available, please contact DEA
E-Commerce Support.

Certificate Export Wizard x|

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
& ¥e

{~ No, do not export the private key

Learn more about exporting private keys

< Back I Next = I Cancel

Figure 57: Verify Export
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7. Select "Include all certificates in the certificate path if possible” and only “Export
all extended properties...” then click the Next button.

Certificate Export Wizard x|

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
€ DER. encoded binary. %509 {, GERY
" Base-64 encoded 509 (. CER)
7 Cryptographic Message Syntax Standard - PRES #7 Cettificates ( PTEY
I™ | Include all certificates in the certification path it possible
¢ personal Information Exchange - PKCS #12 (PFX)
¥ Indude all certificates in the certification path if possible

™ Delete the private key if the export is successful

¥ Export all extended properties

° Mictosoft Serilized Certificate Store (55T

Learn more about certificate file formats

< Back I Next = I Cancel

Figure 58: Export File Format

Notes:

e Including all certificates in the certificate path will store the E-Commerce
Root and CSOS Sub CA certificates (if found in this certificate store) with the
exported PFX certificate file.

e Deleting the private key will render useless the certificate in the certificate
store. If the PFX is lost, corrupted, or incorrectly exported, there will be not
original certificate (with private key) to work off of.
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8. Type and confirm a backup password for the certificate.

This step allows for a backup password to be created for protection of the
exported certificate file (PFX file). The owner of the certificate must enter this
password and be the only person to know it. The password created may be the
same as the certificate’s private key password, which was created during retrieval.

Certificate Export Wizard x|
Password

To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Type and confirm password (mandatory):

< Back I Mext = I Cancel

Figure 59: Backup Password
™

2% Only the owner of the certificate may enter and have knowledge of this
password.

The following error will be received if the typed Confirm password text does not
match the password:

Certificate Export Wizard X|

l The passwords do not match. Make sure the passwords are the
% szame,

Figure 60: Backup Password Error Prompt
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9. At the File to Export screen, click Browse.
xl

File to Export
Spedfy the name of the file you want to export

File name:

|| Browse...

< Back I Mext = | Cancel

Figure 60: Browse for File to Export

10. Select a location to export the file to.
e To save the file to the desktop, switch the 'Save in' drop down list to Desktop.

e The certificate may be exported to a different location, but if transferring the
certificate to another computer, exporting to the Desktop first is recommended.

S save As x|
a( )v |' Desktop = - & | Search Desktop L]
Organize v  New folder i ov '@

_ = | Computer ;I
I Favorites System Folder

P Desktop

4. Downloads

Network

1=, Recent Places System Folder

- PE

- Libraries
ﬂj o
=| Docments File folder
&) Music
Pictures
= | Current Info
£ videos File folder
L
[ .{JCompubEr Email
e System (C:) File folder =
— New Vohme 07 =
File name: I j

= Fide Folders Save Concel |

Figure 61: Select Export Location
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11. Enter a name for the Certificate file in the 'File name:' field and click Save. Naming
the certificate is very important for identification purposes since the data in the certificate
will not be visible when the certificate is in the form of a PFX file. For this reason,
certificates with vague names are difficult to manage.

e Signing Certificates should be named using one of the following naming
conventions:

0 CSOSOrdering or JohnOrdering
0 CSOSSigning or JohnSigning

0 John_AB1234567 (please use when the subscriber has multiple certificates for
multiple DEA Registration numbers)

e Administrative Certificates should be named using one of the following naming
conventions:

0o CSOSAdmin or JohnAdmin

Eﬁvehs

Car== s

B 1x

Organize ~  Mew folder i‘: - ':é'

{ Favorites — A L Computer A
- System Folder

o
B Desktop .

& Downloads 5
=] pecant pl £ Network
= Recent Places System Folder

4 Libraries
3 Documents
fJ“- Music
Pictures
=) X || Current Info
B videos | Fie folder

cd
[ File folder

1% Computer Emai

{e System (C2) | File folder
e New Valume 3 2

3 Xe el HohnSigning

Ll )

Save as type: IPErsunaI Information Exchange (*.pfix)

“ Hide Foldersl Save I Cancel |

4

Figure 62: Name Certificate

12. Verify that the 'Save as type' option is set to "Personal Information Exchange
(*.pfx)". Click Save.
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13. Back at the File to Export screen, click Next.
x|

File to Export
Spedfy the name of the file you want to export

File name:

IC: \Users\ jsmith\Desktop\JohnSigning.pfx Browse... |

< Badk Cancel

Figure 63: Confirm File to Export

14. At the Completing the Certificate Export Wizard screen, click Finish

Certificate Export Wizard 5 _)g

Completing the Certificate Export
Wizard

*fou have successfully completed the Certificate Export
wizard,

*fou have specified the Following settings:

Filz Marne CiDoc
Expoart Keys Yes
Include all certificates in the certification path  Yes
File Format Person
K — o

< Back I Finish I Cancel

Figure 64: Complete Wizard

15. The Exporting your private exchange key! Screen will vary depending on whether
the certificate has a password or not. If there is no password on the certificate, simply
click OK. If there is a password, you will be required to enter it here before clicking
OK.
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I Do not select the Remember password option check box.

£ Only the owner of the certificate is authorized to enter and have knowledge of this
password.

£ This password is cAsE sEnSiTiVe. If unable to remember this password, please
attempt all passwords that are typically used by the subscriber. Contact DEA
Diversion E-Commerce Support if unable to export.

Exporting your private exchange key i[

An application is requesting access to a Protected tem.

Password for:
CryptoAP| Private Key |
[~ Remember password

oK | cancel | Detais..

Figure 65: Type Password
16. At the The export was successful screen, click OK.

Certificate Export Wi x|

The export was successful,

Figure 66: Successful Export

If an error is received, then the private key password was not entered correctly.
Remember, this password is case sensitive and was set during initial retrieval.
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4.3 Certificate Verification Steps

Once the certificate is downloaded, the Subscriber data in the certificate may be verified
for accuracy. Verification may be done using available commercial PKI ordering system
software applications. Contact the DEA Diversion E-Commerce Support if you require
assistance.

The certificate extensions described in this document are defined in the DEA certificate
profile. The DEA certificate profile can be obtained from the DEA Diversion E-
Commerce Web site at http://www.DEAecom.qgov/pki cert crl.pdf.

The following six extensions have been added to a standard X.509 certificate to support
DEA business requirements. CSOS Signing Certificates contain data for each of these six
extensions, while CSOS Administrative Certificates do not contain any information
associated with a DEA Registration.

* DEA Certificate Version Number Information — This extension is to
provide version control and identification for any future technology
advancements.

* DEA Registrant Name — Identifies the name of the DEA registrant associated
with the certificate.

* DEA Valid Schedules — Identifies the DEA controlled substance schedules
that the holder of the certificate is authorized to handle.

 DEA Business Activity — Identifies the DEA business activity of the
associated DEA registration.

» DEA postal Address — ldentifies the place of business that is registered with
the DEA for the respective DEA registration number identified in the DEA
registration number extension.

» Hashed DEA Registration Number— SHA-1 — Identifies the hashed DEA
number associated with the certificate.

To interpret DEA extensions the following steps should be followed:
* View/Open the certificate
* View the DEA schedule extension in the certificate

» Decode the value of the DEA schedule extension
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4.3.1 View/Open the certificate

A CSOS Certificate must be opened in order to view the data it contains about its owner
and associated DEA Registration.

1. Open Internet Explorer on the computer used to retrieve the certificate, or the
computer that the certificate is currently installed on.

2. Open the Tools menu and select Internet Options.

Fiin =10l x|
| Controlied Substance Orderi... xu et
Q& RS [Site] Prnt k
iee of IMversion Control P k
J Zoom (100%) L
deovra e
Program @
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Figure 67: Open Certificate
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3. Select the Content tab and click the Certificates button.

Internet Options l‘ﬂ

" General I Security | Privacy ~Content |Connecﬁons I Programs I Advanced I

Content Advisor

Q’! Ratings help you control the Internet content that can be
viewed on this computer,
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Certificates
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Figure 68: VerifyCertificate

4. If installed on this computer in Internet Explorer, the CSOS Certificate(s) should
be available in this Certificates list on the Personal tab.

e All CSOS Certificates are issued by “CSOS CA.”

e CSOS Administrative Certificates expire three (3) years from their date of
issuance.

e CSOS Signing Certificates expire when the associated DEA Registration expires.
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Intended purpose: E<Au> L[

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior. 4 | * |

Issued To | 1ssued By | Expiratio... | Friendly Name

5l John Smith CS0S CA 9/30/2013  <None>

5 John Smith CS0S CA 10/31/2014 <None>

Import... Export,, KEmove Advanced
[ Certificate intended purposes

Learn more about certificates

Figure 70: View Certificates

5. Double click on the Certificate to be verified.

6. Click on the Details tab to view the Certificate’s DEA extensions.

Certificate N 2=

General Details ICertificatiDn Path |

Show: |
Field | yalue -
E\fersion V3
[Ezerial rumber 47 54 95 F4
Esignatura algorithm shalRSA =
Eltssuer 503 Pilak SUbCA, C505 Filt, ..
E\fa\id From ‘Wednesday, March 10, 2010 ...
E\u'a\id to Sunday, December 01, 2013 1...
[Elsubject JOHN SMITH L, N021345..
[Elrubiic key RSA (2046 Bits) =l

Edit Properties. .. | Copy toFile .. |

Figure 69: View Certificate Details

4.3.2 View the DEA extension in the certificate

Each extension or Field in the certificate is shown in the left column of the Certificate’s
details tab. The Certificate’s associated value for that field is displayed in the Value
column as well as the bottom pane when a field is selected. The below table should be
used to interpret the Field (“object identifier”) number to a readable DEA extension
name. This section of the Subscriber Manual documents how to interpret and verify the
data contained in a CSOS Certificate.
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Table 2: Certificate Field Value Mapping to DEA Extension Name

Certificate Field | DEA Extension Name
Value

(object identifier)
2.16.840.1.101.3.5.1 DEA Certificate Version Number
2.16.840.1.101.3.5.2 DEA Registrant Name
2.16.840.1.101.3.5.4 DEA Schedules
2.16.840.1.101.3.5.5 DEA Business Activity
2.16.840.1.101.3.5.6 DEA Registered Postal Address

2.16.840.1.101.3.5.7 Hashed DEA Registration Number
(SHA-1)

4.3.3 DEA Certificate Version Number Information

The DEA Certificate Version Number Information extension allows relying party
applications to identify the DEA profile version being used by the particular certificate.
This enables multiple profile versions to be used at the same time without ambiguity.

The value of the extension is displayed as a hexadecimal value. The DEA Certificate
Version Number Information value is the last two characters (i.e. 00) of the extension
value. The current value is fixed at 0 to represent version 1 of the DEA certificate profile.

x|
"General Details tCertiﬁcaﬁm Path |
Show: 1<Aﬂ> 3
5 i2,16.840.1.101.3.5.1 020100
(]2.16.840.1.101.3.5.2 1314474f4c 444542 20 4¢ ...
__.2.16.840.1.101.3.54 030201 7e
35)2.16.840.1.101.3.5.5 3003130141
¢ ____2.16.840.1.101.3.&6 0Oc 4e 3139 36 30 20 5345 51...
-‘_;«E,}jl. 16.840.1.101.3.5.7 04 14ec 7996 b4 4104 ea 78...
(4})| Certificate Policies [1]Certificate Policy:Policy Ide...
(21 Subject Alternative Name RFC822 Name=GL_PHARM@Y... :J
02 01 @l\
Indicates CSOS Certificate
Profile Version 1.
Edit Properties... I Copy to File... ]
Learn more about certificate details

Figure 70: DEA Certificate Profile Version
In the above figure, the DEA certificate profile version extension value is 00, which is
Version 1.
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4.3.4 DEA Registrant Name

The DEA Registrant Name extension is used to identify the DEA Registrant for which a
CSOS Signing Certificate is associated. Example: last name, first name middle initial
(Doe, John A) or business name (Acme, Inc.).

Highlight section 2.16.840.1.101.3.5.2 to view the associated Registrant Name, as
displayed below in Figure 3.

‘General Details | Certification Path |

Show: I-:AH> ﬂ
2.16.840.1.101,3.5.1 020100
6.840.1.101.3.5.2 13 14 47 4f 4C 44 45 4e 20 4c ...
2.16.840.1.101.3.5.4 0302017
2.16.840.1.101.3.5.5 3003130141
2.16.840.1.101.3.5.6 0c 42 3139 36 30 20 5345 51...
13 /2.16.840.1.101.3.5.7 04 14ec 7996 b4 4104 ea 78...
7i | Certificate Policies [1]Certificate Policy:Policy Ide...

@;_Subjed Alternative Name RFC822 Name=GL_PHARM®@Y... L;

13 14 47 4f 4c 44 45 e - Main Street
20 4z 49 46 45 20 50 48 Pharmacy #1

DEA Registrant Mame as it
Appears on the
associated DEA Registration Certificate
(Form DEA-223)

EdtPropertes... |  CopytoFie.. |
Learn more about cerlificate details

Figure 71: DEA Registration Name

In the above figure, the DEA registration name is Sample CheatSheet.
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4.3.5 DEA Schedules

The DEA Schedules extension reflects the controlled substance schedules the certificate
owner is authorized to prescribe or dispense.

General Details |Cv.=_-rtiﬁmt'|on Pathl

Show: |<:AII:=~ j
Field | Value Iil
= |Public key RSA (2048 Bits)
@2.16.84[].1. 101.3.5.1 020100
@2.16.840.1.1[]1.3.5.2 131447 4f 40444592 20 4c ...
ni3i7, 16.840.1.101.3.5.4 020201 7e J
@_']-_,2.16.8443.1.101.3.5.5 3003130141
@2.16.840.1.101.3.5.5 Oc4de 3139 36 30 20 53 45 51...
@2.16.84&.1.1(!1.3.5.? 04 14ec 7996 b4 41 04 ea 75...
@Cerﬁﬁmte Policies [1]Certificate Policy:Policy Ide... LI
DBDEDI?E\ L
Hexadecimal representation of valid DEA,
ochedules. Ve corresponds to the
Authorization for ordering Schedule |4
Controlled substances

Edit Properties... | Copy to File... |

Learn mare about certificate details

o ]

Figure 724: DEA Schedule Extension

In the above figure, the DEA schedule extension value is 7E. ‘7E’ represents a
hexadecimal number (Base-16 rather than the standard base-10 counting system). When
translated to binary (Base-2), the allowable ordering schedules can be determined. Since
the majority of CSOS Signing Certificates are issued for schedules 11-V (2, 2N, 3,
3N, 4, and 5), this translation will not be necessary if your Certificate’s associated
DEA Registration number is authorized for these schedules.
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4.3.5.1 Convert a Hexadecimal to Binary

Use the last two characters of the Certificate Extension Value as shown in Figure 4.
Using each of the two characters separately, the following conversion table allows the
associated binary value to be determined.

Table 3: Hex to binary conversion table

Hex Value | Binary Value
0 0Jo0f0]O
1 0jO0f0]1
2 0jof1]0
3 0j0f1]1
4 0|l1f0]0
5 0Jl1f0]1
6 0O|1f1]0
7 0O|l1f1]1
8 110|000
9 1100|121
A 1]0]1]0
B 1]0]1|1
C 1]1]0/{o0
D 1]1]0(1
E 1]1]1]o0
F 1]1]1(1

Using the above conversion table for an extension value of ‘7E’:

e Hexadecimal value of 7 translates to the binary 0111.

e Hexadecimal value E translates to binary 1110.

e Combining the two binary values results in 01111110.
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The resulting binary number (i.e. 01111110) can be used to determine the authorized
ordering Schedules. Each 0 or 1, called a “bit’, represents a DEA Schedule. Reading from
left to right, each bit has a position (position 0 through 7), which maps to a DEA
Schedule as documented in Figure 6.

e A0 bit indicates an unauthorized schedule.
e A1 bit indicates an authorized schedule.

The table below provides a mapping of allowable schedules to bits in the DEA schedule
extension.

Table 4: Controlled Substance Schedule Bit

Bit | Schedule

0 Schedule | Narcotic and Non-narcotic | 1

1 Schedule Il Narcotic 2

2 Schedule Il Non-narcotic 2n
3 Schedule 1l Narcotic 3

4 Schedule Ill Non-narcotic 3n
5 Schedule IV 4

6 Schedule V 5

7 Unused N/A

The table below displays sample schedule to bit to hex value mappings.

Table 5: DEA extension value conversion table

Bit field 01 |2 (3|4 |[5|6]|7
Decimal | HEX

Schedules 1|2 |2n|3|3n|4 |5 | Unused

22n,33n45|0 |1 |1 |1(1 |1 |1]|0 126 7E
2,3,3n,4,5 O(1 |0 (1|1 (1]1]0 94 5E
2n,3,3n,4,5 O[O0 |1 (2|1 (1]1]0 62 3E
2 O(1 |0 [0O|O0 [O]0O]O 64 40
2n 0[O0 |1 (0|0 [O]0O]O 32 20
3n45 0[O0 |0 ([O|1 (1]1]0 14 0OE
2n3n45 0[O0 |1 (0|1 (1]1]0 46 2E
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4.3.6 DEA Business Activity

The DEA Business Activity extension identifies the business classification of the CSOS
Subscriber’s associated DEA Registration. The DEA Business Activity code must be
consistent with the associated DEA Registration Certificate (Form DEA-223).

x|
General Details Icahﬁmﬂon Path |
Show: |<AII> LI
| Field | Value | AJ
[=lPublic key RSA (2048 Bits)
{5 /2.16.840.1.101.3.5.1 020100
l52.16.840.1.101.3.5.2 131447 4 4c 44454 20 4c...
(5]2.16,840.1.101.3.5.4 0302017 J
52, 16.840.1,101.3.5.5 3003 130141
fiil2.16.840.1.101.3.5.6 0Oc4e 313936 30 20 5345 51...
[&)2.16.840.1.101.3.5.7 04 14 ec 79 96 b4 41 04 ea 78...
[g__lcarhﬁcahe Policies [1]Certificate Policy:Policy Ide... LI
30 03 13 01 41 0. [&]
Business Activity Code: In this
example, the associated DEA
Registration is a Pharmacy
Edit Properties... | Copy to Fle... |
Learn more about certificate details

Figure 735: DEA Business Activity Code

Table 6: DEA Business Activity Codes for CSOS

0O
o
o
®

Business Activity

Pharmacy

Hospital/Clinic

Practitioner

Teaching Institution

Manufacturer
Distributor

Researcher
Analytical Lab
Exporter

ZIXx"lIT|IO|lTMMmO|O|®|>

Mid-Level Practitioner

Narcotic Treatment Program

(]

Maintenance

Detoxification

Maintenance & Detoxification

Compounder/Maintenance

Compounder/Detoxification

cC|d|lw|m|T|Z2

Compounder/Maint. & Detox
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4.3.7 DEA Postal Address

The DEA postal address Certificate extension identifies associated DEA Registration’s
postal address as it is registered with DEA.

x|
General Details |Cerhﬁcah'on Path |
Show: [ <all> =l
| Field | vale []
|2 Public key RSA (20483 Bits)
[5:/2.16.840.1.101.3.5.1 020100

(i)2.16.840.1.101.3.5.2
fi)2.16.840.1.101.3.5.4
2,16.840.1.101.3.5.5
I2.16.840.1.101.3.5.6
i2.16.840, 1.101.3.5.7
@Certiﬁcabe Palicies

0302017e

1314474f 49444592 20 4c ... _|
3003130141

Oc4e 313936 30 20 5345 51...
04 14 ec 7996 b4 41 04 ea 78...
[1]Certificate Policy:Policy Ide. .. j

Oc 4= 31 39 36 30 20 53
45 51 E5 4f 49 41 20 41
56 45 20 23 20 35 24 24
4f 57 4de 45 44 20 42 59

123 Main Str =
eethfAnyTo

wnVAR22033
Address as registered with /

DEA and indicated on DEA

Registration Certificate (Form hdl
DEA-223)

cocrrdperties. .. I Copy to File... |

Learn more about certificate detsils

Figure 746: DEA Registered Postal Address Extension

The resulting extension value takes the format of: Address 1$Address 2$Address
3$City$State$Zip Code as documented in the table below.

Table 7: DEA Postal Address Example Values

CSA Database Field | CSA Database value

Example 1
Address 1 Dept 1
Address 2 123 Main Street
Address 3 PO Box 45678
City Home Town
State MD
Zip Code 12345-6789

Extension Value

Dept 1$123 Main
Town$MD$12345-6789

Street$PO  Box

45678%Home

Example 2
Address 1 123 Main Street
Address 2
Address 3
City Home Town
State MD
Zip Code 12345-6789

Extension Value

123 Main Street $$$Home Town$MD$12345-6789
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4.3.8 DEA Registration Number

For privacy reasons, a CSOS Signing Certificate’s associated DEA Registration number
does not appear in clear text in the Certificate. The DEA Registration number, along with
the Certificate Serial Number, are hashed together and included in the Certificate Field
2.16.840.1.101.3.5.7. Using a hash (an irreversible encoding), the DEA Registration
number may be verified only if it is already known. Since the purchaser’s DEA
Registration number is included in all CSOS transactions, the supplier may use the given
Registration Number from the order along with the Certificate’s Serial Number to
determine the validity of the DEA Registration Number in the Certificate used to digitally

sign the order.

x| x|
General Details ICerﬁﬁmtion Path I General Details ICﬁtiﬁcaﬁon Path |
show: | <All> =] Show: | <Al> 4|
Field | Value |:| Field | value I:l
L‘-_IPuinc key RSA (2048 Bits) Signature algorithm sha2S56RSA
l5i|2.16.840.1. 101.3.5.1 020100 i signature hash algorithm sha2ss
@2.16.840.1.101.3.5.2 1314474 4c 444542 204c ... [ C505 CA, C50S5, E-Commerce. ..
l5/2.16.840.1.101.3.5.4 0302017 _| i Monday, September 17, 2012...
2.16.840.1.101.3.5.5 3003130141 i Monday, September 30, 2013 ...
@2.16.840.1.101.3.5.6 0Oc4e 31 39 36 30 20 53 45 51... | AMGAD MASIH M, N11105201...
840.1.101.3.5.7 04 14ec 79 965 b4 4104 ea 73... 1 Public key RSA (2048 Bits)
&1| Certificate Policies [1]Certificate Palicy:Palicy Ide... LI (4)2.16.840.1.101.3.5.1 020100 _vJ
04 14 == 79 96 b4 41 04 v LA ICN =Tohn Smith -
=a 78 d4 £8 =5 66 =20 09 ISR SERIALNUMBER [= 1111105201128 |
44 64 a2 6d 16 42 Dd.n. B OouU =CA
OU = CS0S
\ Hash walue of DEA Registration ggzgw:e:rsio:égntol CS505 Certificate
Number and CE0S Cettificate oU = DEA Serial Mumber
Serial Number lOU = Department of Justice
0 = U.5. Government _f_'

Edit Properties. .. | Copy toFile... | Edit Properties... | Copy to File... i

Learn more about certificate details Learn more about certificate details

Figure 757: Hashed
Extension

DEA Registration Number
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Table 8: Hashed DEA Registration Number Value

SHA-1 Hash Value Using
DEA Registration Number AA1234567
CSOS Certificate Serial Number X010122006004

Concatenated DEA Registration Number | AA1234567X010122006004
and CSOS Certificate Serial Number

SHA-1 Hash value result using the above | c6d8 9a70 3df7 cf8b bda9 4a2f
concatenated numbers (this is the value | 37bb c6a4 3029 2578
appearing in the Certificate)

The table above provides an example for the inputs and output of the hash value placed in
a CSOS Signing Certificate. A Subscriber may verify a Certificate’s hash value using
software such as a hashing calculator utility. An invalid hash value will result in an error
when a supplier attempts to validate a purchase order. Please contact DEA Diversion E-
Commerce Support if such an error occurs.
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5 Certificate Management

5.1 Certificate Renewal

Certificate Renewal is the process of DEA issuing a new certificate to a subscriber. The
subscriber will be issued new activation codes and must retrieve the new certificate via
DEA'’s secure certificate retrieval Web site.

All CSOS digital certificates have an expiration date after which the certificate will no
longer be valid for electronic ordering or digitally signing communications.

e CSOS Signing Certificates expire when the associated DEA Registration
expires.

Signing Certificates must be renewed in addition to the DEA Registration.
e CSOS Administrative Certificates expire three years from the date of issuance.

The CSOS RA sends an E-mail notifying the Subscriber and the Subscriber’s CSOS
Coordinator 45 days prior to the expiration date of the Subscriber’s CSOS certificate. The
Coordinator is responsible for renewing the certificate and is provided Certificate renewal
instructions with the E-mail notice. Failure to renew a CSOS Signing Certificate will
result in an inability to sign electronic orders for controlled substances.

There are two types of renewal methods for CSOS Certificates.

e Electronic renewal may be used twice — certificates may be renewed via E-mail or
over the phone up to two times after initially enrolling in CSOS.

o0 E-mail: E-mails must be digitally signed. If not digitally signed, DEA will
call to validate the Coordinator’s identity.

0 Phone: the Coordinator may call DEA E-Commerce Support. Certificates
will be renewed once DEA has validated the Coordinator’s identity.

e Initial enrollment must be used the third time - Subscribers are required to
reestablish identity using the initial registration process (mailing in a new
application package) as discussed in Sections 2 and 3 of this Subscriber Manual.

5.2 Certificate Revocation

Certificate revocation results in the loss of ability of the digital certificate holder to use
the certificate for electronic ordering purposes by placing the certificate information onto
a “Certificate Revocation List”, or CRL. Suppliers are required to check each digitally
signed order to ensure that the certificate associated with the digital signature has not
expired or been revoked. Revoked certificates appear on a CRL within 24 hours of
acknowledgement by DEA Diversion E-Commerce Support, or within six (6) hours of if
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the revocation reason is due to known or suspected compromise of the private key.

5.2.1 Revocation Reasons

A Subscriber’s certificate may/will be revoked under the following circumstances:

The subscriber (certificate holder) no longer orders controlled substances and/or is
no longer employed by the organization associated with the Certificate’s DEA
Registration number

Subscriber information contained in the certificate has changed including legal
name changes and E-mail address changes

DEA Registration (as indicated on the paper DEA Registration Certificate, form
DEA-223) information has changed including DEA Registration name, number,
address, or authorized ordering schedules are reduced

DEA posts notice that certificate holder’s DEA Registration has been revoked,
suspended or restricted, that the Registration information has changed, or that the
Registration has been terminated

It can be demonstrated that the Subscriber has violated the stipulations of the
Subscriber Agreement

The private key is lost, compromise is suspected, or cannot be accessed for any
reason (the private key used when digitally signing a document is activated by
a password or token under the Subscriber’s sole control, so it is important
not to divulge this information to anyone, even your Registrant or CSOS
Coordinator)

The Subscriber, the DEA Registrant under whose Registration a certificate holder
obtained a certificate, or CSOS Coordinator requests that the affiliated Subscriber
certificate be revoked

Official policy regarding Certificate revocations may be found in the E-Commerce
Certificate Policy available on www.DEAecom.gov.
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5.2.2 Procedure for Revocation Requests

The DEA E-Commerce Web site contains detailed instructions that may be used to
request certificate revocation. Revocation requests can be made by sending a digitally
signed email to CSOSrevocation@DEAecom.gov_or by telephone to 1-877-DEA-
ECOM (1-877-332-3266).

In the event of suspected compromise, the Subscriber, or other authorized person, can
request revocation via a telephone call to DEA Diversion E-Commerce Support at 1-877-
DEA-ECOM (1-877-332-3266). Telephone requests for revocation will be authenticated.
Revoked or suspended certificates must not be used to digitally sign orders for
controlled substances!
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6 Certificate Security

The following Certificate Security section refers frequently to the Subscriber’s private
key. The private key is the component of the subscriber’s digital certificate used for
digital signatures and therefore is not accessed by anyone (including DEA and suppliers)
other than the subscriber.

Passwords or security tokens used to activate the Subscriber private key must never
be shared. Methods for protecting the private key and the activation data to that key are
discussed in this Certificate Security section. All CSOS Subscribers (e.g., certificate
holders) must provide secure storage for their private key. The following sections outline
some basic guidelines that help to mitigate the likelihood of a private key compromise

Please note that the Code of Federal Regulations and DEA Diversion Control E-
Commerce System Certificate Policy govern the CSOS program. Additionally, the CSOS
Subscriber Agreement and Privacy Policy bind all CSOS subscribers. These documents
are the official sources for policy regarding the topics mentioned in this section.

6.1 Private keys must be kept private.
If someone other than the Subscriber (owner of the certificate) has access to the private
key or password, regulations require that the Subscriber immediately report the

compromise (or suspected compromise) to DEA Diversion E-Commerce Support so that
the certificate can be revoked. It may be possible for a new certificate to be issued.

6.2 Secure access to the private key.

Use strong passwords or multi-factor authentication to secure access to the private key.
The process of digitally signing an order will require the Subscriber to either input a
password known only to him or her, or to use a biometrically-activated token (proving
that the Subscriber is the private key owner). Passwords used to secure access to the
private key must be strong enough so that they cannot be guessed or easily “cracked.”
Strong passwords include the following characteristics:

e At least 8 characters
e Upper and lower case characters

e Numbers and/or special characters, such as the * or # in the middle of the
password

e Names or words that cannot be found in the dictionary
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6.3 Enable the Workstation/PC Inactivity Timeout for 10 minutes.

Once the Subscriber private key has been activated to digitally sign orders, the key must
not be left unattended or otherwise available to unauthorized access. Windows PCs using
a password-protected screen saver that activates after 10 minutes of inactivity help
prevent such unauthorized access if you are away from your desk. Contact your network
administrator or DEA Diversion E-Commerce Support for information on this if you are
using a Windows PC.

6.4 Anti-Virus/Spyware Software

Using up-to-date anti-virus/spy ware software helps prevent Trojan horse programs and
malicious spy ware, which may *“stealthily” install a keyboard logger capable of
recording the password and other private information entered into the system. This
information can then be transmitted without your knowledge to other parties.

6.5 Backing-up or Escrowing the Private Key

Private Key escrowing involves allowing a third party to maintain a copy of the private
key (i.e. the CSOS Certificate). Regulations and policy explicitly prohibit escrowing
or backing up of a private key used for digital signatures.

6.6 Method of Deactivating Private Key

After use, the Subscriber must deactivate the key (e.g., via a manual logout procedure, or
automatically after a period of inactivity) so that someone following the Subscriber
cannot sign using the key. It is important to completely close (not minimize) the browser
window if using a Web-ordering environment to ensure that the activation information is
not accessible to others.

6.7 CSOS Application and Auditing Information

DEA does not provide a CSOS software application to organizations for electronic
ordering. DEA provides digital certificates for use with approved CSOS enabled software
applications. Organizations must develop or purchase CSOS applications that have been
audited to DEA regulations by a third party (independent) auditor of the organization’s
choosing to ensure that all of the regulations governing the use the electronic orders have
been met in the software application. DEA Diversion Investigators may ask an
organization to provide evidence of this audit information at any time, and may internally
audit an organization’s local enrollment (application) processes to ensure that the
processes are maintained as specified in the DEA Diversion Control E-Commerce
System Certificate Policy available at www.DEAecom.gov. If you have questions about
this auditing or the availability of commercial CSOS applications, please contact DEA
Diversion E-Commerce Support. For more information on Auditing, please see Section 7
of this Subscriber Manual or the Code of Federal Regulations available on
www.DEAecom.gov.
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7 CSOS Software Application Audit Requirements

Software applications purchased or developed internally for use with CSOS digital
certificates for the purposes of electronically ordering controlled substances must comply
with the technical requirements discussed in the 21 CFR, Parts 1305 and 1311. To ensure
that the digital signature system functions properly for both the supplier and purchaser,
DEA requires that the organization developing the CSOS application software have the
application audited by an independent auditor prior to use. If an audited application’s
order signing or verification processes are modified, those functions of the software
application must again be audited to ensure that the application remains in compliance
with DEA regulations.

DEA does not require the auditor to submit a copy of the auditing results report to DEA,
however application providers must retain a copy of the audit report and submit it to
DEA upon request for review. Purchasers of commercial-off-the-shelf (COTS) CSOS
applications should request that the vendor provide evidence that the software has been
audited and complies with DEA regulations.
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8 Contact Information

8.1 Mailing Address

Drug Enforcement Administration

Attention: Sterling Park Technology Center / CSOS
8701 Morrissette Drive

Springfield, VA 22152

8.2 Support Center Contact Information
E-mail: CSOSsupport@DEAecom.gov
Phone: 1-877-DEA-ECOM
1-877-332-3266
Web: www.DEAecom.gov/support.html

Note: DEA will never request that an individual’s full Social Security Number (SSN) be
provided over the phone or via E-mail. The last 4 digits of the SSN, however, may be
used to authenticate identity.
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9 Glossary

Access Code

One of two pieces of information required for retrieving a CSOS Certificate. The
Access Code is a number provided to the CSOS subscriber via E-mail.

Access Code

One of two pieces of information required for retrieving a CSOS Certificate. The

Password Access Code password is a combination of numbers and letters and is provided to
the CSOS Subscriber’s Coordinator via postal mail.
Activation See Certificate Retrieval.

Activation Notice

A communication (E-mail and postal mailed document) from DEA containing
information required to retrieve a CSOS Certificate.

Addendum A CSOS Application Form attachment (Form DEA-254) allowing a CSOS
Applicant to list additional DEA Registration Numbers that he/she is requesting to
be associated with for the CSOS Program.

Applicant See CSOS Applicant

Application See Certificate Application Package

Package

Authenticate To confirm the identity of an entity when that identity is presented.

Authentication

Security measure designed to establish the validity of a transmission, message, or
originator, or a means of verifying an individual’s authorization to receive specific
categories of information.

Backup Copy of files and programs made to facilitate recovery if necessary.

Certificate (Subscriber) certificates identify the individual named in the certificate, bind that
person to a particular public/private key pair, and provide sufficient information
demonstrating the Subscriber is operating under the authority of the DEA Diversion
Control E-Commerce System program.

Certificate General term for form DEA-251, DEA-252, and DEA-253. A CSOS Certificate

Application Application is the form submitted by an individual requesting enrollment in the
CSOS Program.

Certificate A term used for any CSOS Certificate Application with all required supporting

Application documentation.

Package

Certificate Policy
(CP)

An official policy document governing the CSOS Program. The DEA Diversion
Control E-Commerce System Certificate Policy specifies:

1. The Certification Authorities, the Subscribers, and the Relying Parties authorized
to participate in the PKI program described by this Policy,

2. The obligations of the participants governed by this Certificate Policy, and

3. The minimum requirements for the issuance and management of digital
certificates used within the CSOS programs - and other suitableapplications.

Certificate Renewal

The process of acquiring a new CSOS Certificate once a current CSOS Certificate
has been revoked or has expired.
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Certificate The required process of generating a CSOS Certificate via DEA’s secure Web site.
Retrieval

Certificate The processed of invalidating a CSOS Certificate prior to its expiration date.
Revocation

Certificate A list maintained by a Certification Authority of the certificates

Revocation List
(CRL)

that have been revoked prior to their stated expiration date.

Certificate Store

The component of an Internet browser (such as Internet Explorer or Firefox) that
provides access to digital certificates. Certificates may be viewed or managed from
within a browser’s certificate store.

Certification

This term is used to identify both the Root CA role operated by DEA as well as the

Authority (CA) Subordinate CA that would be operated by other entities in compliance with DEA
regulations.
Compromise Disclosure of information to unauthorized persons, or a violation of the security

policy of a system in which unauthorized intentional or unintentional disclosure,
modification, destruction, or loss of an object may have occurred.

CSOS Applicant

An individual requesting enrollment in the CSOS Program who has not yet been
approved and issued a CSOS Certificate. Applicant’s include Registrants,
Coordinators, and Power of Attorneys.

CSOS Coordinator

An individual delegated and authorized by a DEA Registrant to be the
administrator for associated DEA Registration numbers.

CSOS Power of
Attorney (POA)

A non-administrative individual enrolling or enrolled in the CSOS Program for
signing electronic orders for controlled substances. A POA applicant can be any
individual who has been granted ordering Power of Attorney by a Registrant and
has been approved by a CSOS Coordinator.

CSOS Subscriber

An individual enrolled in the CSOS Program who has been issued a CSOS
Certificate by DEA.

Digital Signature

The use of a digital certificate’s private key to “sign” a digital communication. For
electronic ordering of controlled substances, each order must be digitally signed
using a CSOS certificate for authentication, order integrity, validation, and non-
repudiation (inability to deny placing an order) purposes.

Drug Enforcement
Administration
(DEA)

The DEA regulates the manufacture and distribution of controlled substances in the
United States.

Enroliment The process of applying with DEA in order to participate in the CSOS Program.

Hash A hash value, or message digest, is a unique number generated from a string of
text. Since changing any character in the text string results in a new hash value,
hash values are used to provide data integrity.

Key Escrow A deposit of the private key of a Subscriber and other pertinent information

pursuant to an escrow agreement or similar contract binding upon the Subscriber,
the terms of which require one or more agents to hold the Subscriber's private key
for the benefit of the Subscriber, an employer, or other party, upon provisions set
forth in the agreement.
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Key Pair

Two mathematically related keys having the properties that:

1. One key can be used to encrypt a message that can only be decrypted using the
other key, and
2. Even knowing one key, it is computationally infeasible to discover the other key.

Local Registration
Authority (LRA)

The role of CSOS Coordinator subscribers in verifying the identity and authority of
each CSOS Power of Attorney applicant enrolling in the CSOS Program.

Object
Identifier(OID)

An alphanumeric number registered with an internationally recognized standards
organization used within PKI to uniquely identify policies and supported
cryptographic algorithms.

Power of Attorney

A formal letter where a Registrant grants an individual the authority to sign

Letter controlled substance orders for the indicated DEA Registration number.

Private Key The part of a digital certificate known only by the owner:
(1) The key of a signature key pair used to create a digital signature. (2) The key of
an encryption key pair that is used to decrypt confidential information. In both
cases, this key must be kept secret.

Public Key The part of a digital certificate that is publicly known:
(1) The key of a signature key pair used to validate a digital signature. (2) The key
of an encryption key pair that is used to encrypt confidential information. In both
cases, this key is made publicly available normally in the form of a digital
certificate.

Public Key A set of policies, processes, server platforms, software and

Infrastructure workstations used for the purpose of administering certificates and public-private

(PKI) key pairs, including the ability to issue, maintain, and revoke public key
certificates.

Registrant The individual who signed, or is authorized to sign, the most recent application for

DEA Registration renewal. The Registrant is typically and owner or officer for the
organization.

Registration
Authority (RA)

The unit within DEA’s CSOS Certification Authority responsible for CSOS
Subscriber Enrollment. The CSOS RA processes CSOS Subscriber Application
packages and adjudicates the identity and validity of all CSOS Applicants.

Relying Party

A Relying Party is the entity that, by using a Subscriber’s certificate to verify the
integrity of a digitally signed message, identifies the creator of a message, and
relies on the validity of the public key bound to the Subscriber’s name. The Relying
Party is responsible for checking the validity of the certificate by checking the
appropriate certificate status information. The Relying Party must use the
certificate to verify the integrity of a digitally signed message and to identify the
creator of a transaction.

Renewal

See Certificate Renewal.

Retrieval

See Certificate Retrieval.
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Root CA The DEA Diversion Control E-Commerce System Root CA shall operate in
accordance with the provisions of its Certification Practices Statement. The DEA
Diversion Control E-Commerce System Root CA shall also perform the following
functions: (1) accept and process applications for operations from Subordinate
CAs; (2) issue certificates to Subordinate Certificate Authorities approved by the
PMA,; (3) publish Subordinate CA certificate status information.

Subordinate CA A Subordinate CA is an entity authorized by the PMA to create, sign, and issue
public key certificates to authorized CSOS Subscribers.

Subscriber See CSOS Subscriber.
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