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Section 171 Introduction
1.1 Overview

A Certification Practices Stateme(EPS) is a statement of theaptices that a Certification
Authority employs when issuing certificates. It is, in many ways, the implementation of the
policies set forth in the Certificate Policy (CP). A certification authority isokection of
certificate authorities within a givedomain.This CPS establishes the procedures that satisfy the
DEA Diversion Control Technology Section Controlled Substance Ordering System (CSOS)
System Certificate Policy (CP) for the management of certificates within the CSOS Certification
Authority doman, stating the operating procedures for the Certificate Authorities operating
within the Certification Authority and clarifying legal rights and obligations therein. For
simplicity, the DEA Diversion Control Technology Section Controlled Substance QOgderin
System shall hereafter be referred to as simply CSOS.

This CSOCertification Practices Stateme(itenceforth referred to as CPS) has been developed
in accordance with recommendations contained in Internet Engineering Task Force (IETF)
Request for Commer(RFC) 3647 and with recommendations set forth by the Federal Public
Key Infrastructure Architecture (FPKIA).

The CSOSCertification Authority is an entity consisting of two Certificate Authorities (CAS)
established to create, sign, and issue public latificates to authorized CSOS Subscribers
through subordination to the CSOS Root CA. For simplicity, the two subordinate CAs shall
hereafter be referred to as SCAs.

This CPS describes the practices of @0OS Certification Authorityn issuing and othense
managingCSOS certificates issued to DEA Registrants, CSOS Coordinators, and holders of
Powers of Attorney (POAS). It provides the details for the certification process. This CPS also
describes the process for suspending, revoking, and renewingce&stfi The scope of this
document is applicable to tlE&SOSPublic Key Infrastructure (PKI). Due to the sensitive nature

of the security controls described within this document, this document is not made publicly
available in its entirety. Requests for ttemplete CPS must be made by authorized parties to the
Policy Management AuthoritfPMA) at the address cited ire&ion1.5.2

This CPS describes:

e The mechanisms used to authenticate the identity of all individuals who need to interact
with the CSOS PKI.

e The methods used to ensure the integrity of all information that is communicated.
¢ The format(s) of the input certification requests.
e The algorithms(s) used for signing the hashed content summary of the certificate request

that are accepted by tl@SOS Cadification Authority and the algorithms used by the
CSOS Certification Authorityo sign the certificates that it generates.

1
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e The validity period of the certificates issued by @®OS Certification Authority
e The procedures for renewing certificates.

e The tchnical procedures for revoking certificates generated b 8@S Certification
Authority.

e The backup procedures that ensure that all data is recoverable in case of failure.
e The methods of protecting sensitive information from unauthorized access.

e The mehods of distributing and accessing the certificates generated bZ3QS
Certification Authority

1.2 Document Name and Identification

This document serves as the CSOS CPS. The practices stated herein conform to and support the
CSOS System Certificate Rry, version 3.1, datedOctober 2009that is egistered with the
National Institute of Standards and Technology (NIST) and identified by the assigned object
identifier (OID) deacsoscp ::= { 2.16.840.1.101.3.2.1.9.1}. All certificates issued to CSOS
Sulscribers by the CSOS Certification Authority carry this OID. Administrative and component
certificates used for device or service signing or encryption, issued by the CSOS Certification
Authority, donot carry this OID.

Only the CSOS Certification Authdyi that is designated and managed by the DEA or its
contractor, ASRC Primus, is authorized to issue CSOS Subscriber certificates. The CSOS
Certification Authority will not fully crosscertify with other CAs. It is anticipated that cress
certification of tle CSOS Root CA with the Federal Bridge CA in a-aa trust configuration
enables Relying Parties to accept CSOS Subscriber certificates for purposes other than controlled
substance orders.

1.3 PKIl Participants

This CPS identifies the specific privilegesd the specific restrictions assigned to CSOS
Certification Authority participants and the mechanisms by which these attributes are granted
and enforced. This includes individuals involved in both implementing the CP, CPS, and
managing the CSOS PKI. Th@PS contains information sensitive to the security of the CSOS
PKI and thereforas not released in its entirety to the public without the express permission of
the DEA Diversion Control Technology Section Chief or Policy Management Authority Chair.

1.3.1 Certification Authority Entities
1.31.1 Policy Management Authority (PMA)

The CSOS System Policy Management Authority (PMA) is the governing body responsible for
the CSOS System initiatives.The mission of the PMA is to establish, interpret, and enforce

2
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policy for the CSOS Certification Authority in accordance with all applicable US laws and
regulations.The PMA approves the CP and CPS for the CSOS System and approves all changes
to the deument as discussed in Section 91t2his CPS. Operational taskor which the PMA

has oversight responsibility are delegated to the Operations Management Authority (OMA).

The PMA is a formal committee. PMA membership consists of selected individuals working
within DEA Office of Diversion Control, CSOS Section (ODQ@)aison and Policy Section
(ODL), Registration ath Program Support €gtion (ODR), the DEA Diversion Control PKI
Operations Management Authority (OMA), the DEA CIO or his or her representative and the
Contracting Officer 6s T e petviging cantractdr &tivities selatimg at i v
to the CSOS System.

The official list of PMA membersis maintained at the CSOS Systemeb site at:
http:/MWwww.deaecom.gav

1.3.1.1.1 Policy Management Authority (PMA) Obligations
PMA obligations are as follows:

e The PMA is responsible faeview and approval of this CPS, and provides approval
authority for subsequent changes to this CPS, to ensure its consistency with the CP as
specified in Section 2.1 of tH&MA Operations Guie

e The PMA is responsible for the approval of all Subscriber agreements as specified in
Section 2.2 of th€ MA Operations Guide

e The PMA is ultimately responsibltor resolution of any name claim disputes as
specified in Section 2.5 of tH&MA Operations @ide

e The PMA approve any fees levied by the OMA as specified in Section 3.14 of the
PMA Operations Guide

e The PMA establishes the qualifications for the selection of entities seeking to perform
a compliance audit as specified in Section 4.1.1.1 dPM& Operations Guide

e The PMA revievs compliance audits for the CSOS Certification Authority and any
crosscertified or subordinate CAs and make appropriate determinations as specified
in Section 4.1.2 of theMA Operations Guide

e The PMA ensurgthatthe daabase information is readily available for verification as
specified in Section 3.13 of ti&MA Operations Guide

The PMA evaluate (or direct the evaluation of) applicant CAs seeking cuassification or
subordination to the CSOS Root CA as specifire8ection 2.3 of thBMA Operations Guide

3
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1.3.1.2 Operations Management Authority (OMA)

The OMA is responsible for the daily operation and maintenance of the CSOS PKI systems that
issue Controlled Substance Ordering System (CSOS) digital certificate©MAeconsists of

the DEA Diversion ControlTechnology Section Chief, tHtrogramManager and hiker staff,

and the CSOS. Policy Lead and Systems Engineering Lead. The CSOS Section Chief provides
planning guidance and direction to this team and, in tussegnts operational status and issues

to the PMA for consideration.

1.3.1.2.1 Operations Management Authority (OMA) Obligations

The OMA is responsible for daily operations of the CSOS System and for the development and
maintenance of operations and polidpcuments. Operational roles, responsibilities and
procedures are maintained in t@perations Management Guidavailable to staff in the DEA
Office of Diversion Technology Section facilities.

1.3.1.3 CSOS Certification Authority Entities

The CSOS Ceffication Authority is depicted below at a very high level:

Root
CA
SCA l
SCA

DEA
CSOS PKI

X.500
Directory

1.3.1.3.1 CSOS System Root CA

The CSOS Certification Authority is comprised of one Root CA .The CSOS Root CA is operated
and maintained under the authority of the DEA. The CSOS Root CA serties Root CA to
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the CSOS Certification Authority, issuing and signing public key certificates for the CSOS
Certification Authority.

The CSOS Root CA executes the following obligations in accordance with the CSOS CP:

e Provides a copy of its CPS to the PMA,waell as any subsequent changes, for approval
and conformance assessment;

e Protects the private signing key of the CSOS Root CA in accordance with the CP and this
CPS;

¢ Issues and manages certificates to the CSOS subordinate CAs (SCAS);

e Signs certificatesry after verifying the identity of the certificate subject in accordance
with the CP and this CPS, and that the subject holds the private key corresponding to the
public key in the certificate;

e Uses the private signing key only when issuing certificatessigning Authority
Revocation Lists (ARLs) which conform to the CP and this CPS;

e Operates a repository for maintaining CA certificate information and status, publishing
information to the repository consistent with this CPS;

e Revokes the CSOS SCA certifiedf the CSOS SCA is found to have acted in a manner
counter to those obligations to which it agreed to conform.;

e Provides for CSOS SCA certificate updating ckeging.
1.3.1.4 CSOS Subordinate Certification Authority (CSOS SCA)

The CSOS Certification éthority is comprised of one Root CA and two logical SCAs. The
CSOS SCA is an entity established and authorized by the PMA to create, sign, and issue public
key certificates to authorized CSOS Subscribers through subordination to the CSOS Root CA.
The CSOSSCA is operated and maintained by under the authority of the DEA. A description of
the implementation may be found in Section 5 of this document. The CSOS SCA issues and
manages CSOS Subscriber certificates and Certificate Revocation Lists (CRLS) rataaceo

with the terms and conditions specified within the most recent version of the CP.

13141 CSOS SCA Obligations

The CSOS SCA complies with the provisions defined in the CSOS System CP, by following the
procedures outlined in this CPS. Obligatiomdude the following:

e Provides this CSOS CPS to the PMA, as well as any subsequent changes to the CPS,
for conformance assessment in accordance with Sextl@of this CPS.

e Protects the CAb6s private signing key in

e Signs certificates only after verifying the identity of the certificate subject in
accordance with SectionZ3of this CPS;
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e \frifies that the subject holds the private key corresponding to the public key in the
certificate in accordance with Sectior2 B.of this CPS;

e Uses the private signing key only when issuing certificates or signing Certificate
Revocation Lists (CRL), following the procedures documented inQperations
Management Guide.

e Accepts registration information only from enrolled CSOS r@mators as described
in Section 3 of this CPS,

e Includes only valid and appropriate information in the certificate in accordance with
Section 7.1 of this CPS,

e Maintains evidence that due diligence was exercised in validating the information
containedm the certificate in accordance with Sections 4.1 aBdfithis CPS;

e Ensures that Subscribers are informed of their obligations and informed of the
consequences of not complying with those obligations in a Subscriber Agreement and
by requiring acceptancef these obligations and terms as a condition of certificate
retrieval as specified in Section 2this CPS.

e Revokes the certificates of Subscribers found to have acted in a manner counter to
those obligatins as specified in Sections 4.8 andaf.this CPS;

e Provides for certificate updating or-keying as specified in Sectiser8.31, 4.6, and
4.7 of this CPS;

e Operates or provides for the service of a repository for maintaining Subscriber
certificate information and siad as specified in Sectionlf this CPS;

¢ Maintains records necessary to support requests concerning its operation, including
audit files and archiveas specified in Sections 2.1 and &.his CPS;

e Accurately publishes CRLs, processes certificate applications and responds to
revacation requests in a timely and secure maasespecified in Section 4.408 this
CPS.

1.3.2 Registration Authorities (RAS)

The CSOS Certification Authority also encompasses both the role and the functions of a
Registration Authority (RA). The RA process applications of CSOS Coordinators and
Subscribers according to the stipulations of the Certificate Policy. The RA function includes
both automated and manual processes performed by the CSOS RA and its associated Help Desk.
In this CPS, the terrRegistrar is used to refer to an individual performing RA functions, while

RA is used to refer to the total RA entity, including the software and its operations. Functions
performed by the RA include:

e The verification and authentication of individuals or ergitwwho are designated
CSOS Coordinators;
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e The approval or rejection of certificate applications;
e The initiation and authentication of certificate revocations; and

e The authentication of individuals or entities submitting requests to renew certificates
or seekng a new certificate following revocation.

The following documents detail the RAGS respo
adjudication and revocation processes:

e CSOS Subscriber Manulmicated at http:¥Www.deaecom.gav

e Operations Management Gui@leA and Help Desk Sections);
e DEA Diversion Control RA System Design
1.3.2.1 RA Obligations

The CSOS RA is responsible for controlling the registration process through the adjudication of
applications receed from CSOS Coordinators and Subscribers, collecting and verifying the
information to be entered into the certificates issued by the CSOS Certification Authority. In the
performance of these duties, the CSOS RA is obligated to:

e Verify the accuracy and awgnticity of the Subscriber information at the time of
application for a certificate.

e Validate and process Subscriber certificate revocation requests in accordance with the
stipulations of the CP and this CPS.

e Provide the CSOS Certification Authority withe necessary information to complete
the certificate issuance and revocation processes.

1.3.3 Subscribers (all who transmit electronic orders)

A Subscriber is the entity whose name appears as the subject in a certificate issued by the CSOS
CAs, who attest that they use the key and certificate in accordance with the Certificate Policy
asserted in the certificate. DEA registrants are those entities required under the Federal
Controlled Substances Act (CSA) to register with DEA. According to the CSA, aatepa
registration is required for each principal place of business or professional practice at one general
physical location where controlled substances are manufactured, distributed, imported, exported,
or dispensed by a persol( U.S.C. 822(¢) Distributors, manufacturers, importers, and
exporters of controlled substances fall into this category of DEA registrant. Other registrants
include individual practitioners such as doctors, dé&ntnurses, veterinarians, and other medical

personnel wh o a reraploye® o¢f anfi eegister@d) reanufactuser, distributor, or
di spenser of any controlled substance or | i st
7
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There are various classes of DEA registrants: manufasfuréistributors, dispensers/
practitioners (which include hospitals, clinics, retail pharmacies, and teaching institutions),
researchers, narcotic treatment programs, importers, exporters, and chemists. When the
designation fir egi s tppravadt compang foetios, that cdmpanyt naust a n &
designate legal Powers of Attorney (POAS) the responsibility for ordering controlled substances

on t hat companyos behal f. CSOS Subscriber c
Certification Authority and araIlmi t ed t o approved DEA Registran
of Powers of Attorney (POAS).

The CSOS Certification Authority linstthe issuance of special purpose or administrative
certificates to CSOS Principal and Alternate Coordinators, DEA employagborized
Department of Justice (DOJ) officials, and properly cleared and approved contractor personnel.
The Subscriber Agreementand CS OS Subscr i bdocudents Meaateds atl
www.deaecom.goprovide enrollmeninstructions.

1.3.3.1 Subscribers Obligations

CSOS Subscribers are obligated to adhere to the regulations spec#ietis.C. 130&nd and
the  responsibilities  specified in  the  Subscriber Agreement (available at
http://www.deaecom.ggv

1.3.4 Relying Parties (all who accept electronic orders)

A Relying Party is the entity that, by using
digitally signed message, identifies the creator of a message and relies walidity of the
public key bound to the Subscriberos name. T

validity of the certificate by checking the appropriate certificate status information. The Relying
Party can use the certificate to verifyetimtegrity of a digitally signed message and to identify
the creator of a transaction.

Relying Party Obligations

Relying Parties that accept orders for controlled substances are obligasetheiee to the
regulations specified i1 U.S.C. 130&nd.

1.3.5 Other Participants (CSOS Coordinator)

Each participating organization must designate Principal and optional Alternate CSOS
Coordinators for each of its DEA registered locations. These CSOS Coordinators serve as the
Local Registration Authority (LRA) fothe DEA Registrations identified on their applications

and are responsible for verifying the identity and applicability of organization personnel applying
for a CSOS Certificate. CSOS Coordinators not possessing ordering authority receive
administrativecertificates for identification purposes when communicating electronically with
the RA. TheRegistrant Agreemerdand theCSOS Subscriber Manuaocuments located at
http:/Mww.deaecom.god et a i | t he CsSréspondbiites. di nat or 6
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CSOS Coordinator Obligations

For individuals applying for a CSOS certificate associated with a DEA registered location for
which the CSOS Coordinator is responsible, the CSOS Coordinators:

e Verify the applicantdés identity and empl o

e Verify that the applicantds CSOS applicat
signed by the applicant;

e Submit the signed application packet to the CSOS RA,;

e Maintain evidence that due diligence was exercised in validating the information
containedm t he Subscriberés applicati on;

e Serve as a point of contact for CSOS natification for their registered location,
supplying confirmation of certificate requests, certificate renewals, and revocation
requests.

1.4  Certificate Usage
1.4.1 Appropriate Certificate Uses

CSOS Subscriber certificates are only issued to entities engaged in the transfer of controlled
substances between manufacturers, distributors, retail pharmacies, authorizing institutions and
other registrants and must be used for the signingeatrehic transaction orders, however the

use of CSOS certificates is not restricted to this single application.

1.4.2 Prohibited Certificate Uses

CSOS certificates may not be used for the signing of electronically transmitted controlled
substance presctipns. The practices described in this CPS apply to the issuance and use of
those certificates, Authority Revocation Lists (ARL) and Certificate Revocation Lists (CRL) for
users within the CSOS Certification Authority domain.

1.5 Policy Administration
1.5.1 Organization Administering the Document

The DEA, Office of Diversion Control, Technology Section, is the administering organization for
this CPS.

1.5.2 Contact Person

The contact details for the CSOS System Certificate PaliyCSOS Certification Prdices
Statemenare located at httpuivw.deaecom.gawVritten communication should be sent to:
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Drug Enforcement Administration
Office of Diversion Control

Technology Section (ODT)

Attn: Chair, Policy Managementughority
Arlington, VA 22202

1.5.3 Person Determining CPS Suitability for the Policy

The CSOS System PMA is responsible for determining the suitability of this CPS and of the
CSOS System. The PMA is responsible for the approval of the CP, approval absdiriSer
agreements, and the review and approval of this CPS to ensure its consistency withTine CP
CSOS Certification Authoritys required to periodically attest to the compliance of the CPS to
the CP as set forth in the CP.

1.5.4 CPS Approval Procedures

This CPS and all subsequent changes to the WiP$e formally approved by the PMA. The
PMA must vote on the approvas$ detailed in thBMA Operations Guide
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1.6 Definitions and Acronyms

Definitions

Access Control

Activation Data

Applicant

Archive

Audit

Audit Data

Authenticate

Authority Revocation
List (ARL)

Backup
Binding

Biometric

Certificate

Process of granting accessinformation only to authorized users,
programs, processes, or other systems.

Private data, other than keys, that are required to access
cryptographic modules (i.e., unlock private keys for signing or
decryption events).

TheSbscri ber i s somet i mealler al s
applying to a CA for a certificate, but before the certificate issual
procedure is completed.

Long-term, physically separate storage.

Independent review and examination of recordsamtigities to
assess the adequacy of system controls, to ensure compliance
established policies and operational procedures, and to recomrmr
necessary changes in controls, policies, or procedures.

Chronological record of system activitiesenable the
reconstruction and examination of the sequence of events and
changes in an event.

To confirm the identity of an entity when that identity is presente

A signed, timestamped list of serial nurebs of CA public key
certificates, including crossertificatesthat have been revoked.

Copy of files and programs made to facilitate recovery if necess
Process of associating two related elements of information.

A physicalor behavioral characteristic of a human being such as
fingerprint.

A digital representation of identity. Subscriber certificates identif
the individual named in the certificate, bind that person to a
particular public/private key pair, apdovide sufficient information
demonstrating the Subscriber is operating under the authority ol
CSOS System program.
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Certificate Policy (CP)

Certificate Revocation
List (CRL)

Certification Authority
(CA)

Certification Authority
(CA)

CA Facility

Certificate Re-key

Certification Practices
Statement (CPS)

Compromise

Confidentiality

A "named set of rules that indicates the applicability of a certifice
to a particular community and/or clasfsapplication with common
security requirements” [X.509]. The CSOS System Certificate
Policy specifies (1) the Certification Authorities, the Subscribers,
and the Relying Parties authorized to participate in the PKI prog
described by this Policy, (2he obligations of the participants
governed by this Certificate Policy, and (3) the minimum
requirements for the issuance and management of digital certific
used within the CSOS program and other suitable applications.

A list maintained by a Certification Authority of the certificates thi
it has issued that are revoked prior to their stated expiration datt

A Certificaon Authority issues digital certificates which contain a
public keyand the identity of the owner.

A Certification Authority refers to one or more Certificate
Authorities operating in concert with a Root CertifioatAuthority
all within the same domain. These CertifioatAuthorities maybe
subordinate to or peers of the Root CertifmaAuthority. The
Certification Authority attests that the public key contained in the
certificate issued by the Certificah Authority belongs to the
person, organization, server or other entity notatiercertificate. A
Certification Authority's obligation in such schemes is to verify ai
applicant's credentials, so that users and relying parties can trus
information in the Certificabn Authority's certificates.

The collection of equiment, personnel, procedures and structure
that are used by a Certification Authority to perform certificate
issuance and revocation.

The act or process of extending the validity of the certificate by
issuing a new certificate with aweey pair.

A statement of the practices that a CA employs in issuing,
suspending, revoking and renewing certificates and providing ac
to them, in accordance with specific CP requirements

Disclosureof information to unauthorized persons, or a violation
the security policy of a system in which unauthorized intentional
unintentional disclosure, modification, destruction, or loss of an

object may have occurred.

Assurance that infonation is not disclosed to unauthorized entitie
Or processes.
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Cross-Certified CA

Cryptographic Module

CSOS

Drug Enforcement
Administration (DEA)

DEA CA

End Entity

Federal Information
Processing Standards
(FIPS)

Firewall

Intellectual Property

Internet Engineering
Task Force (IETF)

Key Changeover

Key Escrow

A Certification Authority that has been issued a certificate by the
DEA CA that establishes a trust relationship between the CA ani
DEA CAin order that it may issue Subibar certificates.

Set of hardware, software, firmware, or some combination there
that implements cryptographic logic or processes, including
cryptographic algorithms, and is contained within the cryptograp
boundary of the module

Controlled Substance Ordering System. A secure electronic sys
for the transmission of controlled substances orders without the
supporting paper DEA Form 222.

The DEA regulates the manufacture and distrdyubf controlled
substances in the United States.

A term assigned to DEAGs Cert
of a Root CA and Subordinate CAs. The Root CA issues other C
certificates as needed.

Relying Parties and Subscribers

These are Federal standards that prescribe specified performan
requirements, practices, formats, communications protocols, etc
hardware, software, data, telecommunications operation, etc.

Gateway that limits access between networks in accordance wit
local security policy.

Useful artistic, technical, and/or industrial information, knowledg
Property or ideas that convey ownership and control of tangible
virtual usaye and/or representation.

A large open international community of network designers,
operators, vendors, and researchers concerned with the evolutic
the architecture and the smooth operation of the Internet.

The procedure used to change CA keys.

A deposit of the private key of a Subscriber and other pertinent

information pursuant to an escrow agreement or similar contract
binding upon the Subscriber, the terms of which require one @& r
agents to hold the Subscriber's private key for the benefit of the
Subscriber, an employer, or other party, upon provisions set fort
the agreement.
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Key Pair

Non-Repudiation

Object Identifier (OID)

Operations
Management Authority
(OMA)

Policy Management
Authority (PMA)

Private Key

Public Key

Public Key
Infrastructure (PKI)

Registration Authority
(RA)

Two mathematically related keys having the properties that (1) o
key can be used to enptya message that can only be decrypted
using the other key, and (2) even knowing one key, it is
computationally infeasible to discover the other key.

Assurance that the sender is provided with proof of delivery and
the recipient is pvided with proof of the sender’s identity so that
neither can later deny having processed the data. Technical noi
repudiation refers to the assurance a Relying Party has that if a
public key is used to validate a digital signature, that signature h
to have been made by the corresponding private signature key.

Legal nonrepudiation refers to how well possession or control of
private signature key can be established.

An alphanumeric number registered with an internationally
recognized standards organization used within PKI to uniquely
identify policies and supported cryptographic algorithms.

Parties responsible for managing all personnel and activities
involved in the dayto-day operatias of the Certification
Registration Authority and Help Desk.

Body established to oversee the creation and update of Certifice
Policies, reviewCertification Practices Statemsnteview the
results of CA audits for paly compliance, evaluate natomain
policies for acceptance within the domain, and generally overse:
manage the PKI certificate policies.

(1) The key of a signature key pair used to create a digital sigha
(2) The key of an encryptidcey pair that is used to decrypt
confidential information. In both cases, this key must be kept se:

(1) The key of a signature key pair used to validate a digital
signature. (2) The key of an encryption key pair that is used to
encrypt cofidential information. In both cases, this key is made
publicly available normally in the form of a digital certificate.

A set of policies, processes, server platforms, software and
workstations used for the purpose of amistering certificates and
public-private key pairs, including the ability to issue, maintain, a
revoke public key certificates.

CAs that process the registration of Subscribers and operate
according to the stipulations ofCertificate Policy.
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Relying Party

Repository

Revoke a certificate

Risk

Root CA

Server

Subordinate CA (SCA)

Subscriber

Threat

A Relying Party is the entit)
to verify the integrity of a digitally signed message, identifies the
creator of a message, and relies on the validity of the public key
boundtote Subscri berdéds name. The
checking the validity of the certificate by checking the approprial
certificate status information. The Relying Party must use the
certificate to verify the integrity of a digitally signed messageé to
identify the creator of a transaction.

A database containing information and data relating to certificate
specified in this CPS

To prematurely end the operational period of a certificate effecti
a specificdate and time.

An expectation of loss expressed as the probability that a partici
threat exploi a particular vulnerability with a particular harmful
result.

A term assigned to a Certificah Authority that issues other CA
certificates The CSOS System Root
the CSOS Certification Authority. The Root CA operates in
accordance with the provisions of its Certification Practices
Statement. The Root CA perfositihe following functions: (1)
accept and processgjeations for operations from subordinate
CAs; (2) issue certificates to subordinate CAs approved by the
PMA,; (3) publish subordinate CA certificate status information.

A system entity that provides a service in response to requests 1
clients.

An SCAis a CA authorized by the PMA to create, sign, and issu
public key certificates to authorized CSOS Subscribers. Subordi
CAs operate in a hierarchical PKI, subordinate to the Root CA.

A Subscriber is the entityhose name appears as the subjectin a
certificate issued by a DEA CSOS Subordinate CA, who attests
it uses its key and certificate in accordance with the Certificate
Policy asserted in the certificate. CSOS Subscribers are limited
DEA registrantsand agents of registrants as stipulated in the Coc
Federal Regulations (CFR) §1301.22.

Any circumstance or event with the potential to cause harm to a
information system in the form of destruction, disclosure, advers
modification of data, aridr denial of service.
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Trusted Role

A trusted role is one whose incumbent performs functions that c
introduce security problems if not carried out properly, whether
accidentally or maliciously.

Vulnerability Vulnerability assessments arendoicted to identify potential

Assessments vulnerabilities or events that would affect the integrity and opera
of the CA.

Acronyms

Acronym Description

AES Advanced Encryption Standard

AICPA American Institute of Certified Public Accountants
ARL Authority Rewocation List

CA Certificaion Authority

CFR Code of Federal Regulations

CIMC Certificate Issuing and Management

CISA Certified Information System Auditor

CN Common Name

COTR Contracting Officer's Technical Representative
CP Certificate Policy

CPS Certification Practices Statement

CRL Certificate Revocation List

CSA Controlled Substances Act

CSOS Controlled Substance Ordering System

CSS Certificate Status Servers
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Acronym Description
DEA Drug Enforcement Administration
DN Distinguished Names
DNS Domain Name Sysim
DSA Digital Signature Algorithm
DSS Digital Signature Standard
ECDSA Elliptic Curve Digital Signature Algorithm
EPCS Electronic Prescriptions for Controlled Substances
FBCA Federal Bridge Certificain Authority
FIPS Federal Information Processifgandards
FTCA Federal Tort Claims Act
IETF Internet Engineering Task Force
LDAP Lightweight Directory Access Protocol
LRA Local Registration Authority
MOA Memorandum of Agreement
NARA U.S. National Archives and Records Administration
NIST National Institute of Standards and Technology
OCSP Online Certificate Status Protocol
oD Office of Diversion Control
ODC Office of Diversion Control CSOS Program
ODL Office of Diversion Control Liaison and Policy Section
ODR Office of Diversion Control Rgistration and Program Support Section
OID Object Identifier
17
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Acronym Description
OMA Operations Management Authority
PINS Personal Identification Numbers

PKCS Public Key Cryptography Standards
PKI Public Key Infrastructure

PKIX Public Key Infrastructure X.509

PMA Policy Management Authority

POA Power of Attorney

RA Registration Authority

RFC Request For Comment

RSA RivestShamirAdleman (encryption algorithm)
SA System Administrator

SCA Subordinate Certificain Authority

SIA Strong ldentification and Authorifian
SHA Secure Hash Algorithm

SO Security Officer

SSL Secure Socket Layer

TLS Transport Layer Security
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Section 27 Publication and Repository Responsibilities
2.1 Repositories

An X.500 directory provides the public repository for this Certificathathority in the external
network. Access to the directory is provided through an interoperable implementation of the
Lightweight Directory Access Protocol version 3 (LDAPv3A web site is also provided to
publish CSOS documentation.

Repository Obligations

The OMA operates and utilizes a variety of mechanisms as required by the CP to ensure that
there is a repository where the CSOS CA certificates and CRLs are published. The mechanisms
supported and operated include:

e An X.500 compliant Directory ServiceyStem with LDAPv3 access that allows
authorized access and retrieval of the Certificate Revocation Lists and CSOS CA
certificate information.

¢ A CSOSwebsiteis maintained ahttp://www.deaecom.gofor posting CSOS puld
documentation including the CP, Subscriber Manual and other public documentation
as appropriate. Access controls are implemented to ensure that the modifications to
these documents are limited to authorized personnel only.

e The Certification Authorif has implemented administrative access controls to protect
the repository information from unauthorized access. The controls are enforced
through application configuration and operating system Group Policy Objects
(GPOs), in addition to procedural congdhat ensure accountability.

e The Certification Authority has implemented system and environmental controls to
ensure that a high level of reliability and availability is provided to the using
community.

2.2 Publication of Certification Information
The llowing information is published in thHéSOSrepository:
e Certificate revocation information for all CSOS certificates that the CA issues;

e The CSOS Ro-signedCA oGestificateecbntaining the public key, which is
used to verify the authenticity tdie CA certificate;

e The SCA certificate signed by the CSOS Root CA containing the public key, which is
used to verify the authenticity of a CSOS certificate.
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In order to mitigate the risk of aggregated information contributing to the possibility of the
diversion of controlled substances, Subscriber certificates are not posted into the CSOS
repository.

The following CSOS PKI informatiois published on thevebsite athttp:/Avww.deaecom.gav
e A copy of the CSOS System CP;
e A copy of the Subscriber Agreement;
e A copy of the Registrant Agreement;
e The CSOS DEA Registrant Certificate Application Checkilist;
o Certificate application forms and instructions;
e Revocation request procedures;
e CSOS Certificate Profile and CSOS Certificatel CRL Profile
e The official list of PMA members;
e Contact details for this CPS and PKI;
e A copy of the CSOS Subscriber Manual.

Changes to items within this CP®hich have minimabr noimpact on the Subscriber using
certificates and CRLs issued by ti@SOS Certification Authorityare made with no change to
the CPS version number.

2.3 Time or Frequency of Publication

CRLs issued by the Certification Authority are automatically published in the directory as soon
as they are issued. The frequency of G&luanceas discussed in Section 4.D¥this CPS.

Changes to the certificates supported by this CPS as well as changes to items within this CPS
which may have significant impact on the Subscriber using certificates and CRLs issued by the
CSOS Certificathn Authority, are made with 30 days notice to the user community, and the
version number of this CPS must be increased accordingly.

2.4  Access Controls on Repositories

The CSOSwebsite enables readnly access to the CP and other public documents codtaine
the site to Internet users. Only authorized CSOS personnel loggkedally (interactively) at
the Web server are able to modify or post documents on the @8xSte
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Detailed information on facility and logical access controls are contamége System Security

Plan.Access control policies amvered andhcluded in the Rules of Behavior that are provided
to all employees.
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Section 371 ldentification and Authentication
3.1 Naming
3.1.1 Types of Names

Names of certificate subjects must Be00 Distinguished Names (DN) using a set of the
following X.520 naming elements: C; O; OU; and CN.

3.1.2 Need for Names to be Meaningful

All certificates issued by the CSOS Certification Authority contain the DN of C=US, O=U.S.
Government, OU=Departemt of Justice, OU=DEA, OU=Diversion Control, OBF€Eommerce
OU=CSOS, OUsSt at e. 0 Subscriber certificates i ncl
individual using the certificate and a serial number that is unique to the Subscriber. The presence
of the uniqueserial number guarantees that although the CN may not be unique, tlie DN
always unique to each Subscriber.

TheCN is generated according to these rules:
e From the Subscriberdos | egal name as it

e If this name cannot be usedhetname that Federal or local records refer to that
person as (e.g., POA (Power of Attorney) letter, human resources documents,
birth certificate or driveds licensepreused.

3.1.3  Anonymity or Pseudonymity of Subscribers

In the event that a person iadwn by a name that is different then the name used to create the
CN, additionalCN values maybe addé&dat the request of the Subscri®eio the CN attribute

after the DN has been formed. If these rules cannot resolve any naming issue, the issue
resolvedby the PMA according to the proceduresSections9.13 and 9.16.4f this document.

The certificate subject field is the identity of the Subscriber who is being assigned the certificate
from the issuing CA.

3.1.4 Rules for Interpreting Various Name Forms

DNs and their component Relative Distinguished Names (RDNs) are to be interpreted as defined
in the applicable certificate profilend in Section3.1.4 of this CPS. Th&SO0S System
Certificate and CRL Profilelocument established by the DEA containsrtiies for interpreting

name forms. These documents may be found at kttpy/deaecom.gav

3.1.5 Uniqueness of Names

Names are unambiguously defined for each Subscriber, as described in the preceding
subsedbns. As $ated in Section 3.1,2he presence of the unique serial number guarantees that
although the CN may not be unique, the BNilways unique to each subscriber. Certificates
issued from the CA or RA (i.e. service accounts) have the service account naaneecbim the
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CN, howeverdo not include the S/N. It is the responsibility of the CA to resolve all conflicts to
ensure that name uniqueness is maintained.

3.1.6  Recognition, Authentication and Role of Trademarks

Certificate subject names issued under plokcy arechosen by the CA. The CA is not obligated

to research trademarks or resolve trademark disputes. The CA or its agents may refuse to accept a
name known to be a trademark of someone else, or deemed inappropriate for use in the
certificate.

The OMA refers disputes with names, including disputes involving trademarked names, to the
PMA for resolution. The CSOS PM& ultimately responsible for resolution of any name claim
disputes within theCSOS PKI and may direct the revocation andsselance of my affected
certificates The CSOS PMA providethe CSOS RA with the results of their decisions who, in
turn, notifesthe applicant and CSOS Coordinator via email or postal mail.

3.2 Initial Identity Validation
3.2.1 Method to Prove Possession of Private Key

CSOS Subscribers generate their own keys within their system as an automatic process described
in Section 4.3.2 For signature public keys, the corresponding private key automatically signs
the certificate request generated by the Subscriber. \&idic of the signature using the public

key in the request servas proofof-possession of the private key.

The CSOS Certification Authority does not verify the uniqueness of Subscriber public keys
during the certificate issuance process. RPadgfossessn of the private key is required before
obtaining a certificate from the CA, preventing malicious attempts 4aseea public key.
Section 4.1.2- Enrollment Process and Responsibilities, covers the accountable method for
delivering certificates to userequesting certificates. Before being able to obtain a certificate, a
DEA Registrant must receive a reference code(s)aaritorization codeThe reference code(s)

is sent via amail. The authorization code(s) is sent via postal mail to the addresdgutdy the
CSOS Coordinator on the application in a tamper evident envelsiper receiving the
authorization and reference code(s), the DEA Registrant returns to the bG8 eto retrieve
his/her CSOS Certificate(sClient-side key generation modkd are required to be FIPS
validated, which gives a high degree of confidence in the entropy of the random number
generation.

3.2.2 Authentication of Organization ldentity

CSOS Certification Authority certificates are issued to organizations for the pugbasoss
certification only and require PMA approval in advance of issuance. The RAeserif
organizational identity using thiparty knowledge broker data, D&BO(n and Bradstreet, a
provider of international and US business credit information andtceegbrts)listings, etc. and
provides the results of this information and the tools used for verification at the time the request
is provided to the PMA for review.
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3.2.3  Authentication of Individual Identity
3.23.1 CSOS Coordinator Identification Process

A Principal Coordinator and optional Alternate Coordinatoe identified for each DEA
Registrant (as indicated on DEA Form 223) participating in the Controlled Substance Ordering
System. The Principal Coordinator sesees an or g ani zcaghized @S®S coptact mar y
for the DEA Registrant(s) identified on their application. The Principal Coordinator applicant

may be any individual employed or contracted by the organization designated to serve in that
role. If a CSOS DEA Registrant Certificate Ajgption is submitted, the DEA Registrant sexve

the role of Principal Coordinator unless otherwise indicated on the application.

A CSOS Coordinator application must be received by the CSOS RA along with, or prior to, any
CSOS Subscriber certificate applions. CSOS Coordinators submit the following
information/credentials to the CSOS RA for identity verification:

e A signed and notarized CSOS Coordinator application obtained from the @8©S
site This application must be signeg the same individual whisas signedhe most
recent application for DEA Registration (DEA Form 223) or by the person authorized
to sign the next application for DEA renewal and authorizes the individual listed on
the application to represent the organization in the capacite @80OS Coordinator.

e Two copies of identification, one of which must be a governsssoied photo ID,
such as a drivero6s | icense or passport.

e A copy of a current DEA Registration (Form 223) or the most recent application for
DEA registration in the everthat application for DEA Registration and a CSOS
Coordinator certificate are simultaneously submitted.

e For individuals granted Power of Attorney (POA) to sign orders for controlled
substances on behalf of a DEA Registrant, a copy of the POA assignnentet
specified in Title 21 Code of Federal Regulations (CFR), Parts-1399 (commonly
referred to as 21CFR, Parts 130299).

The CSOS RA notifies the applicant viamail upon receiving the application package and
adjudicates the applicant through tb#owing procedures:

e \Validates that all required information and documentation has been provided.

e \alidates that the Notary information is complete, identification documents match
information provided on the application, and through performing arofeland
tel ephone verification of empl oyment , po
Human Resource department or with the owner/operator of smaller business entities.
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e Validates the DEA Registrant(s) provided information, including business activity,
schedules and DEA Registration expiration date against DEA CSA data provided by
DEA.

e Verifies the organization mailing address and the employment of the individual at the
provided address.

3.23.2 CSOS Subscriber Identification Process

Authentication of Sufcriber identity is performed by the local organization and requires the
delegation of a CSOS Coordinator, who serves as the LRA and organizational point of contact
for CSOS issues. Subscribers submit the following information/credentials to their das$ignat
CSOS Coordinator for identity verification:

e A CSOS Certificate application, signed by the applicant, stating that the applicant has
read and understands the terms of the CSOS CP and has agreed to the statement of
Subscriber obligations in the SubscriBgreement;

e Two copies of identification, one of which must be a governsssoied photo ID,
such as a driverodés |license or passport;

e For individuals with power of attorney (POA) to sign orders for controlled
substances, a copy of the POA assignmentrleitespecified in Code of Federal
Regulations (CFR).

e A CSOS Certificate Application Registrant List Addendum used for individuals who
wish to apply for a CSOS Certificate for more than one DEA Registrant. Up to 5
Addendums may be submitted to specify up5tb different DEA Registrants.
(Practice note: this event occurs when a single individual is granted multiple POA to
order for several DEA Registrants (registered locations). An example is with chain
pharmacies where a single individual orders contradlelstances for all company
locations).

The Principal Coordinator/Alternate Coordinator adjudicates the Power of Attorney applicant.
This includes validating the following:

e All required information/documentation is provided.
e Applicant identity is adjudicat as specified in the DEA Registrant agreement.

e The Affirmation of Identity Verification section of the application is signed by the
Coordinator.

The Coordinator maintains a copy of the application package and the method by which the
identity was verifiel for their records. Upon signing the application, the Coordinator forwards,
via postal mail, the application packet to the CSOS RA.
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The CSOS RA notifies the applicant and Principal Coordinator/Alternate Coordinatemad e
upon receiving the applicat package. The CSOS RA then validates that the application has
been properly completed with all required information and documentation provided. The RA
then crosseferences application information with relevant information from the database.

The requiredsteps the RA Operator must complete for each application type are summarized in
Table 3 1, Adjudication Procedures:

Adjudication Procedures
Application Type
Steps Registrant | Coordinator | POA
1. All of the application fields are complete and Vv Vv
valid
2. All required signatures are present. V V
3. Identification documents provided match the v v
individual represented on the application.
4. The signature on the application is similar to
the signature on the identification documents Vv \% \
provided.
5. Applicant is presently employed by the Vv Vv
organization identified on the application.
6. Applicantds place of v Vv
address presented on the application.
7. The address of the organization must match
the organization address provided on the \%
application.
8. Power of Attorney documentation is present for
the DEA Registration(s) identified on the V* Vv
application
9. Proof of DEA Registration (Form 223 or the v v
application for DEA Registration)
* POA form is only necessary if Coordinator is applying for a POA certificate.

Table 3 1. Adjudication Procedures
3.2.3.3  CSOS Subscriber Bulk Enrollment

DEA issues a separate DEA Registration to each location authorized to handle controlled
substances. In some business casesh as with chain pharmacies utilizing a centralized
ordering business model, a single individual may be assigned the responsibility for ordering
controlled substances for many different locations, some with different authorized controlled
substance sddules. Under CSOS, a single individual would need to hold separate digital
certificates for each registered locatibru s i ng t hat Registrantdés cer
controlled substances authorized for delivery to that location. To accommoedsg¢ehisiness

cases within CSOS, DEA has established Bulk Enrollment procedures.
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In order to participate in CSOS Bulk Enrollment, an organization must currently participate in
the DEA Chain Renewal program. The Chain Renewal procedure, described at
http://www.deadiversion.usdoj.gov/drugreg/chain_renewal.htias developed by DEA to
simplify the renewal application process for companies that maintain registrations at multiple
locations for example chain pharmacies. The procedure allows corporations to renew all of their
DEA registrations at the same time, thereby eliminating the need for multiple applications. This
simplified application process is available to corporations with 5@nore retail pharmacy
registrations or distributors with 10 or more registered locations.

To enroll in CSOS under Bulk Enrollment processes, each applicant (DEA Registrant, Principal
Coordinator, Alternate Coordinator, and POA) com@étis/her applicatin as specified in the

above processes, with the exception of how the DEA Registration and POA documentation is
submitted. The CSOS RAwakvi t h t he organizationdés pri mar
enrollment to ensure the DEA Registration and POA doctatien are submitted correctly.

For the DEA Registrations for which the applicant is applying, the organization will provide the
following:

e A printed list of the DEA Registrations (including all pertinent information such as
DEA Registration Number, namaddress and current expiration date) listed in order
by DEA Registration Number.

e A CD with the DEA Registration Numbers only in alphanumeric order in ASCII
format.

e For POA applicants, the organization will provide a single POA listing all of the DEA
Regstration Numbers for which the applicant is applying.

3.2.3.4  Authentication of Component Identities

The CSOS SCAs issue administrative digital certificates:
e Through the software application for use by CA personnel
e To the components:

e The CSOS Web serkeo secure communications using Secure Socket Layer
(SSL);

e The CSOS RA enail system, to authenticate messages for Enrollment,
Renewal, and Revocation purposes.

These certificates differ from CSOS Subscriber certificates in that they do not assesiQBe C
OID and are not populated with DEA extension data. DEA Regulations (specified in the 21 U.S.
Code of Federal Regulations) prohibit the use of digital certificates not containing this extension
data for controlled substance ordering.
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Administrative ceificates issued by the CSOS Certification Authority must be associated with a
PKI sponsor. Requests for certificates are submitted to the CSOS RA ByotramManager
and include the following information:

e Date of Request
e Employee Name
e Employee ID#

e Cerificate Distinguished Name (DN) as the unique identifier for the
certificate

e Reason for request
e Transfer of ownership (if applicable)

¢ |If the request is for a component, the request must include the equipment
identification information (serial number) orgiee name (DNS name)

e Contact information to enable the CA or CSOS RA to communicate with the
PKI sponsor

e TheProgramManager 6s signature to indicate

The applicant then provides the signed request form to the CSOS Certification Authority
who generate a certificate request and ensure that the sponsor retrieves the certificate in a
manner that guarantees that the private key remains under the sole control of the employee.

Upon retrieval of the certificate, the request form is updateddade the certificate DN as
discussed above and the signed request is provided to the Security Officer to file.

Administrative, device, and component certificates are issued for a period not to exceed three
years. Upon expiration or update, the user aasmt with the device or component
certificate must complete a new request for a certificate, using the procedure outlined above.

Administrative, device and component certificates are revoked immediately upon the sponsor
or i ndi vi dual 0s iore wih|IC8QSnoe ndon notdicatron to ahte RA of
suspected compromise.

The ProgramManager completes and signs revocation requests, indicating the date and
reason for the request on the original form obtained from the Security Officer and then
distributingthe form to the CA Operator for action and signature. This form is then provided
to the Security Officer to be archived.

Revoked administrator, device and component certificates are added to the CRL in the same
manner as CSOS Subscriber certificates.
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3.2.4  Non-Verified Subscriber Information
Information that is not verified is not included in certificates.
3.2.5 Validation of Authority

3.25.1 CSOS Coordinator Registration

While it is not required that a CSOS Coordinator be a DEA Registrant or have losetegr

POA to order controlled substances for the Registrant, DEA Registrants and POAs may serve as
either CSOS Coordinators or Subscribers, and, in some instances, may be both the CSOS
Coordinator and Subscriber. CSOS Coordinators largely consist oategupersonnel assigned

by DEA Registrants Relying Parties in CSOS are generally comprised of suppliers and
manufacturers It is not anticipated that a business model would arise that would result in a
CSOS Subscriber/POA additionally serving in a radea Relying Party to a transaction signed
using a CSOS Subscriber certificate issued to their own DEA Registration.

Applications are identified on the DE®eb siteand instructions are provided to walk the
applicant through the registration process. €odesignated a CSOS Coordinator an applicant
must:

) Complete and submit a signed, notarized CSOS Coordinator application to the CSOS
RA, providing all information requested by the CSOS RA without any errors,
misrepresentation, or omissions. Send the nadriapplication to the CSOS
Registration Authority aSterling Park Technology Center/CSOS, 8701 Morrissette
Drive, Springfield, VA 22152This application must be received along with or prior
to any CSOS certificate applications. Registrants and POAyiagms the CSOS
Coordinator will be given the option to request a CSOS certificate by indicating so on
his/her application form.

(i) Agree to all of the terms and conditions of the CP, Registrant Agreement, and the
Subscriber Agreement. The agreement isemes ed ast ha odghoclon
http://www.deaecom.gosite. The Subscriber or Coordinator must accept the terms of
the Agreement in order to retrieve their certificate.

3.25.2 CSOS Subscriber Registration

CSOS Sbscribers must either be DEA Registrants or have been assigned POA by the Registrant
to order controlled substances. To obtain a CSOS Subscriber certificate, an applicant must:

) Complete and submit a signed CSOS certificate application, providing atiation
requested by the CSOS RA without any errors, misrepresentation, or omissions.
Applications and instructions for registrants, or those who hold POA for registrants,
are located on the CSQ&b site http://www.de@com.gov

(i) Agree to all of the terms and conditions of the CP and the Subscriber Agreement. The
agreement i s p-t Bseny bhtp/avevdeabcne.dosite. Khe
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Subscriber or Coordinator must accd terms of the Agreement in order to retrieve
their certificate.

(i)  Submit the application to their designated CSOS Coordinator for identity verification.

Once a Subscriber has completed the CSOS certificate application and accepted the terms and
conditionsof the CP and the Subscriber Agreement, the application is submitted to the CSOS
Coordinator for identity and authorization verification. The CSOS Coordinator must sign the
certificate application, supplying all requested information. The CSOS Coommasi then

submit all verified applications for certificates to the CSOS RA. Applications received directly
from the applicant or missing the CSOS Coordi

Upon receipt of the application packet(s) by the CSOS RES®S RA Operator verifies the
i nformation contained in the CSOS certificate
ensursthatthedatabase information is readily available for verification.

Upon application approval, the CSOS RA notifies the CApproval and the CA issues a CSOS
certificate to the applicant. If the application is denied, the CSOS R#reasonable efforts to
notify the applicant and the applicantds CSO:
refusal and reasons for thefusal.

In the event of successful adjudication of a CSOS certificate application, the applicant will
receive notice of where to access the CSOS Certification Authority and how to generate the
private and public keys and retrieve the CSOS certificate. aThep | i cant 6s CSOS C«
will also receive notice that the applicant has been approved for a CSOS certificate.

3.2.6  Criteria for Interoperation

The CSOS PKI has crosertified with the FBCA as of August 2005. This crasstification is
in compliane with the U.S. Government Public Key Infrastructure Gfoedification
Methodology and Criteria which can be found at the URL below:

http://lwww.cio.gov/fbca/documents/crosscert_method_ criteria.pdf.
3.3 Identification and Authentication for Re-key Requests
3.3.1 Identification and Authentication for Routine Re-Key
3.3.1.1 CSOS Subscribers

The Subscriberthrough the CSOS Coordinator, may request that the CSOS Certification
Authority issue a new CSOS certificate containing a new serial number with aayepak
provided that the original certificate has not been revoked and the Subscriber is in good standing
with the Certification Authority, continuing to qualify as a DEA registrant or POA, as defined in
Section 1.3.3The CSOS System CP does not pergubscriber certificate renewal (issuance of

a new certificate for an existing key pair).
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Rek ey requests can be authenticated on the ba
using the current private key for a total of two certificate requestsnidethe initial request.

Upon the third certificate request, Subscribamsrequired to establish identity using the initial
registration process described3action 3.2

All re-key requests are adjudicated by the CSOS RA and checked to ensuretii¢ tthgital
signature signing the request is validated against the one issued to the Subscriber or Coordinator,
2) checked to ensure that the certificate has not been revoked or suspended, and 3) checked
against the database to ensure that the extendiansdgill valid. After adjudication, the request

is entered into the RA database and sent to the CSOS Certification Authority as previously
discussed.

DEA updates its database upon the receipt of information changes from the Registrant and from
Registréion renewal requests from the organization with whom the CSOS Coordinator is
associated.

Under normal circumstances, Subscribers and Coordinators not receiving their certificates within
10 business days from the receipt of CSOS RA notification of theissimn package can
contact the CSOS Help Desk to check status.

Requests for new certificates due to name changes (e.g. due to marriage) require proof of the
name change be provided to the CSOS Coordinator, or other designated agent. The CSOS
Coordinator srves as the certifier for the name change request submitted to the CSOS RA.
Requests for new certificates due to a change of other information present in the Certificate
extension data (reduction or addition of controlled substance ordering authorirs®mstrant
address or DEA Registration number) requires the Subscriber to establish identity using the
initial registraton process described in Section.3.2

3.3.1.2 CSOS Certification Authority Re-Key

The CSOS Root CA is a sedfgned root, crossertified with the FBCA. Both the CSOS Root

CA and the CSOS SCAs generate and store their private keys using a FIPS 140 level three
certified Hardware Security Module (HSM). fReying of the CSOS Root CA is completely

internal to the Certification Authorityandh e gener ati on of the CAOG0s ni
the HSM. The CSOS Root CA key pair and certifiadenot exceed the lifetimes stated in the

CP. The Root an@A Key Changeover Schedule is provided in@# Operations Guide

The CSOS SCharticipate in an offline subordination process with the CSOS Root CA at the
timeofrek ey. The subordination process (in which
certificate)is done using removable media transferred between the two SCAs. The entire process

is contained within the domain of the two SCAs. No outside entities are involved in the
subordination process. As with the CSOS Root
private key lifetimeslo not exceed the durations set forth in the Diversion CP.
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The new public keys posted on theveb siteat http://www.deaecom.goand notification of the
re-key is provided through a digitally signed email from the CSOS RA to the CSOS
Coordinators.

3.3.2 Identification and Authentication for Re-Key After Revocation

In the event of certificate revocation for reason of key compromise, cessation of operation, or as
a result of negative action taken against the Registrant or Subscriber by DEA, issuance of a hew
certificate alwaysrequires that the Subscriber go through the initial registration process as
described irSections 3.2.Certificate revocation due to a technical malfunction that makes the
private key invaliddoesnot require renewal via initial enroliment provided thag previous
adjudication was performed within 60 days of certificate revocation and the renewal request has
been approved by the CSOS Coordinator.

3.4 Identification and Authentication for Revocation Request

Requests for certificate revocation require @itlverbal authentication using a security code
known only to the Subscriber and the RA, a signature on the revocation request from a person
identified inSection 4.9.2f this documenalongwith any information covered iSection 49 of

this CPS.

Electranic revocation requessrea ut henti cated wusing the certif
regardless of whether or not the private key has been compromised. The RBassmable

efforts to notify the Subscriber, Registrant, or applicable CSOS Coordatadat the revocation

of the CSOS certificate via electronic means, mail, or telephone d¢dlvocation request
procedures are describedSection 4.9.3.

Revocations processed as a r aastabdse¢ domdt requmef or ma
additioral authentication.
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Section 471 Certificate Life-Cycle Operational Requirements
4.1  Certificate Application
4.1.1 Who Can Submit a Certificate Application

Eligible Subscribers are those who hold a valid DEA registration as defined in Title 21 CFR Parts
13001399. All Subscriber applicants submit a completed application and documents
substantiating identification in accordance wiection 3.2 aboveentering into an initial
agreement with the CA evidenced by accepting the applicable DEA Registrant aril8arbs
Agreement at the CSO®eb site prior to certificate issuance. Complete application processing
information is contained in the RA Section of the Operations Guide.

4.1.2 Enrollment Process and Responsibilities

Certificate application forms andstuctions may be obtained frorhttp:/Avww.deaecom.gav
The applicant follow the procedures in the Subscriber Manual posted on the @®0Siteat,
http:/Mww.deaecom.gqumailing completed applications to the CSOS Registration Authority at
Drug Enforcement AdministratiorSterling Park Technology Center/CSOS 8701 Morrissette
Drive Springfield, VA 22152

Using the information provided with the digation, the CSOS Coordinator perfasndentity

verification according to the requirements specified in the CP and this CPS. Subscriber
applications are scanned by the RA and are entered into the RA database prior to adjudication.
Based on subsequent Vfaration against the database, the CSOS RA either approves or denies

the application. The CSOS RAnati$t he Regi str ant or the Regi st
when the application is received via email. The CSOS RA notes all action taken on the certificate
request in the CSOS RA database and retains the certificate request. Should the application be
denied, the CSOS RA provig@otification of the application denial to the applicant and the
applicantds CSOS Coordinator.

The procedures developed and publstue the CSOSwveb siteare included in the CSOS
Subscriber Manual and are as follows:

1. The Subscriber applicant accepts the CSOS Certification Authority certificates from a
link provided on the CSO®eb sitein order to trust certificates issued by the CSOS
Certification Authority.

2. The Subscriber applicant downloads the applicable CSOS enroliment application.
Application forms and instructions are provided for the following CSOS Subscribers:

CSOS DEA Registrant Certificate Applicatioithe following steps diine the DEA Registrant
Certificate application process:

1. The applicant reads/agrees to the DEA Registrant Agreement, the CSOS Subscriber
Agreement and the CSOS Privacy Policy.
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2.

The DEA Registrant completes the CSOS DEA Registrant Certificate Applicaiibn a
the CSOS Certificate Application Registration List Addendum(s) if applicable.

On the application, the DEA Registrant must designate a Principal Coordinator. The
Principal Coordinator must be approved prior to the RA processing CSOS Power of
Attorney orAlternate Coordinator certificate applications. These Coordinators serve
as the organizationds LRA.

The DEA Registrant has the application and addendum(s) (if applicable) notarized.

The DEA Registrant attaches a photocopy (ies) of the DEA Registratitifidaee(s)
for the DEA Registration(s) identified, and photocopies of their identification
documents and then mails the application package to the CSOS RA.

The CSOS RA notifies the DEA Registrant vignail upon receiving the application
package.

The RA verifies the identity of the DEA Registrant and validates the DEA
Registration(s) identified.

Upon approval, the CSOS Certification Authority sends the authorization and
reference code(s) to the DEA Registrant. The reference code(s) is semaila¥he
authorization code(s) is sent via postal mail to the address provided by the CSOS
Coordinator on the application in a tamper evident envelope.

After receiving the authorization and reference code(s), the DEA Registrant returns to
the CSOSweb siteto retrieve his/her CSOS Certificate(s).

CSOS Principal Coordinator/Alternate CoordinafoiPrincipal Coordinator must be approved

prior to the RA processing CSOS Power of Attorney or Alternate Coordinator certificate
applications. The following steps outlittee CSOS Principal Coordinator / Alternate Coordinator
application process:

1.

The DEA Registrant designates the CSOS Principal Coordinator/Alternate
Coordinator applicant for the DEA Registration(s) identified.

The applicant reads/agrees to the DEA Registhgreement, the CSOS Subscriber
Agreement and the CSOS Privacy Policy.

The applicant completes the application and has the application signed by the DEA
Registrant.

The applicant has the application and addendum(s) (if applicable) notarized.

The applcant attaches a photocopy(ies) of the DEA Registration Certificate(s) and
Power(s) of Attorney (if applicable) for the DEA Registration(s) identified and
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photocopies of their identification documents, and then mails the application package
to the RA.

6. Oncethe RA receives the application package, the RA notifies the applicant via e
mail upon receiving the application package.

7. The RA verifies the identity and applicability of the applicant and validates the DEA
Registration(s) identified.

8. Upon approval, th CSOS Certification Authority sends the authorization and
reference code(s) to the applicant. The reference code(s) is serimad. §he
authorization code(s) is sent via postal mail to the address provided on the
application.

9. After receiving the auth@ation and reference code(s), the applicant returns to the
CSOSweb siteto retrieve his/her CSOS Certificate(s).

CSOS Power of Attorney Certificate Applicatioh Principal Coordinator must be approved
prior to the RA processing CSOS Power of AttorneyAdternate Coordinator certificate
applications. The following steps outline the CSOS Power of Attorney Certificate application
process:

1. The applicant reads and agrees to the CSOS Subscriber Agreement and the CSOS
Privacy Policy.

2. The applicant completekeé CSOS Power of Attorney Certificate Application.

3. The applicant attaches the CSOS Certificate Registration List Addendum(s) (if
applicable) and the Power(s) of Attorney for the DEA Registration(s) identified and
then forwards the application to eithertfrincipal Coordinator or the Alternate
Coordinator.

4. The Principal Coordinator/Alternate Coordinator adjudicates the Power of Attorney
applicant as defined in the DEA Registrant Agreement.

5. The Principal Coordinator/Alternate Coordinator forwards thgimai application
package to the RA.

6. Once the RA receives the application package, the RA notifies the applicant and
Principal Coordinator/Alternate Coordinator vianail upon receiving the application
package.

7. The RA validates the application and DEAd#stration(s) identified.

8. Upon approval, the RA sends the reference code(s) to the applicantad &he
authorization code(s) is sent by the Principal Coordinator/Alternate Coordinator via

35
FOR OFFICIAL USE ONLY (FOUO)



CSOS Certification Practices Statement Version 4.0

postal mail. The Principal Coordinator/Alternate Coordinatast forward the sealed
authorization code(s) to the applicant.

9. After receiving the authorization and reference code(s), the applicant returns to the
CSOSweb siteto retrieve his/her CSOS Certificate(s).

Bulk Enrollment Applicationisin order to participte in CSOS Bulk Enrollment, the applicant
must be applying for more than 50 CSOS Certificates and the organization must currently
participate in the DEA Chain Renewal program for DEA Registrations. Bulk Enrollment has
been established to accommodate omgions that need to obtain a large volume of CSOS
Certificates associated with a single applicant. Each applicant, DEA Registrant, Principal
Coordinator, Alternate Coordinator, and Power of Attorney, congpleigher application as
previously specifiedwith the exception of how DEA Registration and Power of Attorney
documentation is submitted. DEA Registration and Power of Attorney documentation will be
submitted as described below. The CSOS RAwavk t h t he organi zati onos
contact for ik enrollment to ensure the DEA Registration and Power of Attorney
documentation is submitted correctly.

1. For the DEA Registrations for which the applicant is applying, the organization
provides the following:

e A printed list of the DEA Registrations (inming all pertinent information such as
DEA Reqgistration Number, name, address and current expiration date) listed in order
by DEA Registration Number.

e A CD with the DEA Registration Numbers in alphanumeric order only, saved as an
ASCII text file.

This information is mailed to: Drug Enforcement AdministratioBterling Park
Technology Center/CSOS, 8701 Morrissette Drive Springfield, VA 22Fs2.Power of
Attorney applicants, the organization will provide a single Power of Attorney listing all of
the DEA Registration Numbers for which the applicant is applying.

1. The Organization provides a contact point including Corporate Name, address,
telephone number, fax number, individual contact and alternate contact for the bulk
enrollment process.

2. Upon receipt of tb package, the CSOS RA validates the application and DEA
Registration(s) identified.

3. Upon approval, the CSOS Certification Authority creates two ASCII files, one
containing the reference codes and one containing the authorization codes for the
DEA Registants identified. The reference code file is sent to the applicantmeile
The authorization code file is sent on compact disk (CD) to the address provided by
the Coordinator via postal mail. The Principal Coordinator/Alternate Coordinator
must forwardhe sealed authorization code(s) to the applicant.
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4. After receiving the authorization and reference code(s), the applicant returns to the
CSOSweb siteto retrieve his/her CSOS certificate(s).

4.2  Certificate Application Processing
4.2.1 Performing ldentification and Authentication Functions

Subscriber information is verified against a daily extract of DEA Registrant information
contained in DEAGs database. DEAG6s database e
through the closed DEA Firebirdmmunications system that prevents external tampering with

the file. The file is programmatically retrieved and made available to the CSOS RA database for
adjudication purposes.

Upon receipt of the application package from the CSOS Coordinator, the paskaadjdated by

the CSOS RA for completeness and then scanned into the CSOS RA database. The fields within
the scanned application are automatically par
validate DEA authorization, business activity addig schedules that become part of the
certificate extensions. Errors detected at this paiareported to the CSOS RA, who, in turn,
notifies the applicant and their CSOS Coor di
responsibility to contact DE#f resolve errors in the database.

The unique identification number of the identifications presented is recorded on the DEA
Registrant and Coordinator Applications by the Notary Public and the photocopy of the
identification documents are filed with thppdication and are also contained with the image of
the application created during document scanmpglications and photocopies of identification
documents are stored in locked file cabinets with limited access. Access is limited to only
individuals wih a need to know.

The electronic workflow application maintains custody of the workflow package until
completion of the adjudication

4.2.2 Approval or Rejection of Certificate Applications

Based on subsequent verification against the database, the CS@i$h&Aapproves or denies

the application. The CSOS RAnati$t he Regi str ant or the Regi st
when the application is received via email. The CSOS RA notes all action taken on the certificate
request in the CSOS RA database and rettia certificate request. Should the application be

denied, the CSOS RA provig@otification of the application denial to the applicant and the
applicantds CSOS Coordinator.

4.2.3 Time to Process Certificate Applications

Upon receipt, Registrant applicats are examined for completeness. Applications that are
incomplete (incorrect information, missing attachments, etc.) are returned to the applicant for
correction. Details on the time to process certificate applications can be foundRA tOps

Guide Section 5100.
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4.3 Certificate Issuance
4.3.1 CAActions During Certificate Issuance

Upon successful adjudication, the CSOS RA submits applicant information to the CSOS
Certification Authority, instructing the CA staff to issue the certificate to the Ggoyli The
Certification Authority provides the individual with ofiene use reference and authorization
codes. The CAvia an automated scrifgtends the reference code to the applicant-vieag The
authorization code is distributed to the Principal dowator/Alternate Coordinator via postal

mail. The Principal Coordinator/Alternate Coordinator must forward the sealed authorization
code to the applicant. The Subscriber must possess both pieces of information in order to
authenticate themselves for d¢licate use at their initial login. Email notifications are distributed

to the CSOS Coordinators and Subscribers. Subscribers are required to use these within 60
calendar days and must not divulge the codes prior to use.

For bulk enrollments, The CSOS Radjudicates the applicant as previously discussed, and
associates the applicant with the Principal Coordinator for the DEA Registrations identified in

the RA database. Upon approval, the CSOS Certification Authority creates two ASCII files, one
containing the reference codes and one containing the authorization codes for the DEA
Registrations identified. The reference code file is sent to the applicant-mail.eThe

aut horization code file is sent on a sompact
designated Coordinate via postal mail.

The CSOS Certification Authority receives its initial subordination certificate signed by the
CSOS Root CA during a Key Generation ceremony audited by KPMG.

4.3.2  Notifications to Subscriber by the CA of Issuance of Certificate

The Subscriber is mailed a URL and user login and password to are88ted CSO®eb site

t hat then | aunches the <certificate retrieval
reference and aut hor i z atareogenerates dhe skey pdirhiretheap p | i
applicant 6s syst e m-sasted C2OSabcsiteasing thenagcess bode aBdS L
password. The public key is then automatically submitted in a certificate request to the CSOS
Certification Authority.

The CSOSCertification Authority software automatically verifies the certificate request, signs
the signing public key certificate, and stores a copy of the certificate in the CSOS Certification
Authority database. The CSOS Certification Authority then providegpw af the signing public

key certificate to the client electronically through the program during the session. Next, the
CSOS Certification Authority writes the public certificate into the CSOS repository. The issuance
of a certificate by the CSOS Certditon Authority indicates the end of the certificate issuance
process. Subscriber acceptance of the certificate is covered in the following section.
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The DEAcustomized certificate specification, described in the CSOS System Certificate and
CRL Profile Gude, contains a set of pdefined values that the CA software uses to validate
certification information prior to processing a certificate request. These values include the
controlled substance schedules that the Subscriber can order, business adiiviDEAn
Registrant locationCA software is used to automatically validate that the certificate fields,
including public key and extensignare properly and accurately populated in the Subscriber
certificates.

The RA workflow and certificate issuance preses are monitored to ensure that these processes
continue to compare favorably with baseline performance metrics.

4.4  Certificate Acceptance
44.1 Conduct Constituting Certificate Acceptance

Acceptance of the certificate occurs when the Subscriber usemith/ref codes distributed by

the RA and their CSOS Coordinator to generate a certificate request and retrieve the certificate.
The operation of the secure communications protocol between the Subscriber and the CSOS
Certification Authority involves thenutual authentication of the two parties along with both the
request and the response operations that constitute acceptance by the Subscriber of the resulting
public key certificates. This process is also covémnegiection 6.1.3 of thidocument.

4.4.2 Publication of the Certificate by the CA

The OMA operates and utilizes a variety of mechanisms as required by the CP to ensure that
there is a repository where the CSOS Certification Authority certificates and CRLs are published.
The mechanisms supported akrated include:

e An X.500 compliant Directory Service System with LDAPv3 access that allows
authorized access and retrieval of the Certificate Revocation Lists and the CSOS
Certification Authority certificate information.

e A CSOSweb siteis maintained ahttp://www.deaecom.gofor posting CSOS public
documentation including the CP, Subscriber Manual and other public documentation
as appropriate. Access controls are implemented to ensure that the modifications to
thesedocuments are limited to authorized personnel only.

e The Certification Authority has implemented administrative access controls to protect
the repository information from unauthorized access. The controls are enforced
through application configurationnd operating system Group Policy Objects
(GPOs), in addition to procedural controls that ensure accountability.

The Certification Authority has implemented system and environmental controls to ensure that a
high level of reliability and availability is pvided to the using community.
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4.4.3 Notification of Certificate Issuance by the CA to Other Entities

The Relying Party is responsible for checking the validity of the certificate by checking the
appropriate certificate status information. The Relying Peaty use the certificate to verify the
integrity of a digitally signed message and to identify the creator of a transaction.

The following information is published in tl&SOSrepository:
e Certificate revocation information for all CSOS certificates thatCA issues;

e The CSOS Ro-signedCA Oestificatescbritaining the public key, which is
used to verify the authenticity of the CSOS Certification Authority certificate;

e The CSOS Certification Authority certificate signed by the CSOS Root CA
contaning the public key, which is used to verify the authenticity of a CSOS
certificate.

4.5 Key Pair and Certificate Usage
45.1 Subscriber Private Key and Certificate Usage

CSOS Subscribers are obligated to adhere to the regulations specii@@HRR, Partsl300
1399 and the responsibilities specified in the Subscriber Agreement (available at
http:/Avww.deaecom.gov

45.2 Relying Party Public Key and Certificate Usage

Relying Parties that accept orders for controlledstarices are obligated tadhere to the
regulations specified iR1CFR, Parts 1300399.

46 Certificate Renewal
46.1 Circumstances for Certificate Renewal

The CSOS RA serdan automatically scheduled email notifying the Subscriber and the
SubscrilBerCoosor@s@®@at or 45 days prior to the ex
certificate. The CSOS Coordinator will receive two notifications at this time, the first notification
contains a listing of Subscribers who have renewed twice previously andvaneaqared to

renew via the initial enrollment process, and the second notification contains a listing of CSOS
Subscribers who are eligible for electronic renewal.

4.6.2 Who May Request Renewal

The Subscriberds CSOS Coor ficationaAutbarity issaeya newe q U e s t
certificate for a new key pair, provided that the original certificate has not been retioded,
Subscriber name and attributes are unchangedl the Subscriber is in good standing with the
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Certification Authority, continuig to qualify as a DEA registrant, CSOS POA, or agent of a
DEA registrant as defined in Secti@r8.3

4.6.3 Processing Certificate Renewal Requests

After confirming that the information in the listing is accurate, the CSOS Coordinator sontact
the CSOS RAand, upon authentication using a digital signature or their CSOS assigned security
code, requesthat new Subscriber certificates be issued to these Subscribers.

In the event that there is a discrepancy between the data in the database and the Subscriber
data, and provided that the request for a new CSOS certificate has been submitted prior to the
DEAG6s Registration and Subscriber certificate
request:

e The renewi ng S usiplacedrintolar umdeuevedoy praeesging until
the database is appropriately updated wi
information. This requess held for a maximum period of 90 days to allow the
information to be updated in the database. This, then, doegeqgatre the
resubmission of a complete application even in the event that the existing Subscriber
certificate expires during this period.

e Subscribers and Coordinators receive an email notification that there is a Registration
information discrepancy thakeeds to be resolved with DEA. A second notification is
sent from the CSOS RA at 45 days.

¢ When the database update agrees with the applicant data, and the extract is received
by the CSOS RA, the application is automatically removed from its hold stat@s and
notice sent to the Subscriber and CSOS Coordinator with instructions on how to
retrieve their new certificate.

4.6.4 Notification of New Certificate Issuance to Subscriber

The new public keys posted on theveb siteat http:/Avww.deaecom.goand notification of the
renewal is provided through a digitally signed email from the CSOS RA to the CSOS
Coordinators.

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate

Acceptarce of therenewal certificate occurs when the Subscriber uses the auth/ref codes
distributed by the RA and their CSOS Coordinator to generate a certificate request and retrieve
the certificate. The operation of the secure communications protocol betveeBualiscriber and

the CSOS Certification Authority involves the mutual authentication of the two parties along
with both the request and the response operations that constitute acceptance by the Subscriber of
the resulting public key certificates. This pess is also coveremh Section 6.1.3 ofthis
document.
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4.6.6 Publication of the Renewal Certificate by the CA
The following information is published in tli&SOSrepository:
e Certificate revocation information for all CSOS certificates that the CA issues;

e The CSOS Ro-signedCA oOestificateecbritaining the public key, which is
used to verify the authenticity of the CSOS SCA certificate;

e The CSOS SCA certificate signed by the CSOS Root CA containing the public key,
which is used to verify the authagity of a CSOS certificate.

In order to mitigate the risk of aggregated information contributing to the possibility of the
divers_ion of controlled substances, Subscriber certificates are not posted into the CSOS
repository.
The following CSOS PKI informtéon is published on theveb siteat http://www.deaecom.gov

e A copy of the CSOS CP;

e A copy of the Subscriber Agreement;

e A copy of the Registrant Agreement;

e The CSOS DEA Registrant Certificate Application Checklist;

¢ Cerificate application forms and instructions;

e Revocation request procedures;

e CSOS Certificate Profile and CSOS Certificate and CRL Profile

e The official list of PMA members;

e Contact details for this CPS and PKI;

e A copy of the CSOS Subscriber Manual.
4.6.7 Notification of Certificate Issuance by the CA to Other Entities

The Relying Party is responsible for checking the validity of the certificate by checking the
appropriate certificate status information. The Relying Party can use the certificate to erify th
integrity of a digitally signed message and to identify the creator of a transaction.

The following information is published in t&SOSrepository:
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e Certificate revocation information for all CSOS certificates that the Certification
Authority issues;

e The CSOS Ro esignedC@Acertificate tohtaining the public key, which is
used to verify the authenticity of the CSOS Certification Authority certificate;

e The CSOS Certification Authority certificate signed by the CSOS Root CA
containing the publidkey, which is used to verify the authenticity of a CSOS
certificate.

4.7  Certificate Re-Key

4.7.1  Circumstances for Certificate Re-Key
4.7.1.1 Routine Re-key

47.1.11  CSOS Subscribers

The Subscriber, through the CSOS Coordinator, may request that thigc&em Authority

issue a new CSOS certificate containing a new serial number with a new key pair, provided that
the original certificate has not been revoked and the Subscriber is in good standing with the
Certification Authority, continuing to qualifgs a DEA registrant or POA, as definadSection

1.3.3. TheCSOS System CP does not permit Subscriber certificate renewal (issuance of a new
certificate for an existing key pair).

Rekey requests can be authenti catdgihl sgmature he ba
using the current private key for a total of two certificate requests beyond the initial request.
Upon the third certificate request, Subscribamsrequired to establish identity using the initial
registration process describeddadions3.2

The CSOS RA serdan automatically scheduled email notifying the Subscriber and the
Subscriberés CSOS Coordinator 45 days prior t
certificate. The CSOS Coordinator receiweo notifications at thigime, the first notification

contains a listing of Subscribers who have renewed twice previously and are now required to
renew via the initial enrollment process, and the second notification contains a listing of CSOS
Subscribers who are eligible for efiemic renewal. After confirming that the information in the

listing is accurate, the CSOS Coordinator costded CSOS RA and, upon authentication using

a digital signature or their CSOS assigned security code, redjuaishew Subscriber certificates

be issued to these Subscribers.

All re-key requests are adjudicated by the CSOS RA and checked to ensure 1) that the digital
signature signing the request is validated against the one issued to the Subscriber or Coordinator,
2) checked to ensure that thertificate has not been revoked or suspended, and 3) checked
against the database to ensure that the extension data is still valid. After adjudication, the request
is entered into the RA database and sent to the CSOS Certification Authority as previously
discussed.
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DEA updates its database upon the receipt of information changes from the Registrant and from
Registration renewal requests from the organization with whom the CSOS Coordinator is
associated.

In the event that there is a discrepancy betweerdthet a i n t he dat abase an
data, and provided that the request for a new CSOS certificate has been submitted prior to the
DEAG6s Registration and Subscriber certificate
request:

e TherenewingSus cr i b e risplaced irdogan @pdate queue for processing until
the database is appropriately updated wi
information. This requesis held for a maximum period of 90 days to allow the
information to be updatedn the database. This, then, does not require the
resubmission of a complete application even in the event that the existing Subscriber
certificate expires during this period.

e Subscribers and Coordinators receive an email notification that there ggsr&msn
information discrepancy that needs to be resolved with DEA. A second notification is
sent from the CSOS RA at 45 days.

e When the database update agrees with the applicant data, and the extract is received
by the CSOS RA, the application is autditally removed from its hold status and a
notice sent to the Subscriber and CSOS Coordinator with instructions on how to
retrieve their new certificate.

Under normal circumstances, Subscribers and Coordinators not receiving their certificates within
10 buwsiness days from the receipt of CSOS RA notification of the submission package can
contact the CSOS Help Desk to check status.

Requests for new certificates due to name changes (e.g. due to marriage) require proof of the
name change be provided to the CSO®&ordinator, or other designated agent. The CSOS
Coordinator sernwas the certifier for the name change request submitted to the CSOS RA.
Requests for new certificates due to a change of other information present in the Certificate
extension data (reduch or addition of controlled substance ordering authorization, Registrant
address or DEA Registration number) requires the Subscriber to establish identity using the
initial registration process describedSections3.2

4.7.1.1.2 CSOS CA Re-Key

The CSC Root CAis a selsigned root. Both the CSOS Root CA and the CSOS SCAs generate

and store their private keys using a FIPS 140 level three certified Hardware Security Module
(HSM). Rekeying of the CSOS Root CA is completely internal to the CA and therggon of

the CAO6s new keys takes place within tdoe HSM.
not exceed the lifetimes stated in the CP. The Root and CSOS SCA Key Changeover Schedule is
provided in theCA Operations Guide
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The CSOS SCA patrticipaen an offline subordination process with the CSOS Root CA at the
timeofrek ey. The subordination process (i n which
certificate)is done using removable media transferred between the two CAs. The entire process

is cantained within the domain of the two CAs. No outside entities are involved in the
subordination process. As with the CSOS Root CASB& s cer ti fi cate and p
key lifetimesdo not exceed the durations set forth in the CSOS CP.

The new pubt keyis posted on theveb siteat, http:/ivww.deaecom.goand notification of the
re-key is provided through a digitally signed email from the CSOS RA to the CSOS
Coordinators.

4.7.1.2 Re-key After Revocation

In the event of certificate revocation for reason of key compromise, cessation of operation, or as
a result of negative action taken against the Registrant or Subscriber by DEA, issuance of a new
certificate always requireshat the Subscriber go through the initial registration process as
describedn Sections 2. Certificate revocation due to a technical malfunction that makes the
private key invaliddoesnot require renewal via initial enrollment provided that the preiou
adjudication was performed within 60 days of certificate revocation and the renewal request has
been aproved by the CSOS Coordinator.

4.7.2 Who May Request Certification of a New Public Key

Eligible Subscribers are those who hold a valid DEA registrati® defined in 21CFR, Parts
13001399. All Subscriber applicants submit a completed application and documents
substantiating identification in accordance w@hction 3.2 entering into an initial agreement
with the CA evidenced by accepting the applieaDEA Registrant or Subscriber Agreement at
the CSOSweb site prior to certificate issuance. Complete application processing information is
contained in the RA Section of the Operations Guide. Certificate application forms and
instructions may be obtainedfom http:/Avww.deaecom.gav The applicant follow the
procedures in the Subscriber Manual posted on the G&bSsiteat, http:/Avwww.deaecom.gqv
mailing completed applications to the CSOS Registration Authority at Drug Enforcement
Administration,Sterling Park Technology Center/CSOS 8701 Morrissette Drive Springfield, VA
22152.

4.7.3 Processing Certificate Re-Keying Requests

Using the informabtn provided with the application, the CSOS Coordinator will perform identity
verification according to the requirements specified in the CP and this CPS. Subscriber
applications are scanned by the RA and are entered into the RA database prior to adjudicati

Based on subsequent verification against the database, the CSOS RA either approves or denies
the application. The CSOS RAnati$t he Regi str ant or the Regi st
when the application is received via email. The CSOS RA notes ialh daaken on the certificate

request in the CSOS RA database and retains the certificate request. Should the application be
denied, the CSOS RA provigl@otification of the application denial to the applicant and the
applicantds CSOS Coordinator.
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The procedures developed and published on the CS@» siteare included in the CSOS
Subscriber Manual and are as follows:

1.

2.

The Subscriber applicant accepts the CSOS Root CA and CSOS SCA certificates from a
link provided on the CSO%/eb sitein order to trust certitates issued by the CSOS
Certification Authority.

The Subscriber applicant downloads the applicable CSOS enroliment application.
Application forms and instructions are provided for the following CSOS Subscribers:

CSOS DEA Reqistrant Certificate Applicatio The following steps outline the DEA Registrant

Certificate application process:

1.

The applicant reads/agrees to the DEA Registrant Agreement, the CSOS Subscriber
Agreement and the CSOS Privacy Policy.

The DEA Registrant completes the CSOS DEA Registtantificate Application and the
CSOS Certificate Application Registration List Addendum(s) if applicable.

On the application, the DEA Registrant must designate a Principal Coordinator. The
Principal Coordinator must be approved prior to the RA proceSBQS Power of
Attorney or Alternate Coordinator certificate applications. These Coordinators serve as
t he or g aRediszatian AubhoridygRA).

The DEA Registrant has the application and addendum(s) (if applicable) notarized.

The DEA Registrant atthies a photocopy(ies) of the DEA Registration Certificate(s) for
the DEA Registration(s) identified, and photocopies of their identification documents and
then mails the application package to the CSOS RA.

The CSOS RA notifies the DEA Registrant viamai upon receiving the application
package.

The RA verifies the identity of the DEA Registrant and validates the DEA Registration(s)
identified.

Upon approval, the CSOS Certification Authority staff sends the authorization and
reference code(s) to the DHRegistrant. The reference code(s) is sent wiaaé. The
authorization code(s) is sent via postal mail to the address provided by the CSOS
Coordinator on the application in a tamper evident envelope.

After receiving the authorization and reference coddie) DEA Registrant returns to the
CSOSweb siteto retrieve his/her CSOS Certificate(s).

CSOS Principal Coordinator/Alternate CoordinatoiPrincipal Coordinator must be approved

prior to the RA processing CSOS Power of Attorney or Alternate Coordircattificate
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applications. The following steps outline the CSOS Principal Coordinator / Alternate Coordinator
application process:

1.

The DEA Registrant designates the CSOS Principal Coordinator/Alternate Coordinator
applicant for the DEA Registration(s) idéigd.

The applicant reads/agrees to the DEA Registrant Agreement, the CSOS Subscriber
Agreement and the CSOS Privacy Policy.

The applicant completes the application and has the application signed by the DEA
Registrant.

The applicant has the applicatiand addendum(s) (if applicable) notarized.

The applicant attaches a photocopy(ies) of the DEA Registration Certificate(s) and
Power(s) of Attorney (if applicable) for the DEA Registration(s) identified and
photocopies of their identification documentsgdahen mails the application package to
the RA.

Once the RA receives the application package, the RA notifies the applicanimeaih e
upon receiving the application package.

The RA verifies the identity and applicability of the applicant and validdtesDEA
Registration(s) identified.

Upon approval, the CSOS Certification Authority staff sends the authorization and
reference code(s) to the applicant. The reference code(s) is sentmad. €efhe
authorization code(s) is sent via postal mail toGloe r d i namdress péosided on the
application.

After receiving the authorization and reference code(s), the applicant returns to the CSOS
web siteto retrieve his/her CSOS Certificate(s).

CSOS Power of Attorney Certificate Applicatioh Principal Coordiator must be approved

prior to the RA processing CSOS Power of Attorney or Alternate Coordinator certificate
applications. The following steps outline the CSOS Power of Attorney Certificate application
process:

1.

The applicant reads and agrees to the CS@Sc®iber Agreement and the CSOS Privacy
Policy.

The applicant completes the CSOS Power of Attorney Certificate Application.

The applicant attaches the CSOS Certificate Registration List Addendum(s) (if
applicable) and the Power(s) of Attorney for the DEégistration(s) identified and then
forwards the application to either the Principal Coordinator or the Alternate Coordinator.
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4. The Principal Coordinator/Alternate Coordinator adjudicates the Power of Attorney
applicant as defined in the DEA Registrantégment.

5. The Principal Coordinator/Alternate Coordinator forwards the original application
package to the RA.

6. Once the RA receives the application package, the RA notifies the applicant and Principal
Coordinator/Alternate Coordinator vianeail upon reciing the application package.

7. The RA validates the application and DEA Registration(s) identified.

8. Upon approval, the RA sends the reference code(s) to the applicanimad. &he
authorization code(s) is sent by the Principal Coordinator/Alternatrd@ator via
postal mail. The Principal Coordinator/Alternate Coordinator must forward the sealed
authorization code(s) to the applicant.

9. After receiving the authorization and reference code(s), the applicant returns to the CSOS
web siteto retrieve hidier CSOS Certificate(s).

Bulk Enrollment Applicationsin order to participate in CSOS Bulk Enrollment, the applicant
must be applying for more than 50 CSOS Certificates and the organization must currently
participate in the DEA Chain Renewal program forADRegistrations. Bulk Enrollment has

been established to accommodate organizations that need to obtain a large volume of CSOS
Certificates associated with a single applicant. Each applicant, DEA Registrant, Principal
Coordinator, Alternate Coordinator, aRdwer of Attorney, will complete his/her application as
previously specified with the exception of how DEA Registration and Power of Attorney
documentation is submitted. DEA Registration and Power of Attorney documentation will be
submitted as describecelow. The CSOS RAwokwi t h t he organi zati onos
contact for bulk enrollment to ensure the DEA Registration and Power of Attorney
documentation is submitted correctly.

1. For the DEA Registrations for which the applicant is applying, the cragton
will provide the following:

0 A printed list of the DEA Registrations (including all pertinent information
such as DEA Registration Number, name, address and current expiration date)
listed in order by DEA Registration Number.

o0 A CD with the DEA Regitration Numbers in alphanumeric order only, saved
as an ASCII text file.

This information is mailed to: Drug Enforcement Administrati&terling Park
Technology Center/CSOS 8701 Morrissette Drive Springfield, VA 22152

2. For Power of Attorney applicantd organization will provide a single Power of
Attorney listing all of the DEA Registration Numbers for which the applicant is

applying.

48
FOR OFFICIAL USE ONLY (FOUO)



CSOS Certification Practices Statement Version 4.0

3. The Organization provides a contact point including Corporate Name, address,
telephone number, fax number, individuantact and alternate contact for the
bulk enrollment process.

4. Upon receipt of the package, the CSOS RA validates the application and DEA
Registration(s) identified.

5. Upon approval, the CSOS Certification Authority creates two ASCII files, one
containing tle reference codes and one containing the authorization codes for the
DEA Registrants identified. The reference code file is sent to the applicant via e
mail. The authorization code file is sent on compact disk (CD) to the address
provided by the Coordinatwia postal mail. The Principal Coordinator/Alternate
Coordinator must forward the sealed authorization code(s) to the applicant.

6. After receiving the authorization and reference code(s), the applicant returns to
the CSOSweb siteto retrieve his/her CSO&ertificate(s).

4.7.4 Notification of New Certificate Issuance to Subscriber
4.7.4.1 Subscriber Certificate Issuance

Subscriber information is verified against a daily extract of DEA Registrant information
contained i n DEAOs dadtiatehvered.elecDdhigafiysto tlieaCE@SHRAS e e
through the closed DEA Firebird communications system that prevents external tampering with

the file. The file is programmatically retrieved and made available to the CSOS RA database for
adjudication purposes.

Upon receipt of the application package from the CSOS Coordinator, the package is validated by
the CSOS RA for completeness and then scanned into the CSOS RA database. The fields within
the scanned application are automatically parsed and processesiagaD EA6s dat abase
validate DEA authorization, business activity and drug schedules that become a part of the
certificate extensions. Errors detected at this paiatreported to the CSOS RA, who, in turn,

notifies the applicant and their CSO® G r di nat or via email . |t i s
responsibility to contact DEA to resolve errors in the database.

The unique identification number of the identifications presented is recorded on the DEA
Registrant and Coordinator Applications by the aigt Public and the photocopy of the
identification documents are filed with the application and are also contained with the image of
the application created during document scanmpglications and photocopies of identification
documents are stored incked file cabinets with limited access. Access is limited to only
individuals with a need to know.

The electronic workflow application maintains custody of the workflow package until
completion of the adjudication
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Upon successful adjudication, the CSOS Rébmits applicant information to the CSOS
Certification Authority instructing the CA to issue the certificate to the applicant. The CSOS
Certification Authority provides the individual with ofiene use reference and authorization
codes. The CSOS Certifitan Authority sends the reference code to the applicant-weik

The authorization code is distributed to the Principal Coordinator/Alternate Coordinator via
postal mail. The Principal Coordinator/Alternate Coordinator must forward the sealed
authorizéion code to the applicant. The Subscriber must possess both pieces of information in
order to authenticate themselves for certificate use at their initial login. Email notifications are
distributed to the CSOS Coordinators and Subscribers. Subscribersgamed to use these
within 60 calendar days and must not divulge the codes prior to use.

For bulk enrollments, The CSOS RA adjudicates the applicant as previously discussed, and
associates the applicant with the Principal Coordinator for the DEA Ragiss identified in

the RA database. Upon approval, the CSOS Certification Authority creates two ASCII files, one
containing the reference codes and one containing the authorization codes for the DEA
Registrations identified. The reference code file entsto the applicant via-mail. The

aut horization code file is sent on a compact
designated Coordinate via postal mail.

The Subscriber is mailed a URL and user login and password to are88ted CSO®eb ste

t hat then | aunches the <certificate retrieval
reference and authorizati on codes, the appli
applicant 6s syst e m-sasted C2OSabcsiteashcs thenagcess tode aRlS L
password. The public key is then automatically submitted in a certificate request to the CSOS
Certification Authority.

The CSOS Certification Authority software automatically verifies the certificate request, signs
the signing pulic key certificate, and stores a copy of the certificate in the CSOS Certification
Authority database. The CSOS Certification Authority then provides a copy of the signing public
key certificate to the client electronically through the program duringséssion. Next, the
CSOS Certification Authority writes the public certificate into the CSOS repository. The issuance
of a certificate by the CSOS Certification Authority indicates the end of the certificate issuance
process. Subscriber acceptance of #réifecate is covered in the following section.

The DEAcustomized certificate specification, described in the CS@8em Certificate and

CRL Profile Guide contains a set of pmefined values that the CA software uses to validate
certification informatbn prior to processing a certificate request. These values include the
controlled substance schedules that the Subscriber can order, business activity and DEA
Registrant locationCA software is used to automatically validate that the certificate fields,
including public key, and extensions are properly and accurately populated in the Subscriber
certificates.

The RA workflow and certificate issuance processes are monitored to ensure that these processes
continue to compare favorably with baseline perfaroeametrics.
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4.7.4.2  CSOS Certification Authority Certificate Issuance

The CSOS SCA received its initial subordination certificate signed by the CSOS Root CA during
a Key Generation ceremony auditedkiyMG.

4.7.5 Conduct Constituting Acceptance of a Re-Keyed Certificate

Acceptance of the certificate occurs when the Subscriber uses the codes distributed by the RA
and their CSOS Coordinator to generate a certificate request and retrieve the certificate. The
operation of the secure communications protobetween the Subscriber and the CSOS
Certification Authority involves the mutual authentication of the two parties along with both the
request and the response operations that constitute acceptance by the Subscriber of the resulting
public key certificatesThis process is also coveredSection 6.1.3f this document.

4.7.6 Publication of the Re-Keyed Certificate by the Certification Authority
The following information is published in t&SOSrepository:

e Certificate revocation information for all CSOSrtificates that the Certification
Authority issues;

e The CSOS Ro-signedCA Oestificateecbritaining the public key, which is
used to verify the authenticity of the CSOS SCA certificates;

e The CSOS SCA certificate signed by the CSOS Root CA contathie public key,
which is used to verify the authenticity of a CSOS certificate.

In order to mitigate the risk of aggregated information contributing to the possibility of the
diversion of controlled substances, Subscriber certificates are not postedhantCSOS
repository.
The following CSOS PKI informatiois published on theveb siteat http://www.deaecom.gov

e A copy of the CSOS CP;

e A copy of the Subscriber Agreement;

e A copy of the Registrant Agreement;

e The CSOS EA Registrant Certificate Application Checklist;

o Certificate application forms and instructions;

e Revocation request procedures;
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e CSOS Certificate Profile and CSOS Certificate and CRL Profile
e The official list of PMA members;
e Contact details for this CP$i@ PKI;
e A copy of the CSOS Subscriber Manual.
4.7.7  Notification of Certificate Issuance by the CA to Other Entities

The Relying Party is responsible for checking the validity of the certificate by checking the
appropriate certificate status informatiorelRelying Party can use the certificate to verify the
integrity of a digitally signed message and to identify the creator of a transaction.

The following information is published in tli&SOSrepository:

e Certificate revocation information for all CSOSrtificates that the Certification
Authority issues;

e The CSOS Ro-signedCA Oestificaescbritaining the public key, which is
used to verify the authenticity of the CSOS SCA certificate;

The CSOS SCA certificate signed by the CSOS Root CA congathia public key, which is
used to verify the authenticity of a CSOS SCA certificate.

4.8 Certificate Modification
481 Circumstances for Certificate Modification

Updating a certificate means creating a new certificate that has a different key andeatdiffe
serial number, and that it differs in one or more other fields, from the old certificate. The CSOS
Certification Authority updates Subscriber certificates whose characteristics have changed due to
changes in name, affiliation, or prescribing or ordethority, as indicated in the daily extracts
received from DEA. The old certificate is immediately revoked.

Further, i f an individual s name changes (e.
must be provided to the RA or other designatechia(@s set forth above) in order for an updated
certificate with the new name to be issued. The CSOS Coordinator will serve as the certifier for
the name change request submitted to the CSOS RA. All changes to affiliation or authorized
schedules requirer@sschecking applicant information with relevant informatastractedfrom

the database that is verified by DEA daily through the review of a printed list of Registrant
changes.

4.8.2 Who May Request Certificate Modification

The DEA CSOS Operational Authty or the FPKI Operational Authority may request certificate
modification for currently crossertified CAs.
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4.8.3 Processing Certificate Modification Requests

The DEA CSOS Operational Authority perfasroertificate modification at the direction of the
FPKI PA. The DEA CSOS Operational Authority may also perform certificate modification at
the request of the FPKI Operational Authority. Changes may be made for the following reasons:

¢ Modification of Strong Identification and Authorization (SIA) extensian; o
e Minor name changes (e.g., change CA1 to CA2) as part of key rollover procedures.

The validity period associated with the new certificate must not extend beyond the period of the
Memorandum of Agreement (MOA).

Proof of all subject information changes mbst provided to the RA or other designated agent
and verified before the modified certificate is issued.

4.8.4 Notification of New Certificate Issuance to Subscriber
484.1 Subscriber Certificate Issuance

Subscriber information is verified against a daéytract of DEA Registrant information
contained in DEAG6s database. DEAG6s database e
through the closed DEA Firebird communications system that prevents external tampering with

the file. The file is programatically retrieved and made available to the CSOS RA database for
adjudication purposes.

Upon receipt of the application package from the CSOS Coordinator, the package is validated by
the CSOS RA for completeness and then scanned into the CSOS RA dalakeaselds within

the scanned application are automatically par
validate DEA authorization, business activity and drug schedules that become a part of the
certificate extensions. Errors detected at gusit arereported to the CSOS RA, who, in turn,
notifies the applicant and their CSOS Coordi
responsibility to contact DEA to resolve errors in the database.

The electronic workflow application maintains cutoof the workflow package until
completion of the adjudication

Upon successful adjudication, the CSOS RA submits applicant information to the CSOS
Certification Authority, instructing the Certification Authoritp issue the certificate to the
applicant.The Certification Authorityprovides the individual with oregme use reference and
authorization codes. The Certification Authorggnds the reference code to the applicant via e
mail. The authorization code is distributed to the Principal Coordinaterfdite Coordinator via

postal mail. The Principal Coordinator/Alternate Coordinator must forward the sealed
authorization code to the applicant. The Subscriber must possess both pieces of information in
order to authenticate themselves for certificate atseneir initial login. Email notifications are
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distributed to the CSOS Coordinators and Subscribers. Subscribers are required to use these
within 60 calendar days and must not divulge the codes prior to use.

For bulk enrollments, The CSOS RA adjudicatee applicant as previously discussed, and
associates the applicant with the Principal Coordinator for the DEA Registrations identified in

the RA database. Upon approval, the CSOS Certification Authority creates two ASCII files, one
containing the refere® codes and one containing the authorization codes for the DEA
Registrations identified. The reference code file is sent to the applicant-miil.eThe

aut horization code file is sent on a compact
designatd Coordinate via postal mail.

The Subscriber is mailed a URL and user login and password to ase88ted CSO®/eb site

t hat t hen | aunches the certificate retrieval
reference and authorization codes, thepal i cant 6s software generat
applicant 6s syst e m-sasted C2OSabcsiteasing thenagcess bode aBdS L
password. The public key is then automatically submitted in a certificate request to the CSOS
Certification Authoriy.

The CSOS Certification Authority software automatically verifies the certificate request, signs
the signing public key certificate, and stores a copy of the certificate in the CSOS Certification
Authority database. The CSOS Certification Authotlitgrt provides a copy of the signing public

key certificate to the client electronically through the program during the session. Next, the
CSOS SCA writes the public certificate into the CSOS repository. The issuance of a certificate
by the CSOS Certificatio Authority indicates the end of the certificate issuance process.
Subscriber acceptance of the certificate is covered in the following section.

The RA workflow and certificate issuance processes are monitored to ensure that these processes
continue to copare favorably with baseline performance metrics.

4.8.4.2 CSOS Certification Authority Certificate Issuance

The CSOS SCA received its initial subordination certificate signed by the CSOS Root CA during
a Key Generation ceremony auditedkiyMG.

4.8.5 Conduct Constituting Acceptance of a Modified Certificate

Acceptance of the certificate occurs when the Subscriber uses the codes distributed by the RA
and their CSOS Coordinator to generate a certificate request and retrieve the certificate. The
operation © the secure communications protocol between the Subscriber and the CSOS
Certification Authority involves the mutual authentication of the two parties along with both the
request and the response operations that constitute acceptance by the Subsbeb@safting

public key certificates. This process is also covereskiction 6.1.3 ofhis document.

4.8.6 Publication of the Modified Certificate by the CA

The following information is published in tl&SOSrepository:
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Certificate revocation informatioior all CSOS certificates that the CA issues;

The CSOS Ro-signedCA oOestificatescbritaining the public key, which is
used to verify the authenticity of the CSOS SCA certificate;

The CSOS SCA certificate signed by the CSOS Root CA containinguthlee key,
which is used to verify the authenticity of a CSOS certificate.

In order to mitigate the risk of aggregated information contributing to the possibility of the
diversion of controlled substances, Subscriber certificates are not posted infoSM®
repository.

The following CSOS PKI informatiois published on theveb siteat http://www.deaecom.gov

4.8.7

A copy of the CSOS System CP;

A copy of the Subscriber Agreement;

A copy of the Registrant Agreement;

The CSODEA Registrant Certificate Application Checklist;
Certificate application forms and instructions;

Revocation request procedures;

CSOS Certificate Profile and CSOS Certificate and CRL Profile
The official list of PMA members;

Contact details for this CP&hd PKI;

A copy of the CSOS Subscriber Manual.

Notification of Certificate Issuance by the CA to Other Entities

The Relying Party is responsible for checking the validity of the certificate by checking the
appropriate certificate status informatidihe Relying Party can use the certificate to verify the
integrity of a digitally signed message and to identify the creator of a transaction.

The following information is published in t&SOSrepository:

Certificate revocation information for all CSOErtificates that the CA issues;

The CSOS Ro-signedCA oestificateecbnitaining the public key, which is
used to verify the authenticity of the CSOS SCA certificate;
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The CSOS SCA certificate signed by the CSOS Root CA containing the public kief, iwh
used to verify the authenticity of a CSOS certificate.

4.9 Certificate Revocation and Suspension
491 Circumstances for Revocation
491.1 Subscriber Certificates

A certificate is revoked in accordance witBection 4.9.3 when the binding between eh
Subscriber and the Subscriberds public key de
valid. Examples of circumstances that invalidate the binding are:

e Change of identifying information or affiliation components of any names in the
certificae (i.e. Subscriber name change);

¢ Privilege attributes asserted in the Subscriber's certificate are reduced (i.e. controlled
substance ordering schedules reduced);

e Compromise or suspected compromise of private keys, private key storage media
and/or user pasvord,;

e Forgotten password or the Subscriberoés
reason;

e The Subscriber, the DEA Registrant under whose Registration a certificate holder
obtained a certificate, or CSOS Coordinator requests that the affiliated Subscribe
certificate be revoked;

e |t can be demonstrated that the Subscriber has violated the stipulations of the
Subscriber Agreement;

e Corporate mergers or takeover;

e DEA posts notice that certificate hol de
suspended or restted, that the Registration information has changed, or that the
Registration has been terminated;

e Cessation of CA operations or suspected key compromise of the CSOS Certification
Authority or the CSOS Root CA following PMA approval.

Certificates with thdollowing changes to certificate extension data, identified from the updates,
are automatically scheduled for revocation on day 60 from the receipt of the updated
information.

A DEA Registration name change (i.e. company name);
A Changes to DEA Registrationailing addresses (not physical addresses); and

A Additions to the controlled substance schedules the Registration is authorized to
order.
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During this 60day period, the certificate status remains unaffected, allowing the Subscriber to
use the certificate uihteither a new certificate is requested and received or theag@eriod
expires and the certificate is revoked.

Certificate revocations resulting from Subscriber name changes (i.e. upon marriage) are
processed upon authentication of the new informatiathentication occurs when the
Subscriber provides a copy of the marriage | i
the Help Desk confirming the name change. On authentication, the existing certificate is
processed for revocation within 18 me@nd a new certificate with this updated data is issued. If
authentication of the name change is not received within 10 business days, the certificate is
processed for revocation within 18 hours without the issuance of a new certificate.

Upon revocatiomf t he Subscriberds certificate, t he
notified via email.

Revoked certificates continue to be included on all new publications of the certificate status
information for a period in excess of 60 days beyond cetiiexpiration. CSOS Relying
Parties are permitted under 21CFR Part 1305.09 to fill received orders for 60 days after the
execution of the order by the purchaser, provided the order was valid at the time of signing.
Continuing to maintain revocation inforti@n on the CRL until 60 days beyond expiration
ensures that a revoked certificate is not validated during this period. Complete revocation
processing information is contained in fRevocation Processocument.

49.1.2 CSOS SCA Certificate
The CSOS SCA c#ficate can be revoked under the following circumstances:

¢ When the PMA requests that the certificate be revoked in the event that the PMA
determines that the CSOS SCA does not meet policy requirements or that the system
is no longer in the best interedtthe federal government.

e When the CSOS System PMA determines that an incident has occurred that may
impact the integrity of the certificates issued by the CSOS System.

e In the event of suspected key compromise of the CSOS Root CA or CSOS SCA.

In the evenbf key compromise or under direction of the PMA, the CSOS SCA has the ability to
support the secure and authenticated revocation of one or more certificates of one or more
Subscribers and provides a means of rapid communication of such revocation ttireugh

i ssuance of daily CRLs (or, i f necessary, mo r
provide the capability to revoke the set of all certificates issued by @rethat have been
signed with the CSOS SCA6s private signing ke

The CSOS SysterKey Compromise Plarmletails the circumstances and procedures to be
implemented by the PMA and OMA when CA key compromise is suspected or other incident
occurs that may adversely impact the integrity of the certificates issued by the CA.

The CSOS Certifiation Authority is not responsible for Subscriber token (hardware or software)
maintenance or destruction when a Subscriber ceases its relationship with an organization that
sponsored the certificate. Subscribers and organizations have been directedh theug
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Certificate Policy and Federal Regulations to require the Subscriber to surrender to that
organization (through any accountable mechanism) all cryptographic hardware tokens that were
issued by or on behalf of the sponsoring organization. They mestzéroize or otherwise
destroy promptly upon surrender, protecting the token from malicious use between surrender and
zeroization or destruction. If a Subscriber leaves an organization and the hardware tokens cannot
be obtained from the Subscriber, thbe €CSOS Coordinator must immediately request that all
Subscriber certificates associated with the unretrieved tokens be immediately revoked.

4.9.2 Who Can Request Revocation

The revocation of a certificate may only be requested by:
e Subscriber
e S u b s c rSpohsermg@Grganization
e Subscriberés CSOS Coordinator
¢ CSOS PMA

| f an organizationds DEA Registration inform
revoked, every certificate issued for that DEA Registratsoavoked

4.9.3 Procedure for Revocation Request

Subscriber certificate revocation procedures are detailed IC8@S Certification Authority
Operations Guidedocument andare summarized in this section. Revocation requests can be
made by digitally signed email ttsosrevocation@deaecom.gov. Revocation requests due to

key compromise may be submitted by telephone@32DEA-ECOM (3323266). Revocation

requests may also be submitted either verbally or in writing by the Help Desk or by DEA upon
observation of inappropriate key management practices. The CSOS RA and its associated Help
Desk has been designated by DEA as having the authority to request revocation of the
Subscriberds certificate i n thecompremse. t hat t h

Revocation requests must be authenticated as follows:

Data Collected for Revocation Authentication
Cases
Method | Single Cert | DEA Reg. | Subscriber
Phone P E P E P E
Field Description E-mail
Request or 6s| The CSOS account number of the individual Coord. \Y \% \%
Account Number making the request. Reg.
Sub. V na na \
Request or 6s| The security code provided to the RA by the Coord. \% \% \Y
Code applicant at the time of enroliment. The RA Reg.
maintains this information in its database for
authentication purposes. Sub. v na | na \
Last 4 digits of The | ast four digits d Coord. \Y \% \%
Request or 6 s| security number. The Social Security Number Reg.
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was provided at the time of enrollment. The RA Sub. Vv na | na Vv
maintains this information for authentication
purposes.
Revocation Reason The reason the certificate, registration, or Coord. \% \Y \Y \% \Y \%
subscriber needs to be revoked. Reg.
Sub. V \ na na \ V
** Certificate Serial Serial Number of the Certificate to be Revoked. Coord. \% V* \Y \%
Number Reg.
Sub \ V* na na Vv
** DEA Registration The DEA Number of the Registration identified in | Coord. \Y V* \% V* \%
Number the certificate to be revoked or for which all Reg.
issued certificates should be revoked.
Sub V V* na na \
** Account number of The account number of the individual for which a | Coord. \% V* \Y V* \Y
individual to be single certificate or for which all certificates Reg.
revoked issued to an individual is revoked.
Sub. V V* na na \
Revocation Case The type of revocation being requested; single Recorded for all submission methods.
certificate, DEA Registration or subscriber.

* Only necessary if certificate/registration to be revoked is not the same as the certificate used to sign the e-mail

** Only one of the three, Cert. Serial Number, DEA Registration Number or the Account number of the individual to be revoked is
necessary to identify certificates that are revoked in single certificate and individual revocation cases.

The columns labeled P and E indicate either a Telephone (P) or e-mail (E) mail revocation request submission

Exhibit 47 1. Data Collected for Revocation Authentication

All revocation requests include the following information:
e Subscri bee s full nam
e Subscr i b anaibaddressdifragplicable);

e Date of revocation request;
e Reason for revocation;
e Date of compromise;

¢ Digital signature of one of the parties identified in Section 4.9.2.

Certificate(s) revocation requests are given priority aention over other certificate actions.
Authenticated revocation requests are entered into the RA databaseaipdeslrequest is sent
throughthe RAworkflow system to be received and processed by the CA Opegatansthat
updated certificate statupmeas on a CRL within 6 hours of receipt of the key compromise
revocation request.

Upon authentication, the RA authorizthe Certification Authority to execute the revocation

request. In the event of suspected compromise, the Subscriber, or othezedtherson, can

request revocation via a telephone call to the RAe RA authenticatetelephone requests by
requesting that the CSOS Coordinator provide the last four digits of his SSN and his Security 1D

that was provided to the CSOS RA at thetimeot he Coor di nator és enrol |
Desk Operations Guide provides detailed information on processing revocation requests.
Certificate revocationis authorized upon receipt of the digitally signed request, or on
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authenticated phone call. Exhibdi2 diagrams the certificate revocation request and
authentication flow.

Revocation Process Flow

Input Method@ @
CA Rev. Input
OR > :
Script
Helpdesk Req. Inserted ) )
Operator into Workflow / Scnpt/EmalI to
e OR Notify Sub or
Collect Info./ Notification DEA of Eailure
Authenticate E-mail @
4
E-mail to Notify
Sub or DEA of
@ revocation

Report Revocation
Script Gen. ) input generated A
Report Reviewed by by Report
DEA
Responses

End

Exhibit 47 2. Revocation Process Flow

In all cases, a record is to be retained in the database of the request and approval of the
revocation thaincludes a date stamp on the action.

Revocation reason codes have been developed s
revocation reason is conveyed by the use of an optional revocation flag that is associated with

every certificate placedont@RL. The f ol l owing table maps DEA
codes to specific business cases and reasons necessitating revocation:

Reasons for Revocation
Revocation Reason Generated By Certificate Reason
Code
Key Compromise Subscriber Key Compromise
Subscriber Name Change Coordinator or Affiliation Change
Registrant
Subscriber E-mail Address Change Subscriber Affiliation Change
DEA Registrant Name Change CSA Affiliation Change
DEA Registrant Address Change CSA, Affiliation Change
Coordinator or
Registrant
Schedule Addition / Reduction CSA Affiliation Change
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Reasons for Revocation

Revocation Reason Generated By Certificate Reason
Code

Change of Business Activity CSA Affiliation Change

Registration Surrendered for Cause CSA Cessation of Operation

Registration Revoked CSA Cessation of Operation

Registration Out of Business CSA Cessation of Operation

Registration Suspended CSA Certificate Hold

Registration Restricted for Cause/CA CSA Superseded

Administrative Action

Lost/Forgotten Password Subscriber Superseded

Order to show cause CSA Certificate Hold

Exhibit 47 3. Revacation Reason Codes
49.4 Revocation Request Grace Period

When a key compromise is detected, suspected, or when discovered risk is determined to warrant
revocation, all certificate holders/subscribers are required to immediately tiwify CSOS
Coordinabr andCSOS RA so that the certificate can be revoked.

4.9.5 Time Within Which CA Must Process the Revocation Request

The CSOS Certification Authority revokeertificates as quickly as practicable upon receipt of a
proper revocation request as describethis section. Revocation requeats processed before

the next CRL is published, excepting those requests validated within two hours of CRL issuance.
Revocation requests validated within two hours of CRL issuameerocessed before the
following CRL is published. Revocation processing times are listed in Secfdrbelow

49.6 Revocation Checking Requirements for Relying Parties

The CSOS Certification Authority repository currently supports LEa&Eessible distributed, or
partitioned, CRLs. Theissi ng CAO6s private key signs all CRL

CRLs may be cached and used until they expire unless otherwise notified by thehifMgh

the DEA CSOSweb siteat, http:/Mvww.deaecom.gower email or phone call from the CSOS Help

Desk to the CSOS Coordinatof8SOS Coordinators must perform a callback to the Help Desk

to authenticate the message. In the event that an emergency or other incident prevents the CSOS
Certification Authority from publishing a CRL, relying parties malyron the cached CRL until

another CRL is issued. The CSOS Certification Authority Help Desk pregidail notification

to CSOS Coordinators when CRL services are restored after interruption.

The Relying Partyods appl i c goficartificatesaf thewimmertie per f
certificate is validated, checking to ensure 1) the certificate was valid at the time of signing, 2)
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the Subscriberds certificate was signed by th
not presentonthe CSOS 8ye més Ro ot CAOGs ARL.

CRL checking requirements associated with Relying Party acceptance of CSOS Subscriber
certificates is specified in Title 21CFR, Parts 1-3399.

49.6.1 Checking Requirements for Other Forms of Revocation

In the event that the CSOgstem Root CA or CSOS Certification Authority is unable to publish
its revocation list as described in this CPS, the Help Desk pmoeitieer a telephone call or
digitally-signed email to all CSOS Coordinators with information on an alternative locdtion o
the CRL or DEAauthorized procedures for revocation checking. This notificasi@asoposted

to the DEAweb siteat, http:/iwww.deaecom.ggvacessible to all Relying Parte

4.9.7 CRL Issuance Frequency

The CSOS Certification Authority isssi€RLs within a period not to exceed-Bdurs/7 days a
week, even if there are no changes to be madeanges to certificate status informatiare
posted as follows:

Revocation Reason CRL will be issued:

Revocation due to suspected key compromi; 6 hours after receiving an authenticated
|l oss of Subscri ber 0s revocationrequest.
lost or forgotten password.

Revocation for reasons other than key At least once each day, or within 24 hours of
compromise ordss. the receipt of an authenticated revocation
request.

Exhibit 474. CRL Issuance Frequency

New CSOS CRLs are immediately published in the CSOS Certification Authority repository,
overwriting the previous CR This update reflestthe removal of any superseded information.

A script copies each CRL written to the repository to a separate location so that alaf@RLs
archived. Additionally, CRLs (those both in the repository and those written to a separate
location) are backed up nightly.

In the event of the CSOS SCA certificate revocation, the CSOS Root CtipesevokedSCA
certificate to the ARL in the CSOS Root CA repository. CSOS RA and Help Desk personnel
notifiesCSOS Coordinators of the CSOS SCAaeation via a telephone call.

49.8 Maximum Latency for CRLs

In the event of key compromise, CRLs/ARLs containing the newly revoked -certificate,
information is published within 6 hours of authenticated notification. In the event of CA
certificate revocadn, the CSOS System noés all other CAs via a digitally signed email and
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issues an emergency ARL. A CA certificate that is revoked remaimn the ARL until the
certificate expires.

Superseded certificate status informat®nemoved from the reposity system upon posting of
the latest certificate status information, with the latest CRL overwriting the expired CRL.

4.9.9 On-line Revocation/Status Checking Availability

The CSOS Certification Authority does not support the Online Certificate Statuskifine
Protocol (OCSP) capability for its CRLs at this time.

4.9.10 On-line Revocation Checking Requirements

The CSOS Certification Authority does not support any forms of Online Revocation Checking at
this time.

4.9.11 Other Forms of Revocation Advertisements Available

The CSOS Certification Authority does not support any other forms of revocation
advertisementsOther forms of revocation advertisemeat® reviewed for applicability on a
periodic basis or as requested by the CSOS Registrant community.

4.9.12 Special Requirements Re/Key Compromise

In the event of key compromise or under direction of the PMA, the CSOS Certification Authority

has the ability to support the secure and authenticated revocation of one or more certificates of
one or more Subscrls and provides a means of rapid communication of such revocation
through the issuance of daily CRLs (or, I fone
and processes provide the capability to revoke the set of all certificates issued by the CSOS SCA
that have been signed with the CSOS SCA private signing key.

The CSOS SysterKey Compromise Plamletails the circumstances and procedures to be
implemented by the PMA and OMA when CA key compromise is suspected or other incident
occurs that may adversaiypact the integrity of the certificates issued by the CA.

4.9.13 Circumstances for Suspension

At their discretion, the PMA may choose to request Subscriber certificate suspension, rather than
revoke the Subscriber certificate. Examples of circumstanads wwhich the PMA may choose
suspension include:

e As a result of a discrepancy reported in compliance audit of a subordinate er cross
certified Root CA, the PMA may choose t ¢
certificate until the discrepancy has beenected.
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e Subscriber certificates may be suspended if the status of the Subscriber has changed
and the PMA deems it appropriate to suspend rather than revoke the Subscriber
certificate.

e Under certain circumstances, such as when an investigation is procagdingt a
Subscriber or Registrant, DEA may choose to suspend, rather than revoke, one or
more digital certificates associated with the investigation.

4.9.14 Who Can Request Suspension

Only the PMA CSOS RA, or other DEA authorized entitpve the authotiy to issue a
suspension request. Suspension requests received from Subscribers, Registrants or Coordinators
are not valid andare notprocessed. Suspensioglated requests received from the PMA are
authenticated through a callback to a phone numbercofddor the identity making the request

or by a digitally signed email request.

4.9.15 Procedure for Suspension Request

Suspension requests received from the PMA are proceBsabcation of suspended certificates

are processed as discussed in Sectich34 changing the CRLReason code to the appropriate
revocation code as previously discussed. The CSOS RAesdtifh e Subscri ber or
CSOS Coordinator via email that the suspended certificate has been revoked.

4.9.16 Limits on Suspension Period

Certificates remain in a suspended status until the PMA concludes their investigation and
warrants either revocation or removal from the CRL, as discussed above. Suspended certificates
that expire remain on the CRL for a period of at least 60 days begotiiicate expiration.

4.10 Certificate Status Services
4.10.1 Operational Characteristics

New CSOS CRLs are immediately published in the CSOS Certification Authority repository,
overwriting the previous CRL. This update refiettte removal of any superded information.

A script copies each CRL written to the repository to a separate location so that alafeRLs
archived. Additionally, CRLs (those both in the repository and those written to a separate
location) are backed up nightly.

In the event of ta CSOS SCA certificate revocation, the CSOS Root CAspbst revoked
CSOS SCA certificate to the ARL in the CSOS Root CA repository. CSOS RA and Help Desk
personnel notify CSOS Coordinators of the CSOS SCA revocation via a telephone call.

4.10.2 Service Availability

The CSOS Certification Authority issues Certificate Revocation Lists (CRLS) in accordance with
the CRL profile provided in th€SOS System Certificate and CRL Prafileument provided on
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the CSOSweb site The contents of the CRLs are checkaibr to posting to the CSOS
Repository to ensure information accuracy using mechanisms provided by the CA software.
Repository performance is managed using automated reporting tools that alert a System
Administrator in the event that the repository faiRepository performance metrics are
monitored to ensure reliability.

4.10.3 Operational Features

The CSOS Certification Authoritgublishes the following information to an online repository or
aweb site(http://www.deaecom.govhat is available to Subsbers and relying parties:

e ACRL;
e The CAO6s certificate;
e Acopy of this CP, including any waivers granted to the CA by the PMA.

The Root CAbs certificate and ARLS associated
repository.

411 End of Subscription

No stipulation.

4.12 Key Escrow and Recovery

4.12.1 Key Escrow and Recovery Policy and Practices

The CSOS Root CA@ovatakeyd ar€Criot@Kroed. Aob s
4.12.2 Session Key Encapsulation and Recovery Policy and Practices

No stipulation.
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Section 51 Facility, Management, and Operational Controls
5.1  Physical Controls

51.1 Site Location and Construction

The location and construction of the facility housing CA equipnseabnsistent with facilities
used to house high value, sensitive informatione Fite location and construction, combined
with other physical security protection mechanisms such as guards and intrusion peogoies
robust protection against unauthorized access to the CA equipment and records.

5.1.2 Physical Access
5.1.2.1 Physical Access Controls

Access into the CA Server cabinet in the computer room requjpess®n access. The computer
room implements twefactor factor authenticatioto enter. Unescorted access to the computer
room s limited to authorized personnelnescoted access to the CA cabinet is limited to the
system administrators and CA operators only and must comply with the two person required rule.
RA staff members areescorted by individuals who are allowed unescorted access. Security
officers provide oversigt to operations providing an additional level of security within the
space.

Unescorted access into all spaces requaeDEA/DOJ clearance. All visitor, vendor and
employee access approved by the CSOS Security Officer prior to entry into the facility.
External facility management/maintenance personnel require escorteda@atessies.

Two-factor authentication is required bythorized employeet gain access to the CA space
Authorized employees gain access to the CA space using their DEA Isiggel with twefactor

aut hentication mentioned above. Ther ethaiis a vi
used by all approved visitors. The Security O

In the unforeseen event that alfrgp@nnel vacate the facility for an extended period of time, the
Security Officer on duty perforsna security check of the facility, ensuring that only essential
equipment (e.g. the repository, lebdlancers, firewalls, IDS, etc.) is poweraa. A log is

maintained in which personnel are required to initial at each check, initialing-awigheet as

the last person leaves the facility. This sar sheet indicates the date and time and contains an
assertion that ndal/l n e cieNs ara in place dny activatea | T hpersoet e ¢
protection mechanisms include the cryptographic modules, the security containers, the physical
security controls, and the environmental controls. Upon returning to the facility, the Security
Officer checls the automatic cardkey logs upon returning to ensure that unauthorized entry did

not occur during that period.
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5.1.3 Power and Air Conditioning

The temperature in the CA room is maintained at 68 dégrees and CA equipment and is
monitored regularly. There at&o air-conditioning systems, each capable of supporting the
temperature requirements alone. The uninterruptible power supply system ensures that the
temperature is appropriately maintained in the facility in the event of a power outage.

5.1.4  Water Exposures

CA equipment is installed such that it is not in danger of exposure to water (e.g., on tables or
elevated floors). Water exposure from fire prevention and protection measures (e.g. sprinkler
systems) are excluded from this requirement.

515 Fire Prevention and Protection

The fire resistance of the primary location is high and the fire protection and suppression
facilities available to the building arated to a level wherthe risk of substantial destruction as
a result of fire of the equipment Ided in the buildings low.

5.1.6 Media Storage

Removable cryptographic modulaseinactivated prior to storage. When not in use, removable
cryptographic modules, activation information used to access or enable cryptographic modules,
and CA equipmengre placed in secure containers. Activation data either memorized or
recorded and stored in a manner commensurate with the security afforded the cryptographic
module, andrenot stored with the cryptographic module.

5.1.7 Waste Disposal

Certification Auhority storage media and devices containing storage media are inspected to
ascertain if they contain sensitive data prior to disposal or reuse. Items found to contain sensitive
information are physically destroyed or securely overwritten at least threest using a disk
formatting utility designed especially for the permanent removal of data from media, prior to
reuse. ltems whose contents cannot be deternairegghysically destroyed. Storage media used

by theCertification Authorityareprotected fromenvironmental threats of temperature, humidity

and magnetism.

5.1.8 Off-site Backup

Full system backups, sufficient to recover from system failaremade on a periodibasis
described in tis CPS. Backupsareperformed and stored esite not less #in once per week. At
least one full backup copig stored at an offsite location (separate from the CA equipment).
Only the latest full backuis retained. The backup stored at a site with physical and procedural
controls commensurate to that of the CA.
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Media that contain audit, archive, or backup informaaoaduplicated and stored in a location
separate from the CAs.

5.2 Procedural Controls

5.2.1 Trusted Roles

A trusted roleis be one whose incumbent performs functions that can introduce security
problems if not carried out properly, whether accidentally or maliciously. To ensure that one
person acting alone cannot circumvent safeguards, CA responsibilities and aatfeatityded
between multiple roles and individuals.

The people selected tolfthese rolesreextraordinarily responsible or the integrity of the CA is
weakened. The functions performed in these roles form the basis of trust for the entire PKI. Two
approachesretaken to increase the likelihood that these ralesuccessfully arried out. The

first ensure that the person filling the role is trustworthy and properly trained. The second
distributes functions among more than one person, so that any malicious activity sequire
collusion. The primary trusted roles defined in thidiqy aredirectly mapped to the FBCA and
Certificate Issuing and ManagemeftifIC) Protection Profile developed by NIST as follows:

CA Operator (maps to the Administrator role), RA Operator (maps to the Officer role), Security
Officer (maps to the Auditaole), and System Administrator (maps to the Operator role). While
DEA-approved CAs have different name designations for these roles, it is expected that the
separation and distribution of functioase consistent with this policy andre employed at all

CA and RA locations.

Shareholders

The Shareholder role ses/¢o ensure multperson control of sensitive CA information by
safeguarding hardware that is essential to the creation of the CA keys. As such, Sharébolders

not hold an account on any of tegstems. Shareholdease required to participate in any task

that requires authentication to or activation

CA Operators (Administrator)
The CA Operator roles responsible for:

¢ Installation, configuration, and maintenanaf the CA;

e Establishing and maintaining CA system accounts;

e Configuring certificate profiles or templates and audit parameters, and;
e Generating and backing up CA keys.

CA Operators have no part in Subscriber certificate adjudication and adequattsa@rstin
place to prevent the CA Operator from issuing unauthorized Subscriber certificates.

RA Operator (Officer)
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The RA Operator s r ol e aradefthedindhe CRSsTheoffidcerraly pr o c
responsible for issuing certificatebat is:

¢ Registering new subscribers and requesting the issuance of certificates;

¢ Verifying the identity of subscribers and accuracy of information included in certificates;
e Approving and executing the certificate issuance process;

¢ Requesting, approvingnd executing the certificate revocation process.

Security Officer (Auditor)

The Secur it sresponkibledee:r 6s r ol e

¢ Reviewing, maintaining, and archiving CA audit logs;

e Performing or overseeing internal compliance audits to ensure thafttseoperating in
accordance with its CPS;

System Administrator (Operator)

The operator rolés responsible for the routine operation of the CA equipment and operations
such as system backups and recovery or changing recording media.

Other Trusted Roles

The CPS list other relevant trusted roles and their responsibility not specifically cited in
this CP.

5.2.2 Number of Persons Required per Task

Two or more persons are required for CAs operating at the Medium Level of Assurance for the
following taks:

e CAkey generation;
e CAssigning key activation;

e CA private key backup.
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Where multiparty control for logical access is required, at least one of the participants is an
Administrator. All participants serve in a trusted role as defined in Section 5.2ltipdviy
control for logical access is not achieved using personnel that serve in the Auditor Trusted Role.

Physical access to the CAs does not constitute a task as defined in this section. Therefore, two
person physical access control is attained agnestjin Section 5.1.2.

5.23 Identification and Authentication for Each Role

Individualsidentify and authenticate themselves before being permitted to perform any actions
involved in a trusted role. User accessinitiated and terminated through a rerasibn
procedure. Accounts and passwoadsissued and managed in a manner ensuring the integrity of

the system. User rights and privilegaee limited to the duties and responsibilities of the
individual to which they a@redewead segulagyd Policielss er 0 s
regarding password length, complexity, and argegrictly adhered to.

5.2.4 Roles Requiring Separation of Duty

Individual CA personnehre specifically designated to the four roles defined in Section 5.2.1
above. Individua only assume one of the RA Operator (Officer), CA Operator (Administrator),
Security Officer (Auditor), or System Administrator (Operator) role. The CA system igentif
and authenticateits users and enswg¢hat no user identity can assume both a Cler@r
(Administrator) and RA Operator (Officer), assume both the CA Operator (Administrator) and
Security Officer (Auditor) roles, or assume both the Security Officer (Auditor) and RA Operator
(Officer) role. No individuals assigned more than one idewti

53 Personnel Controls

5.3.1 Qualifications, Experience, and Clearance Requirements

The CA identifes at least one individual or group responsible and accountable for the operation
of the CA. The individual assuming the role of CA Operator exhibityalty, trustworthiness,

and integrity, and demonstrate high degree of security and awareness in their daily activities.
All persons filling trusted roleareselected on the basis of loyalty, trustworthiness, and integrity,
and must be U.S. citizens.

All CA personnel:

e Are ot assigned other duties that would interfere with their regular duties and
responsibilities;

e Have ot knowingly been previously relieved of a past assignment for reasons of
negligence or noperformance of duties;

e Are appointedn writing by an approving authority;
e Receive proper training in the performance of their duties.
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5.3.2 Background Check Procedures

All Certification Authority Certification Authority personnel are required to undergo a DEA
Sensitive background invesgijon. All background checks are performed by DEA in accordance
with DEA Personnel Security Policies and are performed at the time an offer is extended to the
applicant. Positions are contingent on DEA acceptance and successful clearance adjudication. All
Certification AuthorityCertification Authority personnel are U.S. Citizens

5.3.3  Training Requirements

CA employees receive training in the organizational policies, CA/RA security principles and
mechanisms, all PKI software versions in use on the Geeny, all PKI duties they are expected

to perform, and disaster recovery and business continuity procedures. Tiaianmangoing and
documented process. Any significant change to CA operationtginsa training (awareness)
plan, and the execution difis planis documented. Documentati@s maintained identifying all
personnel who received training and the type of training completed.

Personnel performing duties with respect to the operation of a CA receive:

e Training in the operation of the softwanedéor hardware used in the CA system;
e Training in the duties they are expected to perform;
e Briefing on stipulations of the CAG6s CPS a

¢ Ongoing training in security procedures and policies.
534 Retraining Frequency and Requirements

Individuals responsible for PKI roles are aware of changes in the DEA CSOS CA operation. Any
significant change to the operations has a training (awareness) plan, and the execution of such
plan is documented. Examples of such changes: DEA CSOS CA software oateatghgrade,
changes in automated security systems, and relocation of equipment.

Documentation is maintained identifying all personnel who received training and the level of
training completed.

5.3.5 Job Rotation Frequency and Sequence
No stipulation.

5.3.6  Sanctions for Unauthorized Actions

The DEA Diversion Control Technology Section Chief or Program Manayepend an
individual 6s access to the CA system if that
not authorized in.this CP or the CA6s CPS

Breach of this CPS whether through negligence or with malicious intent, is subject to privilege
revocation, administrative discipline, and/or criminal prosecution.
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Employee Termination Controls

Once an employee holding a position of trust or any lefekystem access leaves the
organization, their physical access and system adsegvoked upon receipt of termination
documentation to ensure system integrity.

5.3.7 Independent Contractor Requirements

Contractor personnel employed operating any parthe CSOS System meet all applicable
requirements set forth in the CP or this CPS and are cleared to the level of the role performed as
identified in Section 5.3.1.

5.3.8 Documentation Supplied To Personnel

This CP and relevant parts of the CB& made available to the CA and associated RA
personnel. Operation manuaisemade available to CA personnel to facilitate the operation and
maintenance of the CA.

Personnel Security Controls for End Entities

In addition to the CP, Subscribease provided wth information on the use and protection of the
software used withirCSOS domainThe CA provids a technical help desk support for all
Subscribers.

5.4 Audit Logging Procedures
5.4.1 Types of Events Recorded

For audit purposes, the CA @perational egnts pertaining to Subscriber enrollment and
certificate management. Where possible, the security auditadmgautomatically collected.
Where this is not possible, a logbook, paper form, or other physical mechsaniseal.

The CArecordthe events idatified in the NISTdevelopedCIMC Protection Profile for Level 3
components. All security auditing capabilities of the CA operating system and CA PKI
applicationsare enabled. At a minimum, each audit record inckidee following (either
recorded automaally or manually for each auditable event):
e Type of entry;
e The date and time the event occurred;
e A success or failure indicator when execut
e A success or failure indicator when performing certificate revocation; and

¢ Identity of the entity and/or operator that caused the event.

A message from any source requesting an action by the CA is an auditable event; the message
includesthe message date and time, source, destination, and contents.
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Procedures specifying integrity congplevent record lifetime and event record accass
implemented and maintained. The audit isgeviewed for abnormalities in support of any
suspected violation and for events such as repeated failed actions, requests for privileged
information, attempié access of system files, and certificate and revocation/suspension requests
that fail authentication and validation criteria. A review of event entsigerformed regularly

and follow up actionaretaken for suspicious events or omissions.

5.4.2  Frequency of Processing Log

The CA establisles procedures within its CPS for the daily review of audit log files wherein a
statistically significant set of security audit data generated by the CA since the last ireview
examined (where the confidence intervaiseach category of security audit data are determined
by the security ramifications of the category and the availability of tools to perform such a
review), as well as a reasonable search for any evidence of malicious activity. All significant and
notabk eventsare explained in an audit log summary. Such reviews involve verifying that the
log has not been tampered with, and then inspecting all log entries, with a more thorough
investigation of any alerts or irregularities in the logs that might indjpatential compromise.
Actions taken as a result of these reviansdocumented.

The CAmakes audit log summaries available to the PMA for review upon request.
5.4.3 Retention Period for Audit Log

Audit logsareretained onsite for at least two monthanadl as retained in the manner described
below. At the end of this period, the security audit log informaisomoved to a safe, secure

storage location separate from the CA equipment amaretained as archive records in

accordance with Section 5.5.

The individual who removes audit logs from the CA sysieran official different from the
individuals who, in combination, command the CA signature key.

5.4.4  Protection of Audit Log

CA system configuration and procedusgsimplemented together to ensuhat only authorized
persons read, archive or delete security audit data. The entity performing security audit data
archivedoesnot have modify access. Proceduaesimplemented to protect archived data from
disclosure, deletion, modification or desffion prior to the end of the security audit data
retention period. CA systerare configured so that audit logs are not overwritten if the log
becomes full.

54,5 Audit Log Backup Procedures

Audit logs and audit summariesebacked up at least monthAdequate backup procedurase

in place to comply with archive requirements identified in Section 5.5 and to recover audit log
data in the event of a system failure. A copy of the audiid@gnt oftsite in accordance with

the CPS on a monthly basis.
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5.4.6  Audit Collection System (Internal vs. External)

The audit log collection systeis internal to the CA system. Audit processesinvoked at

system startup, and cease only at system shutdown. Should it become apparent that an
automated audit systeimas failed, the CA ceas®perations except for revocation processing

until the security audit capability can be restored.

5.4.7 Notification to Event-Causing Subject

Operational staff performselfassessments of the security controls at the time of linitia
installation and configuration of the DEA Diversion Control CSOS System PKI components.
Periodic vulnerability assessments are performed quarterly, upon notification of updates to
vulnerability scanning software signature files, or following a systemfigiration change with

the potential for effecting system security (e.g., hardware, software, or network changes or
upgrades).

5.4.8 Vulnerability Assessment

Vulnerability assessmentwe routinely conducted and performed prior to initial production or
after any configuration changes to identify potential vulnerabilities or events that would affect
the integrity and operation of the CA. The CA and other operating persareshtchful for
attempts to violate the integrity of the certificate managemeste, including the equipment,
physical location, and personnel.

55 Records Archival

5.5.1 Types of Records Archived

CA archive recordsire sufficiently detailed to establish the proper operation of the CA, or the
validity of any certificate (includinghose revoked or expired) issued by the CA. At a minimum,
the following datas recorded for archive:

e CA accreditation (if applicable);

e Certificate Policy;

e Certification Practices Statement

e WebTrust for CA accreditation;

e Contractual obligations;

e System ad equipment configuration;

¢ Modifications and updates to system or configuration;
o All certificates issued or published;

e Record of Rekey;

o Certificate requests;
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e Revocation requests;

e Subscriber Identity Authentication data as per Section 3.1,

e Documentation ofeceipt and acceptance of certificates;

e Documentation of receipt of tokens;

o All certificates issued or published;

e Record of Entity CA Reey;

¢ AllARLs and CRLs issued and/or published;

¢ All audit logs and computer security audit data (in accordaniteSettion 5.9;

e Other data or applications to verify archive contents;

Documentation required by compliance auditors.
5.5.2  Retention Period for Archive

Archival of the recorded events in Section 8.5 retained and protected against
modification or destruen for a period specified in the CP&pplications required
for processing the archive dedee maintained for the same period as the archival
records.

553 Protection of Archive

The media on which the archivestored must be protected at a leveluiegd to
maintain and protect Subscriber information from disclosure, modification or
destruction either by physical security alone, or a combination of physical security
and cryptographic protection. It should also be adequately protected from
environmendl threats such as temperature, humidity and magnetism. If the original
media cannot retain the data for the required period, a mechanism to periodically
transfer the archived data to new madidefined by the archive site. Alternatively,
datais retaina@l using procedures that have been approved by the U.S. National
Archives and Records Administration (NARA) for that category of documents.

The contents of the archivare not released except as determined by the DEA
Diversion Control CSOS System PMA orrasgjuired by law. Records of individual
transactionsrereleased upon authenticated request of any Subscribers involved in
the transaction or their legally recognized agents.
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5.5.4  Archive Backup Procedures

CA backup proceduremein place and establishe proper operation of the CA, or
validity of any certificate (including those revoked or expired) issued by the CA.

5.5.5 Requirements for Time-Stamping of Records

CA archive recordsire automatically timestamped as they are created. The CPS
describs how system clocks used for tirs¢amping are maintained in synchrony
with an authoritative time standard.

5.5.6  Archive Collection System (Internal or External)

No Stipulation.

5.5.7 Procedures to Obtain and Verify Archive Information
Only authorized peonelarepermitted to access the archive.
5.6 Key Changeover

CA keys are changed while sufficient life remains on the certificate to allow
uninterrupted validity of all Subscribers. If kegige changed due to changes in
software or hardware, the currdmys are maintained for a sufficient period to
allow uninterrupted validity of all subordinate subjects. New kagsgenerated as
per Section 4.7

5.7 Compromise and Disaster Recovery
5.7.1 Incident and Compromise Handling Procedures

The members of the DECSOS PKI Policy Authority are notified if any of the following cases
occur:

suspected or detected compromise of the DEA CSOS systems;

physical or electronic attempts to penetrate DEA CSOS systems;

denial of service attacks on DEA CSOS components;

any inadent preventing the DEA CSOS from issuing a CRL within 24 hours of the time
specified in the next update field of its currently valid CRL.

This will allow member entities to protect their interests as Relying Parties.
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The DEA CSOS Operational Authority establishes operational capabilities as quickly as
possible in accordance with procedures set forth in the DEA CSOS CPS.

5.7.2 Computing Resources, Software, and/or Data Are Corrupted

When computing resources, software, and/or data are corrupted, the C&®@ffation
Authority responds as follows:

e Before returning to operation, ensure that

¢ |If the CA signature keys are not destroy€d operation is reestablished, giving priority
to the ability to generate certifimastatus information within the CRL issuance schedule
specified in Section 4.9.7.

If the CA signature keys are destroy&tlA operation is reestablished as quickly as possible,
giving priority to the generation of a new CA key pair.

5.7.3  Entity Private Key Compromise Procedures

In the event the CSOS SCA private key is compromised, the CSOS Certification Authority
implemens the CSOS Syster{ey Compromise PlanA summary of steps thatre followed
include:

1. The CA immediately revolgeall of the certificatest has issued and its own certificate
andposdi ts CRL in the r eebsiei tory and on DEAGS

2. The CA generatea new CSOS Certification Authority private key.

3. A digitally signed emailis forwarded toall Subscribers via their CSOS Coordinators
informing themof certificate revocation and-enrollment procedures.

The compromisés investigated per procedures listed in theident Response Plamnd reported
to the PMA.

5.7.4  Business Continuity Capabilities After a Disaster

The CA has an appropite contingency plan, disaster recovery plan, or business resumption plan
in place that is capable of resuming services in accordance with this CP. If CA equipment is
damaged or rendered inoperative, but CA signature keys are not destroyed, CA opemtions a
reestablished, giving priority to the ability to generate certificate status information, such that
ARL/CRLs can be posted within 24 hours of the event. The CA reestablishes revocation
capabilities as quickly as possible in accordance with procedur&stbein the respective CPS.

The CA addresses loftgrm interruption restoration procedures in its CPS and Contingency
Plan.

Recovery/resumption plans are in place for all potential scenarios (e.g. inadvertent
destruction/corruption of critical systematd, natural disaster, and terrorism) recognized in a
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current risk assessment. The CA identifies redundant capabilities (e.gupagktems, location
of archived data, records/key availability, and-gife facilities/personnel). A list of key
personnelnd their contact information is easily accessible in the event of an emergency.

5.8 CA or RA Termination

In the event of CSOS CA termination, the PMA oversees the termination process. The

CA Help Desk staff works to notify CSOS Coordinators of the CEBSessation of

operation via telephone call or digitally signed email. All certificates issued by the CSOS

CA are revoked no later than the time of termination. Prior to CA termination, all

archived data is provided to an archival facility under the sigien of the Security

Officer and Program Manager. TRMA Operations Guidd e s c r i b e sresponsailitifBsSMA 0 s
during the termination process.

78
FOR OFFICIAL USE ONLY (FOUO)



CSOS Certification Practices Statement Version 4.0

Section 617 Technical Security Controls
6.1 Key Pair Generation and Installation
6.1.1 Key Pair Generation

6.1.1.1 CA Key Pair Generation

Cryptographic keying materiaised to sign certificates, CRLs or status information by the DEA
CA and entity CAs are generated in FIPS 140 validategbtographic modulesThe
cryptographic modules for the DEA GAeet Secuty Level 3

CA key pair generation creata verifiable audit trail that verifies that the security requirements
for proceduresare followed. For all levels of assurance, the documentation of the procedure
detailed enough to show that appropriate #@arationis used. An independent third party
validates the process.

If the audit trail identifies and documents any failures or anomalies in the key generation process,
along with the corrective action taken, the key generation prexassrestartecandcontinues.

6.1.1.2 Subscriber Key Pair Generation

Key generations performed using a FIPS approved method or equivalent international standard.
For Medium assurancealidated software iased for key generation.

6.1.2  Private Key Delivery to Subscriber

No private keys are transferred or exchanged. All entities generate their own private kégs and
not require delivery.

6.1.3 Public Key Delivery to Certificate Issuer
The Subscr i bhistrangferreptaithelRA or CK ia § way that ensure

e It has not been altered during transit;
e The sender possesses the private key that corresponds to the transferred public key;

e The sender of the public key is the legitimate user claimed in the certificate application.
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6.1.4 CA Public Key Delivery to Relying Parties

The public key of the CA signing key pa# delivered to end entities in a secure fashion. The
new public keyis distributed in a selfigned certificate, in a key rollover certificate, or in a new
CA (e.g. crosy certificate obtaineffom the issuer(s) of the current CA certificate.

The CA postthe certificate it issues in the CA repository or @b site

6.1.5 Key Sizes

All FIPS-approved signature algorithraseconsidered acceptable; additional restrictions on key
sizes are deiled below:

The DEA CA and subordinate or crosertified CA signature keyis FIPS 1862 approved of at
least 2048 bits (standard) for RSA Digital Signature Algorithm DSA), and at least 283
(elliptical) bits forElliptic Curve Digital Signature Algathm (ECDSA).

CAs that generate certificates and CRLs under this policy use Secure Hash Algorithm version 1
(SHA-1) in accordance with FIPS 186 Signatures on certificates and CRLs that are issued
after 1/1/0%regenerated using SHA56.

Subscriber &ys that expire before 12/31/G8e at least 1024 bit RSA with a FIPS 186
approved hashing function. Subscriber keys that expire on or after 12/31/08 contain public keys
that are at least 2048 bit RSA, in accordance with FIPS2186

Use by the CA ofSeaire Socket LayerSSL), Transport Layer SecurityT(S), or another
protocol providing similar security to accomplish any of the requirements of this CP require at a
minimum tripleDES or equivalent for the symmetric key, and at least 1024 bit RSA or
equivdent for the asymmetric keys through 12/31/08. Use of SSL, TLS, or another protocol
providing similar security to accomplish any of the requirements efGR require, at a
minimum, Advanced Encryption StandardKS) 128 bits or equivalent for the symmetkey,

and at least 2048 bit RSA or equivalent for the asymmetric keys after 12/31/08.

6.1.6 Public Key Parameters Generation and Quality Checking
Public key parameters prescribed in the Digital Signature Standard @&$gnerated in
accordance with AS 1862.

Parameter quality checking (including testing for prime numbkamesperformed in accordance
with FIPS 1862.
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6.1.7 Key Usage Purposes (as per X.509 v3 Key Usage Field)

CA and Subscriber signing keyse onlyused for digital signature andmrepudiation; CA
signing keysareused for certificate and CRL signing as specified inGB®©S System Certificate
and CRL Profiledocument.

6.2. Private Key Protection and Cryptographic Module Engineering Controls

6.2.1 Cryptographic Module Standards and Controls
At a minimum, DEA Bridge and subordinate or crosstified CA cryptographic modulese
validated to the latest version of FIPS 140 serlemvel 3 (hardware).

At a minimum, CSOS Subscriber cryptographic modalesvalidated to the latestersion of
FIPS 140 seried_evel 1 (hardware or software).

6.2.2 Private Key (n out of m) Multi-Person Control

A minimum of two personarerequired for all CA operations activities.

6.2.3 Private Key Escrow

A key used to support nerepudiation sengesis not allowed tde escrowed by a third party.
6.2.4 Private Key Backup

CA private signature keyare lacked up under the same mydérson control as the original
signature key. Such backup creadaly a single copy of the signature key at the IGéation; a
second copys kept at the CA backup location. All copies of the baelpckey must be handled

in an accountable manner that protects against unauthorized access and unauthorized use.
Procedures to affect thaseincluded in the CPS.

Backupd t he Subscriberdéds private key is prohibi't
6.2.5 Private Key Archival

Subscriber private signature keyy®not archived, escrowed, or copied
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6.2.6 Private Key Transfer Into or From a Cryptographic Module

The CA signing private key pais generagéd and handled by cryptographic modules in a manner
compliant with FIPS 14Q level 3 or 1462 level 3.

6.2.7 Private Key Storage on Cryptographic Module

The CA signing private key pair is generated and handled by cryptographic modules in a manner
compliant with FIPS 1461 level 3 or 14 level 3.

6.2.8 Method of Activating Private Key

Authorized personnel log on to the CA systems to activate CA private signingirkeys
accordance with Sections.The means of authenticatismduatfactor. Acceptable reans of
authentication include, but are not limited to, ppleses,Personal Identification Numbers
(PINS) or biometrics (fingerprint, iris or retinal scan, facial or voice recognition). Entry of
activation datas protected from disclosure (i.e., thetalashould not be displayed while it is
entered).

CSOS Subscriberare authenticated to the cryptographic module before the activation of any
private key(s). Approved means of authentication include-plasses, PINs or biometrics
(fingerprint, iris or réinal scan, facial or voice recognition).

For all Subscribers, entry of activation dag@rotected from disclosure (i.e., the data should not
be displayed while it is entered).

6.2.9 Method of Deactivating Private Key

After use, the CA cryptographicaduleis deactivated, e.g., via a manual logout procedure, or
automatically after a period of inactivitysubscriber cryptographic modules that have been
activatedarenot be left unattended or otherwise available to unauthorized access. After use, the
cryptographic modulés deactivated (e.g., via a manual logout procedure, or automatically after
a period of inactivity). Hardware cryptographic moduesmaintained under the control of the
Subscriber.

6.2.10 Method of Destroying Private Key
The specifiomechanism for destroying CA private kaggefined in the CPS andapproved by
the PMA.

Subscriber private signature kegee destroyed when they are no longer needed, or when the
certificates to which they correspond expire or are revoked.
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6.2.11 Cryptographic Module Rating
Requirements for cryptographic modules are as stated in Se@ibn 6.
6.3 Other Aspects of Key Pair Management

6.3.1 Public Key Archival

The CA public keys archived in accordance to the procedures described in SBdiion

6.3.2 Certificate Operational Periods and Key Pair Usage Periods

The usage period for a CA key pair is a maximum of six years. CA privateakeysed to
generate certificates for the first half of the usage period (3 years), and the pulidicigeg to
validate certificates for the entire usage period. If the CA private key is used to sign GRLs, it
used to sign CRLs for the entire usage period.

Subscriber certificates expire upon the expir
limited to a maximum of three years. Subscribers renew their CSOS certificates to continue to
conduct CSOS business electronically.

6.4 Activation Data

6.4.1 Activation Data Generation and Installation

Where CAs use passwords as activation data for the CA sidgm@pgat a minimum, the
activation datas changed upon CA rkey.

The activation data (password) used to unl oc
conjunction with any other access contrsigenerated in conformance with FIPI2 and resust

in a high level of strength for the keys or data to be protected. CAs document their rules on
password selection in their CPS.

Subscriber activation daia user selected and generated in conformance with-EIRSIf the
activation data must be transmittéids donevia an appropriately protected channel, and distinct
in time and place from the associated cryptographic module.

6.4.2 Activation Data Protection

Activation data used to unlock the CA or Subscriber privateikegcurely protected against
modification and disclosure by a combination of cryptographic and physical access control
mechanisms. Activation data for private keys associated with certificates asserting individual
identitiesis never shared.
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Activation datais either memorized, or reoded and stored in a manner commensurate with the
security afforded the cryptographic module, adot stored with the cryptographic module. If
activation data is written down, i scured at the level of the data that the associated
cryptographic mode is used to protect, amsinot stored with the cryptographic module.

The CA activation data protection mechanism inciadéacility to temporarily lock the account,
or terminate the application, after a predetermined number of failed login attensptsf@sh in
the CPS.

6.4.3 Other Aspects of Activation Data
No stipulation.
6.5 Computer Security Controls

6.5.1  Specific Computer Security Technical Requirements

CA Security ControlsThe computer security functiomse provided by the operating systeor
through a combination of operating system, software, and physical safeguaeis@uttined in

a CA Security PlanThe CA operating system enforgghe identification, authentication,
auditing, and separation of roles of all users. A secure logmegsisused t o access
systems. An access control policy and an account management psocggsemented to restrict
access to information and system functions. Isolation of sensitive systems to a dedicated
computing environment is required. Mabus software detection and prevention contaris
implemented andare kept current. This is an ongoing task. Procedures exist to address
prevention, removal, recovery, and documentation.

Subscriber System Security Controlhe system empl®yan inacivity time-out period of no
greater than ten minutes after which the certificate holdautieenticateto access the private
key.

6.5.2 Computer Security Rating
No stipulation.
6.6 Life Cycle Technical Controls

6.6.1 System Development Controls

The CA uss software that has been designed and developed under a formal, documented
development methodology. Hardware and software procured to operate tkep@8hased in a
fashion to reduce the likelihood that any particular component was tampered withoye.g.,
ensuring the equipment was randomly selected at time of purchase).

Hardware and software developed specifically for the SAdeveloped in a controlled
environment, and the development processdefined and documented. The CA demonssrate
that securig requirements were achieved through a combination of software verification &
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validation, structured development approach, and controlled development environment.

Where open source softwareutilized, the CA/RA demonstrage¢hat security requirementse
achieved through software verification & validation and structured development/lifecycle
management.

All hardwareis shipped or delivered via controlled methods that provide a continuous chain of
accountability, from the purchase location to the CA maydocation.

New equipment and software, including patches and updatthoroughly tested on a separate
platform for functionality and vulnerabilities prior to being implemented on operational systems.
Operational systemare physically and logicayl separate from developmental systems and
systems used for testing software patches and updates to maintain integrity of services provided.
Risks are examined as a part of the configuration management process and vulnerability
assessmentare conducted oroperational systems after the installation of software patches,
updates, or modifications that result in significant changes to configuration settings. Procedures
for implementation on operational systeanedeveloped during testing on isolated systems.

Proper cares taken to prevent malicious software from being loaded onto the CA equipment.
Only applications required to perform the operation of the @& obtained from sources
authorized by local policy. All hardware and softwarescanned for malious code on first use
and periodically thereafter.

6.6.2 Security Management Controls

A security document existthat details security controls thaave beenmplemented to the
system. This document provilguidance for the secure operation of the @4 for ensuring the
integrity of its operating environment. Responsible individuals implement and maintain the
security policy.

The configuration of the CA and supporting systems, as well as any modifications and upgrades
are documented and controlled tlugh formal change management processes. Tiseee
mechanism for detecting unauthorized modification to CA software or configuration. A formal
configuration management methodolagysed for installation and ongoing maintenance of the
CA system. The CAdftware, when first loadeds verified as being that supplied from the
vendor, with no modifications, and be the version intended for use.

6.6.3 Life Cycle Security Controls
See Section 6.6.1.
6.7 Network Security Controls

CAs employ appropriate secyrimeasures to ensure they are guarded against denial of service
and intrusion attacks. Access to unused ports and semeekenied to prevent misuse. Any
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boundary control devices used to protect the network on which PKI equipment is hosésd den

all but the necessary services to the PKI equipment even if those services are enabled for other
devices on the network. Usease provided access only to services that they are specifically
authorized to use from terminals designated for that function. Coongctd services from
network paths other than those specified for that fune@renefused. Dialup or external access

to the CA via system administration interface is prohibited. External thaeatsitigated by
controls such as firewalls, network indfan detection systems and router access lists to protect
the internal network. Any network software present on the CA equipmemgcessary to the
functioning of the CA. The CA documergecurity attributes of all network services.

6.8 Time-Stamping

Asserted times are accurate to within three minutes. Electronic or manual procedures are used to
maintain system time. Clock adjustments are auditable events, see Section 5.4.1.
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Section 71 Certificate, CRL, and OSCP Profiles
7.1 Certificate Profile

The CS Certification Authority issues X.509v3 certificates in accordance witDE#&CSOS
System Certificate and CRL Profile

The CSOS Certification Authority uses the following fields of the X.509v3 certificate format:
e Version: version field is set to v3

e Serial number: when a new certificate is created, a unique serial number within the
CA security domain is generated by the CA

e Signature: identifier for the algorithm used by the CA to sign the certificate.
e Issuer: CA Distinguished Name

e \Validity: certificate validity period the notBefore start date and notAfter end date
are specified

e Subject: certificate subject distinguished name

e Subject public key information: includes the signing algorithm identifier and public
key

e Extensions:see Section 7.1.2 lwet/
The following fields of the X.509 versionrertificate format are not used in this PKI:
e issuer unique identifier
e subject unique identifier
7.1.1 Version Number(s)
The DEA and subordinate or crossrtified CAs issue X.509 version 3 certificates.
7.1.2 Certificate Extensions

A number of X.509v3 certificate extensions are included in certificates issued by this
Certification Authority as well as two private extensions defined by this Certification Authority.
These are outlined belowl'he X.509 version 3 certificatextensions, which are not present in
certificates issued by this Certification Authority, are also outlined below.

The following certificate extensions are used by this Certification Authority:
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X.509 v3 Certificate Critical/Non Required/ Notes

Extension Critical Optional

AuthorityKeyldentifier Non critical Optional Used where user may have multiple keys for
signing. Identifies which key is used

SubjectKeyldentifier Non critical Required For chain building, and identifying certificates
that contain a particular public key

BasicConstraints Critical Required cA Boolean equals true

CRLDistributionPoints Non critical Optional only 1 distribution point name is included in
each certificate
only element [0] (distributionPoint) is used and
includes the full DN

KeyUsage Critical Required Restricts how keys may be used. A subset of
the following must be present:
digitalSignature(required), NonRepudiation
(optional), KeyCertSign (optional), and/or
CRLSign (optional).

CertificatePolicies Critical Required Indicates the policies under which the
certificate has been issued.

Versioninfo Non critical Required Certificate extension representing version

PrivateKeyUsagePeriod Non critical Required This extension indicates the period of use of
the private key corresponding to the certified
public key

AuthoritylnfoAccessSyntax Non Critical Optional Used for non-CRL revocation methods

ExtKeyUsageSyntax Non Critical Optional Extendable uses of public key, in addition to

key usage

The following X.509 version 3 certifita extensions are not used in this CA:

e policy mappings

e name constraints

e policy constraints

e issuer alternative name

e subject directory attributes

e subject alternative name
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7.1.3 Algorithm Object Identifiers

Algorithm Object Identifier Issuing Authority

shalWithRSAEnNcryption 12840113549115 | RSADSI

DSA-with-SHA1 12840100404 3 X9-57

ECDSA with SHA-1 12840100451 ANSI-X9-62

7.1.4 Name Forms

Every DNand subject DN fields contain the full X.500 DN of the CA.

7.1.5 Name Constraints

Subject and Issuer DNs must comply with CSOS standards and be present in all certificates.
7.1.6 Certificate Policy Object Identifier

This CPS supports the CSOS Certificate Policy. This certificate policy applies to public key
certificates issued for digitaignature applications.

7.1.7 Usage of Policy Constraints Extension
The CSOS Certification Authority does not use policy constraints.
7.1.8 Policy Qualifiers Syntax and Semantics

CSOS Subscriber certificates have the policyQualifier extension populéteadrwexplicit text
notice as follows:

This is a DEA CSOS Digital Certificate. It is specifically intended for use in signing controlled
substance ordersany other signing uses are at the discretion of the certificate holder.

7.1.9 Processing Semantics for the Critical Certificate Policy Extension

CSOS Certification Authority certificates under this policy mark the certificate policy extension
as nonrcritical. Critical extensionareinterpreted as defined in the IETF RFC 3280.

7.2 CRL Profile

The following fields of the X.509v2 CRL format are used in this CA:
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e \ersion: set to v2

e Signature: identifier of the algorithm used to sign the CRL
e Issuer: the full Distinguished Name of the CA

e This update: time of CRL issuance

¢ Next update: time of next expecte@RL update

¢ Revoked certificates: list of revoked certificate information
7.2.1 Version Number(s)

The CSOS Certification Authority isssiX.509v2 CRLs in accordance with tHgEA CSOS
Certificate and CRL Profile

7.2.2 CRL and CRL Entry Extensions

A numberof X.509v2 CRL and CRL entry extensions that are used in this PKI are outlined
below. The X.509v2 CRL and CRL entry extensions that are never present in CRLs issued by
this CA are also outlined below. The following exhibit identifies the CRL and CRL entry
extensions that are used in this Certification Authority:

X.50v2 CRL Critical/Non Required/ Notes

Extension Critical Optional

authorityKeyldentifier Non critical Required only element [0] (authorityKeyldentifier) is filled
in

contains a 20 byte hash of the
subjectPublicKeyInfo in the CA certificate

CRLNumber Non critical Required Incremented each time a particular
CRL/ARL is changed
deltaCRLIndicator Critical Optional Improves processing time for applications

that store revocation info. in a format other
than the CRL

issuingDistributionPoint Critical Required element [0] (distributionPoint) includes the full
DN of the distribution point

element [1] (onlyContainsUserCerts) is included
for CRLs

element [2] (onlyContainCACerts) is included
for ARLs

element [1] and [2] are never present
together in the same revocation list

elements [3] and [4] are not used

ReasonCode Non critical Required CRL entry extension - supports all reason
codes
holdinstructionCode Non critical Optional CRL entry extension
InvalidityDate Non critical Required CRL entry extension
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| certificatelssuer | Critical | Required | CRL entry extension

Exhibit 7-1. CRL and CRL Entry Extensions
The following X.509v2 CRL extension is not used in this Certification Authority:
e Issuer alternative mae.
7.3  OCSP Profile

If implemented, Certificate Status Servers (CSS) sign responses using algorithms designated for
CRL signing.

7.3.1  Version Number(s)
Not applicable
1.3.2 OCSP Extensions

Not applicable

91
FOR OFFICIAL USE ONLY (FOUO)



CSOS Certification Practices Statement Version 4.0

Section 817 Compliance Audit and Other Assessments
8.1 Frequency and Circumstances of Assessment

The OMA arrangefull and formal initial and annual audits to validate that the PKI is operating
in accordance with the security practices and procedures described in this CPS. Results of the
audits are providetb the PMA.

The PMA may order a compliance audit or inspection at any time of the CSOS Certification
Authority, RA or any Local RA services being provided by CSOS Coordinators in order to
validate that these entities are operating in accordance withdhetggractices and procedures
described in the CPS.

8.2 Identity/Qualifications of Assessment

Auditors are selected through competitive bidding processes. The PMA establishes the
qualifications for the selection of entities seeking to perform a compliamdit. The
gualifications are in compliance with the Federal PKI Policy Management Authority guidelines

for such compliance as stipulated in the FPKMRAit Letter of Compliangavhich can be found

at (http://www.cio.gov/fpkipa/documents/audit_guidamaH). Selected auditors are, at a
minimum, qualified to perform either an American Institute of Certified Public Accountants

(Al CPA) audi t to the WebTrustE Principles an
Trust o) or NI ST S peariesi caniplian® celtificationa and accredBalidns.,

t hough both qualifications are desirabl e. Per
primary responsibility.

Selected auditors are provided with copies of the policy documents and splaurityn order to
familiarize themselves with the requirements that the PMA imposes on the issuance and
management of the CSOS certificates as provided in the CP prior to conducting the audit.

83 Assessoros Relationship to Assessed Entity

The compliance wditor is a contractor that is sufficiently independent from the DEA, PMA or
OMA to provide an unbiased, independent, and repeatable evaluation.

8.4 Topics Covered by Assessment

The PMA may elect to have a NI€dmpliant Special Publication 8B Certification and
Accreditation (C&A) performed on the CSOS system. FISbbnpliant C&A protocolsare
followed completely and include this CPS, the CP and other CA security policies and procedures.
The auditors adhere to the scope established by the PMA.

The PMAmay elect to have a WebTrust® audit performed. For such an audit, the auditors use
the American Institute of Certified Public Accountants (AICPA) WebTrust® for Certification
Authoritiescriteria and adhere to the scope established by the PMA. The awshtigats all

aspects of the CA operations to ensure compliance with this CPS, the CP and other CA security

92
FOR OFFICIAL USE ONLY (FOUO)



CSOS Certification Practices Statement Version 4.0

policies and procedures. The AICPA/CI@¥ebTrus® Program for Certification Authorities
consistent with standards being developed by the AmeNedional Standards Institute (ANSI)
and the Internet Engineering Task Force (IETHpe WebTrust for Certification Authority
Principles and Criteriacan be found ahttp://www.webtrust.org/CertAuth_rfihtm

The PMA may, at its discretion, elect to have both a NI@Tpliant Special Publication 83
Certification and Accreditation and a WebTrust® audit performed on the CSOS system.

8.5 Actions Taken as a Result of Deficiency

Should the compliancedu t or find a di screpancy between th
and the stipulations contained in the CP or CPS, the following must occur:

e The compliance auditor natéhe discrepancy;

e The Certification Authorityprovides written notification of he audit results to the
PMA and OMA, specifically identifying any deficiencies noted as a result of the
compliance audit, within 3 business days;

¢ Once notified, the PMA and OMA have 10 business days to review the results and the
recommendations from thempliance audit to determine the action to be taken.

e Based on the findings of the compliance audit, appropriate remedies may include:

T Warn theCertification Authorityin writing and specify a time period during
which the discrepancy must be resolved;

T Immedately suspend theCertification Authority) s authority t o [
certificates;

T Revocation of the CSOS Certification Authority. Due to the negative financial
impact on the CSOS community, tkiA certificates and the CSOS Subscriber
certificatesare notimmediately revoked as a result of negative audit findings
provided by the thirgbarty auditor against the CSOS Certification Authority,
unless findings indicating Key Compromise have been substantiated and the PMA
majority vote deems it necessary to implamehe Key Compromise Plan.
Suspension of new certificates until audit discrepancies are resolved, however,
may be directed by the PM/A&everal factors must be considered in this decision,
including the severity of the discrepancy and the risks it impcsed, the
disruption to the certificatasing community.

e The implementation of proposed remedies, including a time for their complaten,
communicated in a written report to the PMA.

Upon correction of the discrepancy, the Certification Authamiyy reqiest reauthorization. A

special audit may be required to confirm the implementation and effectiveness of the remedy.
The PMA Operations Guidel et ai | s t he PMAOGS responsibilitie
implementing such determinations.
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8.6 Communications of Results

Notification of compliance audit failure, the topics of failure, reasons for failure, and possible
remediesareprovided within 24 hours, upon the conclusion of the compliance audit, in a written
form (signed email or letter) to the PMA an@MA. A full, written, notification of the audit
resultsare provided to the PMA and the OMA within 3 business days. The report ce@tain
summary table of topics covered, areas in which the CSOS Certification Authority was found to
be noncompliant, a bef description of the problem(s) for each area of-nompliance, a brief
description of the problem(s) for each area of-nompliance, and possible remedies for each
area. The report also containe detailed results of the compliance audit foraids covered,
including the topics in which the CSOS Certification Authority passed and the topics in which
the CSOS Certification Authority failed.

In the case of a deficiency action, the PMA nske effort, as they deem appropriate, to ensure
that al CSOS PKI Subscribers are informed of the action. Communication to users to inform
them of any deficiency and action is performed via email if possible through the CSOS
Coordinators. If a CSOS Coordinator does not haweag access, then a lettex sentto the
Subscriber.
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Section 97 Other Business and Legal Matters
9.1 Fees
9.1.1 Certificate Issuance or Renewal Fees

DEA does not charge fees for the issuance of CSOS Subscriber certificates or for status checking
information (CRLs), nor will the CA impesany fees to end entities for the reading of the
Certificate Policy, this CPS, or any other document incorporated by reference.

The OMA, with the approval of the PMA, will determine the fees, if any, for other CSOS
services.The OMA reserves the right tharge fees for the issuance of certificates as well as for
access to certificate status information, subject to agreement between the CA and the Subscriber
and/or between the CA and the Relying Party, in accordance with a fee schedule that would, at
tha time, be posted onto the CS@8b site

91.2 Certificate Access Fees

DEA does not charge fees for the issuance of CSOS Subscriber certificates or for status checking
information (CRLs), nor will the CA impose any fees to end entities for the readitige of
Certificate Policy, this CPS, or any other document incorporated by reference.

The OMA, with the approval of the PMA, will determine the fees, if any, for other CSOS
services.The OMA reserves the right to charge fees for the issuance of certiticates| as for

access to certificate status information, subject to agreement between the CA and the Subscriber
and/or between the CA and the Relying Party, in accordance with a fee schedule that would, at
that time, be posted onto the CS®&D site

9.1.3 Revocation or Status Information Access Fees

DEA does not charge fees for the issuance of CSOS Subscriber certificates or for status checking
information (CRLs), nor will theCertification Authorityimpose any fees to end entities for the
reading of theCertificate Policy, this CPS, or any other document incorporated by reference.

The OMA, with the approval of the PMA, will determine the fees, if any, for other CSOS
services.The OMA reserves the right to charge fees for the issuance of certificated as for
access to certificate status information, subject to agreement betweeertifieation Authority

and the Subscriber and/or between tertification Authority and the Relying Party, in
accordance with a fee schedule that would, at that bimppsted onto the CSQ&Db site

914 Fees for Other Services

The OMA, with the approval of the PMA, will determine the fees, if any, for other CSOS
services.The OMA reserves the right to charge fees for the issuance of certificates as well as for
access to certificate status information, subject to agreement between the CA and the Subscriber
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and/or between the CA and the Relying Party, in accordance with a fee schedule that would, at
that time, be posted onto the CS@&b site

9.1.5 Refund Policy

If fees are charged for any of the services described above, the Certification Aukhibrity
clearly post a refund policy on theueb site

9.2 Financial Responsibility

The U.S. Government shall bear no financial responsibility, except as determined piarshent
Federal Tort Claims Act (FTCA), 28 U.S.C. 262880, or as determined through a valid express
written contract betweeneéhGovernment and another party.

Issuance of certificates in accordance with thisdG@snot make the CSOS Root CA an agent,
fiduciary, trustee, or other representative of the subordinate oraadfied CAs or their
Subscribers.

9.2.1 Insurance Coverage

Not applicable

9.2.2 Other Assets

Not applicable

9.2.3 Insurance or Warranty Coverage for End-Entities
Not applicable

9.3 Confidentiality of Business Information

9.3.1 Scope of Confidential Information

All information that is not included in the certificatessprotected and access restricted as
defined in the following subsections.

Each Subscri ber 0s priyate itovhatt Sebscsiberg Ti@emifigatiokh Aughority s
and RA are not provided any access to these keys.

Information held inCertification Authorityaudit trailsis considered confidential to tH2EA and
is not released outside the organization, unlegsired by law.

9.3.2 Information Not Within the Scope of Confidential Information

Information included in the CP, public certificates, and CRLs issued b@ @S Certification
Authority is not considered confidential.
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9.3.3 Responsibility to Protect Confidential Information
No stipulation.

9.4  Privacy of Personal Information

9.4.1 Privacy Plan

The CSOS Operational Authority condsiet Privacy Impact Assessment. If deemed necessary,
the CSOS Operational Authoribasa Privacy Plan to protect personalleidifying information
from unauthorized disclosure. The CSOS Policy Authority apgrinePrivacy Plan.

For Entity CAs, no stipulation.
9.4.2 Information Treated as Private

Personal and agency information held by @ertification Authority other than tat which is
explicitly published as part of a certificate, CRL, CP or this CPS is considered privasnand
released outside tHeEA, unless required by law. The Subscriber informattonsed only for
the purpose collected and such informati®mot released without the prior written consent of
the Subscriber, unless otherwise required by law. The results of atekept confidential, with
exceptions as deemed appropriate by the PMA.

9.4.3 Information Not Deemed Private

Information included in ta CP, public certificates, and CRLs issued by@sOS Certification
Authority is not considered private.

When the CA revokes a certificate, a revocation reasoncluded in the CRL entry for the
revoked certificate. This revocation reason code is nuidered private and can be shared with

all other users and relying parties. However, no other details concerning the reason for
revocationaredisclosed.

9.4.4  Responsibility to Protect Private Information

Sensitive information must be stored securely] amay be released only in accordance with
other stipulations in Section 9.4.

9.4.5 Notice and Consent to Use Private Information

The CSOS Operational Authority is not required to provide any notice or obtain the consent of
the Subscriber or Entity persomme order to release private information in accordance with the
stipulations of Section 9.4.
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946 Disclosure Pursuant to Judicial or Administrative Process

Information released to law enforcement officisdsin accordance with applicable laws and
reguldaions and is processedaccording to 41 CFR 10660.605Any request for release of
Subscriber informatioins authenticatedThe authentication consssdf validating the identity of
the requester using two forms of photo identification.

9.4.7 Other Information Disclosure Circumstances

Subscriber information from this system may be disclosed to the following parties:

e To federal, state or local agencies along with state medical and licensing boards
responsible for investigating, prosecuting, enforcing, oryoay out a statute,
rule, regulation, or order when the DEA Office of Diversion Control, Technology
Section becomes aware of a violation or potential violation of civil or criminal
law or regulation.

e To a member of Congress or to a congressional staffb@em response to a
request from the person who is the subject of the record.

e To a DEA employee, an expert consultant, or contractor of DEA in the
performance of a federal duty to which the information is relevant.

e Persons registered under the Controlgbstances Act (P.L. 813) for the
purpose of verifying the registration of customers and practitioners.

Unless otherwise required by law and under the conditions stated above, Subscriber information

is only used for the purpose collected and agreedsamoth informationis notreleased without

the prior written consent of the Subscriber. Any request for release of Subscriber infoisation
authenticated. The authentication corssadt validating the identity of the requester using two
forms of photoideni f i cati on. I n the case where a Subsc
partyit he third partyds aut Iswealidatédysing at leasboneaofthe t h e
following means:

e The individual has the duly executed court order fromdeFa court;

¢ The individual has a duly executed request from the respective Agency Office of
Inspector General.

Information that may be reviewed includes only that information pertaining to the individual
subscriber submitting the request that is mainthlmethe DEA in a system of records.

Detailed instructions for making requests for access to records are provided on thev€lsOS
site In response to a proper request for access, CSOSesadhk requesting individual
subscriber whether the CSOS systefrecords contains any records pertaining to him or her,
and, if records exist, the manner in which those records may be reviewed.
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9.5 Intellectual Property Rights

Subscriber private signature kegretreated as the sole property of the legitimate hobdehe
corresponding public key identified in a CSOS certificate.

Certificates and CRLs issued by the CSOS Root CA and CSOS Certification Authority are the
exclusive property of the U.S. Government.

The CP, this CPS, and CSOS Obiject Identifiers (OID)tlageexclusive property of the U.S.
Government.

9.6 Representations and Warranties

The U.S. Governmems not liable to any party, except as determined pursuant to the Federal Tort
Claims Act (FTCA), 28 U.S.C. 26724680, or as determined through a valid resg written
contract between the Government and another party.

9.6.1 CA Representations and Warranties

CSOS certificates are issued and revoked at the sole discretion BE/AE€SOS PKI Policy
Authority.

9.6.2 RA Representations and Warranties
Not applicable
9.6.3 Subscriber Representations and Warranties

Subscribersare required to sign a document containing the requirements the Subscriber shall
meet respecting protection of the private key and use of the certificate before being issued the
certificate

Subscribers shall agree to the following:
e Accurately represent themselves in all communications with the PKI authorities.

e Protect their private keys at all times, in accordance with this policy, as stipulated in their
certificate acceptance agreementd bcal procedures.

e Promptly notify the appropriate CA upon suspicion of loss or compromise of their private
keys. Such notification shall be made directly or indirectly through mechanisms
consistent with th€ertification Authoritpy s CP S.

e Abide by all the terms, conditions, and restrictions levied on the use of their private keys
and certificates.
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9.6.4 Relying Party Representations and Warranties

None.

9.6.5 Representations and Warranties of Other Participants
None.

9.7 Disclaimers of Warranties

The U.S.Government shall not be liable to any party, except as determined pursuant to the
Federal Tort Claims Act (FTCA), 28 U.S.C. 262880, or as determined through a valid express
written contract between the Government and another party.

Issuance of certif@tes in accordance with this 8Bhall not make the CSOS Root CA an agent,
fiduciary, trustee, or other representative of the subordinate or-ceaffteed CAs or their
Subscribers.

9.8 Limitations of Liability

The U.S. Government shall not be liable toy garty, except as determined pursuant to the
Federal Tort Claims Act (FTCA), 28 U.S.C. 262880, or as determined through a valid express
written contract between the Government and another party.

9.9 Indemnities

The PMA, CSOS Root CA, and CSOS Ceration Authority assume no financial responsibility
for improperly used certificates.

9.10 Term and Termination
9.10.1 Term

This CPS becomes effective when approved by the DEA CSOS Policy Authority. This CPS has
no specified term.

9.10.2 Termination
Termindion of this CPS is at the discretion of the DEA CSOS Policy Authority.
9.10.3 Effect of Termination and Survival

The requirements of this CP remain in effect through the end of the archive period for the last
certificate issued.
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9.11 Individual Notices and Communications with Participants

The DEA CSOS WA establislesappropriate procedures for communications with Entity CAs
via contracts or memoranda of agreement as applicable.

9.12 Amendments
9.12.1 Procedure for Amendment

The PMA submg for processing my recommended changes communicated to the contact
identified inSection 1.5.Updates to this CPS may be proposed at any time, however the OMA
submis all draft changes to the PMA for approval before incorporation into the CPS.

9.12.2 Notification Mechanism and Period

Changes to items within this CPS, which have no or minimal impact on the Subscriber using
certificates and CRLs issued by this CSOS Certification Authaigiade with no change to
the CPS version number.

Changes to the certificates supeor by this CPS as well as changes to items within this CPS
which may have significant impact on the Subscriber using certificates and CRLs issued by this
CSOS Certification Authorityare made with 30 days notice to the user community, and the
version nurber of this CPS must be increased accordingly.

9.12.3 Circumstances Under Which OID Must be Changed

OIDs arechanged if the CSOS Policy Authority determines that a change in the CPS reduces the
level of assurance provided.

9.13 Dispute Resolution Provisions

Disputes are submitted in writing to the PMA Chair for resolution. The PMA Chair snla&e
determination on whether an enftcycle PMA meeting should be held to address the dispute, or
whether the disputies added to the agenda at the next regularledaled PMA meeting. Prior

to the meeting in which the disputeaddressed, the Chair enssitieat all voting members have
received notification and information regarding the matter in dispute. Any PMA voting member
may request to have the parties invamlvattend the meeting to provide more discussion. Every
attempt should be made to resolve the dispute by negotiation; however théddhe sole
authority for the resolution of any disputes by quorum vote of the membership. Further
information on PMA pocedures may be found in tR&A Operations Guide

9.14 Governing Law

U.S. Government laws govern the enforceability, construction, interpretation, and validity of this
CPS.
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9.15 Compliance with Applicable Law

The CSOS Certification Authority is requirealcomply with applicable law.
9.16 Miscellaneous Provisions

9.16.1 Entire Agreement

Should it be determined that one section of this CPS is incorrect or invalid, the other sections
remain in effect until the document is updated. Requirements for updasn@PS are described
in Section 9.12.

9.16.2 Assignment
No stipulation.
9.16.3 Severability

Should it be determined that one section of this CPS is incorrect or invalid, the other sections
remain in effect until the document is updated. Requirementgpftating this CPS are described
in Section 9.12.

9.164 Enf orcement (Attorneybés Fees and Waiver o

Disputes are submitted in writing to the PMA Chair for resolution. The PMA Chair snla&e
determination on whether an enftcycle PMA meeting shodlbe held to address the dispute, or
whether the disputehould beadded to the agenda at the next regularly scheduled PMA meeting.
Prior to the meeting in which the dispiseaddressed, the Chansureghat all voting members

have received notificatro and information regarding the matter in dispute. Any PMA voting
member may request to have the parties involved attend the meeting to provide more discussion.
Every attempt should be made to resolve the dispute by negotiation; however thieaB¥i&

sole authority for the resolution of any disputes by quorum vote of the membership. Further
information on PMA procedures may be found in BMA Operations Guide

9.17 Other Provisions

No stipulation.
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